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129. Frage

A company has multiple Amazon VPC endpoints in the same VPC. A developer needs to configure an Amazon S3 bucket policy so
users can access an S3 bucket only by using these VPC endpoints.

‘Which solution will meet these requirements?

¢ A Create a single S3 bucket policy that has the aws:SourceVpc value and in the StringNotEquals condition to use VPC ID.

¢ B. Create multiple S3 bucket polices by using each VPC endpoint ID that have the aws:SourceVpce value in the
StringNotEquals condition.

e (. Create a single S3 bucket policy that has the aws:SourceVpce value and in the StringNotEquals condition to use vpce*.

¢ D. Create a single S3 bucket policy that has multiple aws:sourceVpce value in the StringNotEquals condition. Repeat for all
the VPC endpoint IDs.

Antwort: D

130. Frage

A company needs to set up secure database credentials for all its AWS Cloud resources. The company's resources include Amazon
RDS DB mnstances Amazon DocumentDB clusters and Amazon Aurora DB instances. The company's security policy mandates that
database credentials be encrypted at rest and rotated at a regular interval.

Which solution will meet these requirements MOST securely?

e A Create parameters for the database credentials n AWS Systens Manager Parameter Store Set the Type parameter to
Secure Sting. Set up automatic rotation on the parameters.

¢ B. Create an AWS Lambda function by using the SecretsManagerRotationTemplate template in the AWS Secrets Manager
console. Create secrets for the database credentials in Secrets Manager Set up secrets rotation on a schedule.

¢ C. Store the database access credentials as an encrypted Amazon S3 object in an S3 bucket Block all public access on the
S3 bucket. Use S3 server-side encryption to set up automatic rotation on the encryption key.

¢ D. Set up IAM database authentication for token-based access. Generate user tokens to provide centralized access to RDS
DB instances. Amazon DocumentDB clusters and Aurora DB instances.

Antwort: B

Begrindung;

This solution will meet the requirements by using AWS Secrets Manager, which is a service that helps protect secrets such as
database credentials by encrypting them with AWS Key Management Service (AWS KMS) and enabling automatic rotation of
secrets. The developer can create an AWS Lambda function by using the SecretsManagerRotationTemplate template in the AWS
Secrets Manager console, which provides a sample code for rotating secrets for RDS DB instances, Amazon DocumentDB clusters,
and Amazon Aurora DB instances. The developer can also create secrets for the database credentials in Secrets Manager, which
encrypts them at rest and provides secure access to them. The developer can set up secrets rotation on a schedule, which changes
the database credentials periodically according to a specified interval or event.

Option A is not optimal because it will set up IAM database authentication for token-based access, which may not be compatible
with all database engines and may require additional configuration and management of JAM roles or users. Option B is not optimal
because it will create parameters for the database credentials n AWS Systerms Manager Parameter Store, which does not support
automatic rotation of secrets. Option C is not optimal because it will store the database access credentials as an encrypted Amazon
S3 object in an S3 bucket, which may introduce additional costs and complexity for accessing and securing the data.

131. Frage

A developer is creating a web application for a school that stores data in Amazon DynamoDB.

The ExamScores table has the following attributes: student id, subject name, and top_score.

Each item in the ExamScores table is identified with student id as the partition key and subject name as the sort key. The web
application needs to display the student _id for the top scores for each school subject. The developer needs to increase the speed of
the queries to retrieve the student id for the top scorer for each school subject.

Which solution will meet these requirements?

A. Create a local secondary index (LST) with subject name as the partition key and top_score as the sort key.
B. Create a global secondary index (GSI) with subject name as the partition key and student id as the sort key.
C. Create a global secondary index (GSI) with subject name as the partition key and top _score as the sort key.
D. Create a local secondary index (LSI) with top_score as the partition key and student id as the sort key.

Antwort: C



132. Frage

A developer is trying get data from an Amazon DynamoDB table called demoman-table. The developer configured the AWS CLI to
use a specific JAM use's credentials and ran the following command.

The command returned errors and no rows were returned.

What is the MOST likely cause of these issues?

A. The IAM user needs an associated policy with read access to demoman-table

B. The developer needs to log a ticket with AWS Support to enable access to the demoman-table

C. The command is incorrect; it should be rewritten to use put-item with a string argument

D. Amazon DynamoOB cannot be accessed fromthe AWS CLI and needs to called via the REST API

Antwort: A

Begriindung;

This solution will most likely solve the issues because it will grant the TAM user the necessary permission to access the DynamoDB
table using the AWS CLI command. The error message indicates that the [AM user does not have sufficient access rights to perform
the scan operation on the table. Option A is not optimal because it will change the command to use put-item instead of scan, which
will not achieve the desired result of getting data from the table. Option B is not optimal because it will involve contacting AWS
Support, which may not be necessary or efficient for this issue. Option C is not optimal because it will state that DynamoDB cannot
be accessed fromthe AWS CLI, which is incorrect as DynamoDB supports AWS CLI commands.

133. Frage

A developer mamtains a serverless application that uses an Amazon API Gateway REST API to invoke an AWS Lambda fimction
by using a non-proxy integration. The Lambda finction returns data, which is stored in Amazon DynamoDB.

Several application users begmn to receive ntermittent errors from the API. The developer examines Amazon CloudWatch Logs for
the Lambda fimction and discovers several Provisioned ThroughputExceededException errors.

The developer needs to resolve the errors and ensure that the errors do not reoccur.

Which solution will meet these requirements?

e A. Use provisioned capacity mode for the DynamoDB table, and assign sufficient capacity units.
Configure the Lambda function to retry requests with exponential backoff.

¢ B. Update the REST API to send requests on an Amazon SQS queue. Configure the Lambda function to process requests
from the queue.

e C. Update the REST API to invoke the Lambda function asynchronously.

e D. Configure a usage plan for the REST APIL.

Antwort: A

Begrindung;

Using provisioned capacity ensures sufficient throughput for the DynamoDB table. Configuring the Lambda function to implement
exponential backoft retries reduces the chance of exceeding capacity during peak usage.

This combination addresses the root cause (Provisioned ThroughputExceededException) and prevents errors without
overprovisioning,

134. Frage

Umin der IT-Branche grof3e Fortschritte zu machen, entscheiden sich viele ambitionierte IT-Profis dafiir, die Amazon DVA-C02
Zertifizierungspriifing abzulegen und somit das IT-Zertifikat zu bekommen. Wegen des schwierigkeitsgrades der Amazon DVA-
C02 Zertifizierungspriifung ist die Erfolgsquote sehr niedrig. Aber es ist doch eine weise Wahl, an der Amazon DVA-C02
Zertifizierungspriifung teilzanehmen, denn in der heutigen konkurrenzfihigen IT-Branche muss man sich immer noch verbessern. Und
Sie konnen auch viele Methoden wéhlen, die Thnen beim Bestehen der Priifung helfen.
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