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ECCouncil Certified Cybersecurity Technician Sample Questions (Q53-Q58):
NEW QUESTION # 53 
An loT device placed in a hospital for safety measures has sent an alert to the server. The network traffic has been captured and
stored in the Documents folder of the "Attacker Machine-1". Analyze the loTdeviceTraffic.pcapng file and identify the command the
loT device sent over the network. (Practical Question)

A. High_Tcmpe
B. Low_Tem p e
C. Temp_High
D. Tempe_Low

Answer: C

Explanation:
The loT device sent the command Temp_High over the network, which indicates that the temperature in the hospital was above the
threshold level. This can be verified by analyzing the loTdeviceTraffic.pcapng file using a network protocol analyzer tool such as
Wireshark4. The command Temp_High can be seen in the data field of the UDP packet sent from the loT device (192.168.0.10) to
the server (192.168.0.1) at 12:00:03. The screenshot below shows the packet details5: References: Wireshark User's Guide,
[loTdeviceTraffic.pcapng]

NEW QUESTION # 54 
You are Harris working for a web development company. You have been assigned to perform a task for vulnerability assessment on
the given IP address 20.20.10.26. Select the vulnerability that may affect the website according to the severity factor.
Hint: Greenbone web credentials: admin/password

A. UDP timestamps
B. FTP Unencrypted Cleartext Login
C. TCP timestamps
D. Anonymous FTP Login Reporting

Answer: B

Explanation:
FTP Unencrypted Cleartext Login is the vulnerability that may affect the website according to the severity factor in the above
scenario. A vulnerability is a weakness or flaw in a system or network that can be exploited by an attacker to compromise its
security or functionality. A vulnerability assessment is a process that involves identifying, analyzing, and evaluating vulnerabilities in a
system or network using various tools and techniques. Greenbone is a tool that can perform vulnerability assessment on various
targets using various tests and scans. To perform a vulnerability assessment on the given IP address 20.20.10.26, one has to follow
these steps:
* Open a web browser and type 20.20.10.26:9392
* Press Enter key to access the Greenbone web interface.
* Enter admin as username and password as password.
* Click on Login button.
* Click on Scans menu and select Tasks option.
* Click on Start Scan icon next to IP Address Scan task.
* Wait for the scan to complete and click on Report icon next to IP Address Scan task.
* Observe the vulnerabilities found by the scan.
The vulnerabilities found by the scan are:
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The vulnerability that may affect the website according to the severity factor is FTP Unencrypted Cleartext Login, which has a
medium severity level. FTP Unencrypted Cleartext Login is a vulnerability that allows an attacker to intercept or sniff FTP login
credentials that are sent in cleartext over an unencrypted connection.
An attacker can use these credentials to access or modify files or data on the FTP server. TCP timestamps and UDP timestamps are
vulnerabilities that allow an attacker to estimate the uptime of a system or network by analyzing the timestamp values in TCP or UDP
packets. Anonymous FTP Login Reporting is a vulnerabilitythat allows an attacker to access an FTP server anonymously without
providing any username or password.

NEW QUESTION # 55 
A web application, www.moviescope.com. hosted on your tarqet web server is vulnerable to SQL injection attacks. Exploit the
web application and extract the user credentials from the moviescope database. Identify the UID (user ID) of a user, John, in the
database. Note: Vou have an account on the web application, and your credentials are samAest.
(Practical Question)

A. 0
B. 1
C. 2
D. 3

Answer: C

Explanation:
4 is the UID (user ID) of a user, John, in the database in the above scenario. A web application is a software application that runs on
a web server and can be accessed by users through a web browser. A web application can be vulnerable to SQL injection attacks,
which are a type of web application attack that exploit a vulnerability in a web application that allows an attacker to inject malicious
SQL statements into an input field, such as a username or password field, and execute them on the database server. SQL injection
can be used to bypass authentication, access or modify sensitive data, execute commands, etc. To exploit the web application and
extract the user credentials from the moviescope database, one has to follow these steps:
Open a web browser and type www.moviescope.com
Press Enter key to access the web application.
Enter sam as username and test as password.
Click on Login button.
Observe that a welcome message with username sam is displayed.
Click on Logout button.
Enter sam' or '1'='1 as username and test as password.
Click on Login button.
Observe that a welcome message with username admin is displayed, indicating that SQL injection was successful.
Click on Logout button.
Enter sam'; SELECT * FROM users; - as username and test as password.
Click on Login button.
Observe that an error message with user credentials from users table is displayed.
The user credentials from users table are:



The UID that is mapped to user john is 4

NEW QUESTION # 56 
Ryleigh, a system administrator, was instructed to perform a full back up of organizational data on a regular basis. For this purpose,
she used a backup technique on a fixed date when the employees are not accessing the system i.e., when a service-level down time
is allowed a full backup is taken. Identify the backup technique utilized by Ryleigh in the above scenario.

A. Cold backup
B. Warm backup
C. Nearline backup
D. Hot backup

Answer: A

Explanation:
Cold backup is the backup technique utilized by Ryleigh in the above scenario. Cold backup is a backup technique that involves
taking a full backup of data when the system or database is offline or shut down. Cold backup ensures that the data is consistent and
not corrupted by any ongoing transactions or operations. Cold backup is usually performed on a fixed date or time when the
service-level downtime is allowed or scheduled.Nearline backup is a backup technique that involves storing data on a medium that is
not immediately accessible, but can be retrieved within a short time. Hot backup is a backup technique that involves taking a backup
of data while the system or database is online or running. Warm backup is a backup technique that involves taking a backup of data
while the system or database is partially online or running.

NEW QUESTION # 57 
Richards, a security specialist at an organization, was monitoring an IDS system. While monitoring, he suddenly received an alert of
an ongoing intrusion attempt on the organization's network. He immediately averted the malicious actions by implementing the
necessary measures.
Identify the type of alert generated by the IDS system in the above scenario.

A. False negative
B. True positive
C. True negative
D. False positive

Answer: B

Explanation:
A true positive alert is generated by an IDS system when it correctly identifies an ongoing intrusion attempt on the network and
sends an alert to the security professional. This is the desired outcome of an IDS system, as it indicates that the system is working
effectively and accurately

NEW QUESTION # 58
......
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