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(branch-to-branch) connection for traffic flow, bypassing the Data Center?

A. A static "Gre Tunnel" must be manually configured between the two sites.
B. The "Standard VPN" path policy must be selected.
C. The Data Center ION must be offline to trigger the dynamic failover.
D. Both ION devices must be members of the same VPN Cluster.

Answer: D

Explanation:
Comprehensive and Detailed Explanation
Dynamic VPNs (also known as ION-to-ION or Branch-to-Branch VPNs) allow Prisma SD-WAN devices to establish direct, on-
demand secure tunnels between branch sites to optimize latency for peer-to-peer traffic (e.g., VoIP calls between offices).
To enable this capability, the primary architectural requirement is the configuration of VPN Clusters.
A VPN Cluster defines a logical group of devices that are authorized to communicate with one another.
By default, or if devices are in different clusters without peering, the topology typically defaults to Hub-and-Spoke, where branches
only talk to the Data Center.
When two branch ION devices are placed into the same VPN Cluster (or peered clusters), the controller shares the necessary
reachability and cryptographic information between them.
Once in the same cluster, the ION devices monitor traffic. If a user at Branch A tries to contact a server at Branch B, the ION
devices detect this interest. If a direct path is available (e.g., via public internet), they will dynamically negotiate a direct VPN tunnel,
bypassing the Data Center hub. This offloads the hub and reduces latency. Option B is incorrect because SD-WAN eliminates
manual GRE config. Option C is incorrect because dynamic VPNs are a performance feature, not just a disaster recovery feature.

NEW QUESTION # 26 
An ION 3000 device at a remote branch has suffered a critical hardware failure and must be replaced via the RMA process. The
administrator has received the replacement unit.
What is the correct procedure to transfer the configuration and license from the defective unit to the replacement unit to ensure
minimal downtime and retention of historical data?

A. Delete the old device from the portal, create a new site for the replacement device, and rebuild the policies manually.
B. Backup the configuration of the old device to a USB drive and restore it to the new device using the local console.
C. Manually configure the new device from scratch, then open a support ticket to transfer the license.
D. Use the "Replace Device" workflow in the Prisma SD-WAN portal, which automatically transfers the configuration
(Device Shell) and re-associates the site to the new serial number.

Answer: D

Explanation:
Comprehensive and Detailed Explanation
The RMA replacement process in Prisma SD-WAN is designed to be seamless, leveraging the decoupling of logical configuration
from physical hardware.
Replace Device Workflow: The administrator should use the "Replace Device" (or RMA) function within the portal. This workflow
allows you to select the "Defective" device (old serial) and the "Replacement" device (new serial).
Configuration Transfer: Once executed, the system automatically binds the existing Device Shell (which contains all interface configs,
routing policies, and site associations) to the new hardware's serial number. The new device, once connected to the internet, will "call
home," identify itself, and download the exact configuration of the previous unit.
License Transfer: While the configuration moves automatically, the Support License transfer typically requires a specific step in the
Customer Support Portal (CSP) or happens automatically if processed as a formal RMA order. Options A and D are incorrect
because they involve manual reconfiguration, which is unnecessary and error-prone. Option C is incorrect as the ION platform relies
on cloud-based config management, not local USB backups for hardware swaps.
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B. Backup the configuration of the old device to a USB drive and restore it to the new device using the local console.
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D. Use the "Replace Device" workflow in the Prisma SD-WAN portal, which automatically transfers the configuration
(Device Shell) and re-associates the site to the new serial number.
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NEW QUESTION # 28 
An administrator wants to configure a Path Policy that routes all "Guest Wi-Fi" traffic directly to the internet using the local
broadband interface, bypassing all VPN tunnels.
Which Service & DC Group setting should be selected in the policy rule to achieve this "Direct Internet Access" (DIA) behavior?

A. Any-Private
B. Default-Cluster
C. Standard VPN
D. Direct

Answer: D

Explanation:
Comprehensive and Detailed Explanation
In Prisma SD-WAN Path Policies, the Service & DC Group (Destination) field determines where the traffic is sent.
Direct: This is the specific keyword/object used to instruct the ION to route traffic directly out to the local WAN interface (Local
Breakout) towards the Internet, without encapsulation in a VPN tunnel. This is the correct setting for Guest Wi-Fi, SaaS applications
(like Office 365), or any public web browsing that does not need to be backhauled.
Standard VPN / Default-Cluster: These options direct traffic into an IPSec overlay tunnel destined for a Data Center or another
ION. Selecting these would "backhaul" the guest traffic, which contradicts the requirement for DIA.
When "Direct" is selected, the ION uses its available "Internet" category links. The policy can further specify which internet link to
use (e.g., "Use Broadband, avoid LTE") via the path preference list, but the Destination type must be "Direct".

NEW QUESTION # 29 
In a data center (DC) with two ION devices, all of the remote branch Prisma SD-WAN VPNs are active only on DC ION-1.
Why are no VPNs active on DC ION-2?

A. The static route to core as a next hop is missing.
B. The ION device is behind a NAT.
C. The BGP core peer is down.
D. The DC and branches are in a different domain.

Answer: C

Explanation:
Comprehensive and Detailed Explanation
In a Prisma SD-WAN Data Center deployment, the operational state of the Secure Fabric VPNs (overlay tunnels) is directly tied to
the health of the BGP Core Peer configuration.4 Core Peer Dependency: DC ION devices typically peer with the data center core



switch (Core Router) via BGP to learn the subnets (prefixes) for the applications hosted in the DC. The Prisma SD-WAN controller
monitors this BGP peering status.5 Controller Logic: If the BGP Core Peer on a DC ION goes down (or is not established), the
controller automatically marks the VPN tunnels terminating at that specific ION as "Inactive".6 This is a fail-safe mechanism
designed to prevent remote branches from sending traffic to a DC ION that has lost conne7ctivity to the internal data center network
(and thus the applications).
Scenario Analysis: In this scenario, DC ION-1 has active VPNs, meaning its BGP Core Peer is UP and it is successfully advertising
reachability. DC ION-2 has no active VPNs, which strongly indicates that its BGP Core Peer is down.8 Because the controller sees
the peer is down, it suppresses the tunnel establishment or marks existing tunnels as inactive to ensure traffic is only directed to the
healthy node (ION-1).

NEW QUESTION # 30
......
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