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Questions (Q284-Q289):

NEW QUESTION # 284

A company recently acquired several other companies. Each company has a separate AWS account with a different billing and
reporting method. The acquiring company has consolidated all the accounts into one organization in AWS Organizations. However,
the acquiring company has found it difficult to generate a cost report that contains meaningful groups for all the teams.

The acquiring company's finance team needs a solution to report on costs for all the companies through a self-managed application.
‘Which solution will meet these requirements?

¢ A Create an Amazon QuickSight dataset that receives spending information from the AWS Price List Query API. Share the
dataset with the finance team

¢ B. Create an AWS Cost and Usage Report for the organization. Define tags and cost categories in the report. Create a table
in Amazon Athena. Create an Amazon QuickSight dataset based on the Athena table. Share the dataset with the finance
team.

e C. Create an AWS Cost and Usage Report for the organization. Define tags and cost categories in the report. Create a
specialized template in AWS Cost Explorer that the finance department will use to build reports.

e D. Use the AWS Price List Query API to collect account spending information. Create a specialized template in AWS Cost
Explorer that the finance department will use to build reports.

Answer: B

Explanation:

Creating an AWS Cost and Usage Report for the organization and defining tags and cost categories in the report will allow for
detailed cost reporting for the different companies that have been consolidated into one organization. By creating a table in Amazon
Athena and an Amazon QuickSight dataset based on the Athena table, the finance team will be able to easily query and generate
reports on the costs for all the conpanies. The dataset can then be shared with the finance team for them to use for their reporting
needs.

NEW QUESTION # 285

A company is running a serverless application that consists of several AWS Lambda functions and Amazon DynamoDB tables. The
company has created new functionality that requires the Lambda finctions to access an Amazon Neptune DB cluster. The Neptune
DB cluster is located in three subnets in a VPC.

Which of the possible solutions will allow the Lambda finctions to access the Neptune DB cluster and DynamoDB tables? (Select
TWO)

e A Create three private subnets in the Neptune VPC and route internet traffic through a NAT gateway Host the Lambda
functions In the three new private subnets.

e B. Create three private subnets in the Neptune VPC. Host the Lambda fimctions m the three new isolated subnets. Create a
VPC endpoint for DynamoDB. and route DynamoDB traffic to the VPC endpoint

¢ C. Host the Lambda finctions outside the VPC. Create a VPC endpoint for the Neptune database, and have the Lambda
functions access Neptune over the VPC endpoint

¢ D. Create three public subnets in the Neptune VPC and route traffic through an interne: gateway Host the Lambda functions
mthe three new public subnets

¢ E. Host the Lambda functions outside the VPC. Update the Neptune security group to allow access from the IP ranges of the
Lambda functions.

Answer: D,E

NEW QUESTION # 286

During an audt, a security team discovered that a development team was putting IAM user secret access keys in their code and then
committing it to an AWS CodeCommit repository . The security team wants to automatically find and remediate instances of this
security vulnerability Which solution will ensure that the credentials are appropriately secured automatically?

e A. Configure a CodeCommit trigger to mvoke an AWS Lambda function to scan new code submissions for credentials If
credentials are found, disable themin AWS TAM and notify the user.

¢ B. Configure Amazon Macie to scan for credentials in CodeCommit repositories If credentials are found, trigger an AWS
Lambda finction to disable the credentials and notify the user

e (. Run a script nightly using AWS Systerms Manager Run Command to search for credentials on the development instances If



found use AWS Secrets Manager to rotate the credentials.
e D. Use a scheduled AWS Lambda function to download and scan the application code from CodeCommit If credentials are
found, generate new credentials and store them in AWS KMS

Answer: A

Explanation:

CodeCommit may use S3 on the back end (and it also uses DynamoDB on the back end) but I don't think they're stored in buckets
that you can see or point Macie to. In fact, there are even solutions out there describing how to copy your repo from CodeCommit
into S3 to back it up: https:/docs.aws.amazon.com/prescriptive-guidance/latest/patterns/automate-event-driven-backups-from-
codecommit-to-amazon-s3-using-codebuild-and-cloudwatch-events. html

NEW QUESTION # 287

A company has a web application that allows users to upload short videos. The videos are stored on Amazon EBS volumes and
analyzed by custom recognition software for categorization.

The website contains stat ¢ content that has variable traffic with peaks in certain months. The architecture consists of Amazon EC2
instances running in an Auto Scaling group for the web application and EC2 instances running in an Auto Scaling group to process an
Amazon SQS queue The company wants to re-architect the application to reduce operational overhead using AWS managed
services where possible and remove dependencies on third-party software.

Which solution meets these requirements?

e A Use AWS Elastic Beanstalk to launch EC2 instances in an Auto Scaling group for the web application and launch a
worker environment to process the SQS queue Replace the custom software with Amazon Rekognition to categorize the
videos.

¢ B. Store the uploaded videos n Amazon EFS and mount the file system to the EC2 instances for Te web application. Process
the SOS queue with an AWS Lambda function that calls the Amazon Rekognition API to categorize the videos.

¢ C. Host the web application in Amazon S3. Store the uploaded videos in Amazon S3. Use S3 event notifications to publish
events to the SQS queue Process the SQS queue with an AWS Lambda finction that calls the Amazon Rekognition API to
categorize the videos.

¢ D. Use Amazon ECS containers for the web application and Spot Instances for the Auto Scaling group that processes the
SQS queue. Replace the custom software with Amazon Recognition to categorize the videos.

Answer: C

Explanation:

Explanation

Option C is correct because hosting the web application in Amazon S3, storing the uploaded videos in Amazon S3, and using S3
event notifications to publish events to the SQS queue reduces the operational overhead of managing EC2 mnstances and EBS
volumes. Amazon S3 can serve static content such as HTML, CSS, JavaScript, and media files directly from S3 buckets. Amazon
S3 can also trigger AWS Lambda finctions through S3 event notifications when new objects are created or existing objects are
updated or deleted. AWS Lambda can process the SQS queue with an AWS Lambda finction that calls the Amazon Rekognition
API to categorize the videos. This solution eliminates the need for custom recognition software and third-party dependencies
References: 1: httpsv//docs.aws.amazon.cony AWSEC2/latest/UserGuide/using-spot-instances. html 2:
https//aws.amazon.convefs/pricing/

https/docs.aws.amazon.conm’ AmazonS3/latest/userguide/WebsiteHosting. html 4-

https/docs.aws.amazon.cony AmazonS3/latest/userguide/NotificationHowTo.html 5:
https://docs.aws.amazon.com/rekognition/latest/dg/what-is. html

https://docs.aws.amazon.convelasticbeanstalk/latest/dg/Welcome. html

NEW QUESTION # 288

A conpany is migrating its infrastructure to the AWS Cloud. The company must comply with a variety of regulatory standards for
different projects. The company needs a multi-account environment.

A solutions architect needs to prepare the baseline infrastructure. The solution must provide a consistent baseline of management and
security, but it must allow flexibility for different compliance requirements within various AWS accounts. The solution also needs to
integrate with the existing on-premises Active Directory Federation Services (AD FS) server.

‘Which solution meets these requirements with the LEAST amount of operational overhead?

e A Create an organization in AWS Organizations. Create SCPs for least privilege access. Create an OU structure, and use it
to group AWS accounts. Connect AWS IAM Identity Center (AWS Single Sign- On) to the on-premises AD FS server.



Configure a central logging account with a defined process for log generating services to send log events to the central
account. Enable AWS Config in the central account with aggregators and conformance packs.

B. Create an organization in AWS Organizations. Create a single SCP for least privilege access across all accounts. Create a
single OU for all accounts. Configure an IAM identity provider for federation with the on-premises AD FS server. Configure
a central logging account with a defined process for log generating services to send log events to the central account. Enable
AWS Contig in the central account with conformance packs for all accounts.

C. Create an organization in AWS Organizations. Enable AWS Control Tower on the organization. Review included controls
(guardrails) for SCPs. Check AWS Config for areas that require additions. Configure an IAM identity provider for federation
with the on-premises AD FS server.

D. Create an organization in AWS Organizations. Enable AWS Control Tower on the organization.

Review included controls (guardrails) for SCPs. Check AWS Config for areas that require additions.

Add OUS as necessary. Connect AWS TIAM Identity Center (AWS Single Sign-On) to the on-premises AD FS server.

Answer: D

NEW QUESTION # 289
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