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CompTIA Cloud+ (CV0-004) Certification Exam Sample Questions (Q159-
Q164):
NEW QUESTION # 159 
A cloud administrator recently created three servers in the cloud. The goal was to create ACLs so the servers could not
communicate with each other. The servers were configured with the following IP addresses:
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After implementing the ACLs, the administrator confirmed that some servers are still able to reach the other servers. Which of the
following should the administrator change to prevent the servers from being on the same network?

A. The IP address of Server 1 to 172.16.12.36
B. The IP address of Server 2 to 172.16.12.18
C. The IP address of Server 2 to 172.16.14.14
D. The IP address of Server 1 to 172.16.12.2

Answer: C

Explanation:
The IP address of Server 1 to 172.16.12.36 (A): Changes the IP but remains within the same subnet range as Server 2.
The IP address of Server 1 to 172.16.12.2 (B): Also keeps Server 1 within the same subnet as Server 2.
The IP address of Server 2 to 172.16.12.18 (C): Falls within the next subnet range but does not isolate Server
2 completely.
The IP address of Server 2 to 172.16.14.14 (D): Moves Server 2 to a different subnet, preventing direct communication with
Server 1 and Server 3.
Reference:CompTIA Cloud+ CV0-004 Study Guide, Objective 2.2: Configure access control lists (ACLs) and networking.

NEW QUESTION # 160 
A cloud administrator is reviewing the annual contracts for all hosted solutions. Upon review of the contract for the hosted mail
solution, the administrator notes the monthly subscription rate has increased every year. The provider has been in place for ten years,
and there is a large amount of data being hosted. Which of the following is a barrier to switching providers?

A. Vendor lock-in
B. Encrypted data
C. Service-level agreement
D. Memorandum of understanding

Answer: A

Explanation:
Vendor lock-in is a situation where a customer is so dependent on a particular vendor that they cannot easily switch to another
vendor. This can happen for a variety of reasons, such as the use of proprietary technology, the lack of documentation, or the high
cost of switching.
In this case, the cloud administrator is concerned about the increasing monthly subscription rate for the hosted mail solution. They
may also be concerned about the difficulty of migrating the large amount of data that is being hosted. These factors could contribute
to vendor lock-in.

NEW QUESTION # 161 
Once a change has been made to templates, which of the following commands should a cloud architect use next to deploy an laaS
platform?

A. git push
B. git pull
C. git commit
D. git fetch

Answer: A



Explanation:
After making changes to templates, a cloud architect should use the git push command to deploy an IaaS platform. This command is
used to upload the local repository content to a remote repository, making the new or changed templates available for the next
deployment.References: Version control practices and commands, such as using git for IaaS template management, are covered
under the best practices for cloud deployments in the CompTIA Cloud+ certification.

NEW QUESTION # 162 
A cloud security analyst is looking for existing security vulnerabilities on software applications.
Which of the following describes this vulnerability management phase?

A. Remediation
B. identification
C. Analyze
D. Report

Answer: B

Explanation:
The phase of vulnerability management that involves looking for existing security vulnerabilities on software applications is known as
'Identification'. This step precedes analysis, reporting, and remediation, focusing on discovering known and unknown vulnerabilities
within the system or software to assess the security posture effectively.

NEW QUESTION # 163 
A security engineer recently discovered a vulnerability in the operating system of the company VMs. The operations team reviews
the issue and decides all VMs need to be updated from version 3.4.0 to 3.5. Which of the following best describes the type of
update that will be applied?

A. Ephemeral
B. Major
C. Minor
D. Consistent

Answer: C

Explanation:
The update from version 3.4.0 to 3.4.1 is considered a minor update, typically involving small bug fixes or security patches that do
not include major feature changes or improvements. References: CompTIA Cloud+ Study Guide (Exam CV0-004) - Chapter on
Systems Management

NEW QUESTION # 164
......
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