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NEW QUESTION # 202 
Which of the following hard drive sanitation methods provides an organization with the GREATEST level of assurance that data has
been permanently erased?

A. Crypto-shredding the drive
B. Reformatting the drive
C. Degaussing the drive
D. Factory resetting the drive

Answer: C

Explanation:
Reference:
Degaussing is a hard drive sanitation method that uses a powerful magnetic field to erase or destroy the data stored on a magnetic
disk or tape. Degaussing provides an organization with the greatest level of assurance that data has been permanently erased, as it
renders the data unrecoverable by any means and also damages the drive itself, making it unusable for future storage. The other
options are not as effective as degaussing in ensuring permanent data erasure. Factory resetting is a hard drive sanitation method that
restores the drive to its original settings and deletes the user data, but it may leave some traces of data that can be recovered by
forensic tools or software. Crypto-shredding is a hard drive sanitation method that encrypts the data on the drive and then deletes
the encryption key, making the data inaccessible, but it may not erase the data completely or prevent unauthorized access if the key
is compromised or recovered. Reformatting is a hard drive sanitation method that changes the file system or structure of the drive
and deletes the data, but it may not overwrite the data entirely or prevent data recovery by advanced tools or techniques1, p. 93-94
Reference: 1: CDPSE Review Manual (Digital Version)

NEW QUESTION # 203 
Which of the following is the MOST important consideration when determining retention periods for personal data?

A. Data classification standards
B. Notice provided to customers during data collection
C. Sectoral best practices for the industry
D. Storage capacity available for retained data

Answer: C

NEW QUESTION # 204 
A technology company has just launched a mobile application tor tracking health symptoms_ This application is built on a mobile
device technology stack that allows users to share their location and details of their symptoms. Which of the following is the
GREATEST privacy concern with collecting this data via mobile devices?

A. Data storage requirements
B. Data usage without consent
C. Client-side device ID
D. Encryption of key data elements

Answer: B

NEW QUESTION # 205 
Which of the following should be established FIRST before authorizing remote access to a data store containing personal data?

A. Network security standard
B. Virtual private network (VPN)
C. Multi-factor authentication
D. Privacy policy

Answer: D



NEW QUESTION # 206 
Which of the following features should be incorporated into an organization's technology stack to meet privacy requirements related
to the rights of data subjects to control their personal data?

A. Establishing a data privacy customer service bot for individuals
B. Allowing system administrators to manage data access
C. Providing system engineers the ability to search and retrieve data
D. Allowing individuals to have direct access to their data

Answer: D

Explanation:
Explanation
Any organization collecting information about EU residents is required to operate with transparency in collecting and using their
personal information. Chapter III of the GDPR defines eight data subject rights that have become foundational for other privacy
regulations around the world:
Right to access personal data. Data subjects can access the data collected on them.
One of the privacy requirements related to the rights of data subjects is the right to access, which means that individuals have the
right to obtain a copy of their personal data, as well as information about how their data is processed, by whom, for what purposes,
and for how long. To meet this requirement, an organization's technology stack should incorporate features that allow individuals to
have direct access to their data, such as self-service portals, dashboards, or applications. This way, individuals can exercise their
right to access without relying on intermediaries or manual processes, which can be inefficient, error-prone, or insecure. References: :
CDPSE Review Manual (Digital Version), page 137
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