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B RE (Q22-Q27):

HF #22
‘Which item should be used by a consumer to determine whether a cloud service provider is in regulatory or legal compliance?

A. Third-party attestation
B. Warrant

C. Existing contract

D. Regulatory obligations

Ef#: A

TR

A third-party attestation should be used by consumers to determine whether a cloud service provider meets regulatory and legal
compliance requirements. Managing Cloud principles explain that independent audits and attestations provide objective evidence of
compliance.

Third-party attestations validate that a provider has implemented required controls and follows recognized standards. These reports
reduce the need for customers to perform direct audits and increase trust in the provider's security and compliance posture.
Warrants relate to law enforcement, regulatory obligations define requirements but do not prove compliance, and contracts outline
responsibilities but do not independently verify adherence. Therefore, third-party attestation is the correct answer.

HM #23

A business wants to avoid buying physical hardware and wants to host a PCI DSS-compliant application using the infrastructure as a
service (IaaS) model of a public cloud provider. Which method can be used to provide network monitoring security controls in this
environment?

¢ A. Redundant network firewalls

¢ B. Cloud service provider audit logs

¢ (. Host agent intrusion detection system
¢ D. Sniffed network ports

Ef#: C

fiR .-

A host-based agent intrusion detection system (IDS) can be used to provide network monitoring security controls in an laaS public
cloud environment. Managing Cloud principles explain that customers do not control physical network infrastructure in public cloud
environments, making traditional network taps or sniffed ports impractical.

Host-based IDS agents monitor traffic, processes, and system activity directly on virtual machines. This approach aligns with PCI
DSS requirements by providing visibility into network activity, intrusion attempts, and policy violations without requiring physical
hardware.

CSP audit logs provide limited visibility, and redundant firewalls focus on traffic control rather than monitoring, Sniffed network ports
require physical access. Therefore, a host-based IDS is the correct solution.

HH #24

An organization is reviewing a contract firoma cloud service provider and wants to ensure that all aspects of the contract are
adhered to by the cloud service provider. Which control will allow the organization to verify that the cloud provider is meeting its
obligations?

A. Continuous monitoring
B. Incident management
C. Confidential computing

D. Regulatory oversight
EE: A

A -

Continuous monitoring is the control that allows organizations to actively verify that a cloud provider is fulfilling contractual and
compliance obligations. This involves automated collection and analysis of operational, security, and performance data. It enables
organizations to ensure that service-level agreements (SLAs) are being honored and that compliance requirements are being met in



real time.

While regulatory oversight is provided by external authorities and incident management is reactive in nature, continuous monitoring is
a proactive approach. It allows customers to maintain visibility into provider operations. Confidential computing focuses on data
protection but does not verify contract adherence.

By employing continuous monitoring, organizations establish transparency and accountability. It also supports audit processes by
providing evidence that controls remain effective over time. This reduces risk associated with outsourcing critical fnctions to a cloud
provider and ensures resilience against potential provider-side failures.

HM #25
‘Which option should a cloud architect recommend to an organization looking to simplify development and management of
applications?

A. Desktop as a Service (DaaS)
B. Software as a Service (SaaS)
C. Infrastructure as a Service (IaaS)
D. Platformas a Service (PaaS)

Ef#E: D

R -

Platformas a Service (PaaS) is the recommended option for organizations seeking to simplify application development and
management. Managing Cloud guidance explains that PaaS provides a complete development environment, including operating
systems, runtime environments, middleware, databases, and development tools.

By abstracting infrastructure and platform management, PaaS allows developers to focus exclusively on building, testing, and
deploying applications. Tasks such as patching, scaling, load balancing, and environment configuration are handled by the cloud
provider, reducing complexity and administrative effort.

DaaS focuses on delivering virtual desktops, IaaS requires customers to manage operating systens and applications, and SaaS
provides fully developed applications rather than development platforms. Therefore, PaaS best meets the requirement of simplifying
development and management.

B #26
Which open-source software (OSS) cloud computing platform provides a full set of features and components for a cloud
environment?

¢ A. Open Web Application Security Project
e B. Apache OpenStack
e C. VMware vSphere

e D. Hypervisor
Ef#: B
R

Apache OpenStack is an open-source cloud computing platform that provides a comprehensive set of features and components for
building and managing cloud environments. Managing Cloud principles explain that OpenStack supports conmpute, storage,
networking, identity, and orchestration services.

It enables organizations to deploy private and hybrid clouds with full control over infrastructure and security configurations. The
modular architecture allows flexibility and scalability.

The other options are not full cloud platforns. A hypervisor provides virtualization, VMware vSphere is proprietary, and OWASP
focuses on application security guidance. Therefore, Apache OpenStack is the correct answer.
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