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Microsoft Cybersecurity Architect Sample Questions (Q214-Q219):

NEW QUESTION # 214

Your company plans to follow DevSecOps best practices of the Microsoft Cloud Adoption Framework for Azure to integrate
DevSecOps processes into continuous integration and continuous deployment (CVCD) DevOps pipelines You need to recommend
which security-related tasks to integrate into each stage of the DevOps pipelines.

‘What should recommend? To answer, select the appropriate options in the answer area.

NOTE: Each correct selection is worth one point.
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NEW QUESTION # 215

You are designing an auditing solution for Azure landing zones that will contain the following components:

* SQL audit logs for Azure SQL databases

* Windows Security logs from Azure virtual machines

* Azure App Service audit logs from App Service web apps

Youneed to recommend a centralized logging solution for the landing zones. The solution must meet the following requirements:

* Logall privileged access.
* Retain logs for at least 365 days.
* Minimize costs.

What should you include in the recommendation? To answer, select the appropriate options in the answer area. NOTE: Each

correct selection is worth one point.
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NEW QUESTION # 216
Your company plans to evaluate the security of its Azure
Framework for Azure.

K Migrp;#ftiDefender for App Service

A Log Analytics workspace
Azure Application Insights
Microsoft Defender for SQL
Microsoft Sentinel

A Log Analytics workspace
Application Insights

Microsoft Defender for servers
Microsoft Sentinel

A Log Analytics workspace
Application Insights

Microsoft Sentinel

A Log Analytics workspace

e T T e mmemem—

Application Insights
Microsoft Defender for servers
Microsoft Sentinel

A Log Analytics workspace
Application Insights
Microsoft Defender f10r App Service

Microsoft Sentinel |

environment based on the principles of the Microsoft Cloud Adoption

Youneed to recommend a cloud-based service to evaluate whether the Azure resources comply with the National Institute of
Standards and Technology (NIST) Cybersecurity Framework (CSF).

‘What should you recommend?

A. Microsoft Defender for Cloud Apps

B. Conypliance Manager in Microsoft Purview
C. Microsoft Defender for Cloud

D. Microsoft Sentinel

Answer: C

NEW QUESTION # 217
Hotspot Question
You have a Microsoft 365 ES subscription.



You plan to deploy Global Secure Access universal tenant restrictions v2.

‘Which authentication plane resources and which data plane resources will be protected? To answer, select the appropriate options
i the answer area.

NOTE: Each correct selection is worth one point.

Answer Area i
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Explanation:
Box 1: Microsoft Entra ID integrated apps, including third-party apps
Authentication plane

Auth plane protection for all applications that authenticate with Microsoft Entra ID, including all Microsoft first-party applications
and any third-party applications that use Microsoft Entra ID for authentication.

Box 2: Microsoft SharePoint Online and Exchange Online only

Data plane resources

Data plane protection for SharePoint Online and Exchange Online.

Reference:

https://learn.microsoft.conven-us/entra/external-id/tenant-restrictions-v2

NEW QUESTION # 218

You have a Microsoft 365 subscription that contains a group named Group1. The subscription is linked to a Microsoft Entra ID P1
tenant.

You have an external software as a service (SaaS) application named App1. App1 is managed by using a web-based admin portal
and supports the use of Microsoft Entra ID credentials.

Youneed to ensure that only the members of Group1 who sign in from Microsoft Entra joined devices can access the admin portal

of Appl.
What should you create first in Microsoft Entra?

e A. anenterprise application

e B. a Microsoft Entra application proxy connector group
e (. an access package

e D. a Conditional Access policy

Answer: D



Explanation:

A Microsoft Entra Conditional Access policy can be configured to meet these requirements by defining conditions for specific user
groups, requiring Entra-joined devices, and targeting a specific web-based admin portal. You would include the specific group in the
policy's "Users or workload identities" assignment, select "Entra joined device" under device filters, and choose the specific web
portal from the "Target resources" list.

Reference:

httpsz/leam.microsoft.com/en-us/entra/identity/conditional-access/overview

NEW QUESTION # 219

Microsoft SC-100 practice test software is compatible with windows and the web-based software will work on these operating
systers: Android, IOS, Windows, and Linux. Chrome, Opera, Internet Explorer, Microsoft Edge, and Firefox also support the
web-based SC-100 Practice Test software.
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preparation whether newbie or experienced exam candidates are eager to have them
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development prospects in IT industry.

Microsoft SC-100 study materials provide a promising help for your SC-100 exam preparation whether newbie or experienced
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