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Fortinet NSE 7 - Public Cloud Security 7.6 Architect Sample Questions (Q13-
Q18):

NEW QUESTION # 13

You nust add an Amazon Web Services (AWS) network access list (NACL) rule to allow SSH traffic to a subnet for temporary
testing purposes. When you review the current inbound and outbound NACL rules, you notice that the rules with number 5 deny
SSH and Telnet traffic to the subnet.

What can you do to allow SSH traffic?

A. Youmust create two new allow SSH rules, each with a number bigger than 5.

B. You nust create a new allow SSH rule anywhere in the network ACL rule base to allow SSH traffic.

C. You must create two new allow SSH rules, each with a number smaller than 5.

D. You do not have to create any NACL rules because the default security group rule automatically allows SSH traffic to the
subnet.
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Answer: C

NEW QUESTION # 14

You are experiencing intermittent connectivity issues in a FortiGate HA cluster deployed with Azure gateway load balancer. Traffic
is being dropped when it passes through the cluster.

What is the cause of the issue?

A. The Azre gateway load balancer is configured with an incorrect health probe port.

B. The FortiGate firewalls are using the default maximum transmission unit (MTU) size supported by Azure.
C. The protected VMs are running an application that fragments packets.

D. The Azure gateway load balancer is blocking large packets, causing traffic failures.

Answer: B

Explanation:

By default, FortiGate firewalls use an MTU size larger than what Azure supports. In an HA cluster with a gateway load balancer,
this mismatch causes packet drops and ntermittent connectivity issues. The MTU nust be adjusted to the Azure-supported value
(typically 1500 or lower depending on encapsulation).

NEW QUESTION # 15

Refer to the exhibit. The exhibit shows an active-passive high availability FortiGate pair with external and internal Azure load
balancers.

There is no SDN connector used in this solution.

‘Which configuration must the administrator implement on each FortiGate?
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A. Ore static route to Azure Lambda IP address.
B. Two BGP routes to Azure probe [P address.
C. Single BGP route to Azure probe IP address.
D. Two static routes to Azure probe IP address.

Answer: D




NEW QUESTION # 16
Exhibit.

[ee2-userdip-10-0-0-200 ~]§ sude mt.‘l_nlt:ldnllpll lb I

Last metadata expiration check: 0:02:31 age on Sun Jul 21 22:12:44 2024.
Package unzip-6.0-57.amzn2023.0.2.x86_64 is already installed.
Dependencies resolved.

Nothing to do.

Complete!

[#c2-userdip-10-0-0-200 ~]§ unzip terraform_ §(TERRAFORM VER)_linux_ amdéd.zip
Archive: terraform_1.5.3 linux_amd64.zip

inflating: terraform

[ec2-userdip-10-0-0-200 ~]§ terraform version

-bash: terraform: command not found

[ec2-user®ip-10-0-0-200 ~])§

You are tasked with deploying FortiGate using Terraform. When you run the terraform version command during the Terraform
mstallation, you get an error message.
What could you do to resolve the command not found error?

A. Youmust assign correct permissions to the ec2-user.

B. You nust change the directory location to the root directory.
C. You must reinstall Terraform

D. You nust move the binary file to the bin directory.

Answer: D

Explanation:

https//github.convfortinet/fortigate- terraform-deploy

According to the Terraform documentation for installing Terraform on Linux, you need to download a zip archive that contains a
single binary file called terraform. You need to unzip the archive and move the binary file to a directory that is included in your
system's PATH environment variable, such as /ust/local/bin. This way, you can run the terraform command from any directory
without specifying the full path.

If'you do not move the binary file to the bin directory, you will get a command not found error when you try to run the terraform
version command, as shown in the screenshot. To fix this error, you need to move the binary file to the bin directory or specify the
full path of the binary file when running the command.

NEW QUESTION # 17
Refer to the exhibit.
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Your team notices an unusually high volume of traffic sourced at one of the organizations FortiGate EC2 instances. They create a
flow log to obtain and analyze detailed information about this traffic. However, when they checked the log, they found that it included
traffic that was not associated with the FortiGate instance in question.

What can they do to obtain the correct logs? (Choose one answer)

A. Send the logs to Amazon Data Firehose mstead to get more granular information.
B. Ensure that the flow log data is not mixed with the rest of the traffic.

C. Change the maximum aggregation time to 1 minute.

D. Create a new flow log at the nterface level

Answer: D

Explanation:

Comprehensive and Detailed Explanation From FortiOS 7.6, FortiWeb 7.4 Exact Extract study guide:

According to theFortiOS 7.6 AWS Administration Guideand thePublic Cloud Securitydocumentation regarding AWS VPC Flow
Logs, the level at which a flow log is created determines the scope of the data collected:

* Flow Log Scope and Hierarchy (Option A):AWS VPC Flow Logs can be created at three different levels:VPC,Subnet,
orNetwork Interface (ENI).

* As seen in the exhibit (VPC flow log wizard), the flow log is being created for the resource vpe-

09d6e4631cd49d2b3. When a flow log is created at theVPC level, it captures IP traffic for all network interfaces within that VPC.
* To isolate traffic specifically for a single FortiGate EC2 instance and avoid seeing traffic fiom other instances in the same VPC or



subnet, the administrator must create a flow log at the Network Interface level. This provides the most granular visibility and ensures
the logs only contain traffic associated with the specific ENIs of that FortiGate instance.

* Why other options are incorrect:

* Option B:Changing the maximum aggregation interval from 10 minutes to 1 minute increases the frequency of log delivery and
captures shorter-lived flows more accurately, but it does not change thescopeof the resources being monitored.

* Option C:This is a general troubleshooting statement and not a configuration action within the AWS Flow Log wizard that would
filter the traffic by instance.

* Option D:Changing the destination to Amazon Data Firehose changes how the logs are processed and delivered (e.g,, for
streaming to a SIEM), but the source data is still determined by the resource level selected (VPC vs. Interface).

NEW QUESTION # 18
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