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ISACA Certified Information Security Manager Sample Questions (Q291-
Q296):

NEW QUESTION # 291
Which of the following desired outcomes BEST supports a decision to invest in a new security initiative?

A. Reduction of organizational risk

B. Reduced control complexity

C. Enhanced security monitoring and reporting
D. Enhanced threat detection capability

Answer: A

Explanation:

The reduction of organizational risk is the desired outcome that best supports a decision to invest in a new security initiative. The
organizational risk is the level of exposure or uncertainty that the organization faces in achieving its objectives. The organizational risk
is influenced by various factors, such as the threat landscape, the vulnerability of the assets, the impact of the incidents, and the
effectiveness of the controls. The information security manager should evaluate the organizational risk and propose security initiatives
that can reduce the risk to an acceptable level. The security nitiatives should be aligned with the business goals, the risk appetite, and
the available resources of the organization. The security nitiatives should also provide a positive return on investment (ROI) or value
for money (VFM) for the organization. The reduction of organizational risk is the ultimate goal and benefit of any security initiative, as
it enhances the security posture, performance, and resilience of the organization. Enhanced security monitoring and reporting,
reduced control complexity, and enhanced threat detection capability are all possible outcomes of security initiatives, but they are not
the best ones to support a decision to invest in a new security initiative. These outcomes are more specific and technical, and they
may not directly relate to the business objectives or the risk appetite of the organization. These outcomes are also intermediate or
enabling, rather than final or ultimate, as they may not necessarily lead to the reduction of organizational risk. For example, enhanced
security monitoring and reporting may improve the visibility and awareness of the security status, but it may not prevent or mitigate
the incidents. Reduced control complexity may simplify the security management and maintenance, but it may not address the
emerging or evolving threats. Enhanced threat detection capability may increase the speed and accuracy of identifying the attacks,
but it may not reduce the impact or the likelihood of the attacks. Therefore, the reduction of organizational risk is the best outcome
to support a decision to invest in a new security initiative, as it demonstrates the value and effectiveness of the security initiative for
the organization. Reference = CISM Review Manual 2023, page 40 1; CISM Practice Quiz 2

NEW QUESTION # 292
To reduce the possibility of service interruptions, an entity enters into contracts with multiple Internet service providers (ISPs).
Which of the following would be the MOST important item to include?

A. Right to audit clause

B. Spam filtering services

C. Intrusion detection system (IDS) services
D. Service level agreements (SLAs)

Answer: D

Explanation:

Explanation

Service level agreements (SLA) will be most effective in ensuring that Internet service providers (ISPs) comply with expectations for
service availability. Intrusion detection system (IDS) and spam filtering services would not mitigate (as directly) the potential for
service interruptions. A right-to-audit clause would not be effective in mitigating the likelihood of a service interruption.

NEW QUESTION # 293
‘Which of the following would be the GREATEST threat posed by a distributed denial of service (DDoS) attack on a public-facing
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web server?

A. Execution of unauthorized commands
B. Prevention of authorized access

C. Defacement of website content

D. Unauthorized access to resources

Answer: B

Explanation:

Explanation

Prevention of authorized access is the greatest threat posed by a distributed denial of service (DDoS) attack on a public-facing web
server because it prevents legitimate users or custommers from accessing the web services or resources, causing disruption,
dissatisfaction, and potential loss of revenue or reputation. Execution of unauthorized commands is not a threat posed by a DDoS
attack, but rather by a remote code execution (RCE) attack. Defacement of website content is not a threat posed by a DDoS
attack, but rather by a web application attack. Unauthorized access to resources is not a threat posed by a DDoS attack, but rather
by a brute force attack or an authentication bypass attack. References:
httpsy/www.isaca.org/resources/isaca-journal/issues/2017/volume-6/the-value-of-penetration-testing
httpsy//www.isaca.org/resources/isaca-journal/issues/2016/volume- 5/security-scanning-versus-penetration-testing

NEW QUESTION # 294
The BEST way to ensure that information security policies are followed is to:

A. distribute printed copies to all employees.

B. establish an anonymous hotline to report policy abuses.
C. include escalating penalties for noncompliance.

D. perform periodic reviews for compliance.

Answer: D

Explanation:

Section: INFORMATION SECURITY PROGRAM MANAGEMENT

Explanation:

The best way to ensure that information security policies are followed is to periodically review levels of compliance. Distributing
printed copies, advertising an abuse hotline or linking policies to an international standard will not motivate individuals as much as the
consequences of being found in noncompliance.

Escalating penalties will first require a compliance review.

NEW QUESTION # 295
Which of'the following is MOST important to consider when aligning a security awareness program with the organization's business
strategy?

A. Regulations and standards

B. People and culture

C. Executive and board directives
D. Processes and technology

Answer: B

Explanation:

A security awareness program s a set of activities designed to educate and motivate employees to adopt secure behaviors and
practices. A security awareness program should be aligned with the organization's business strategy, which defines the vision,
mission, goals and objectives of the organization. The most important factor to consider when aligning a security awareness program
with the business strategy is the people and culture of the organization, because they are the primary target audience and the key
enablers of the program. The people and culture of the organization influence the level of awareness, the attitude and the behavior of
the employees towards information security. Therefore, a security awareness program should be tailored to the specific needs,
preferences, values and expectations of the people and culture of the organization, and should use appropriate methods, channels,
messages and incentives to engage and influence them. A security awareness program that is aligned with the people and culture of
the organization will have a higher chance of achieving its objectives and improving the overall security posture of the organization.
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NEW QUESTION # 296
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