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FRE #148
Which activity is outside the scope of an ethical hacker?

A. Identifying vulnerabilities in a client's systems

B. Exploiting vulnerabilities without intent to harm

C. Informing hardware and software vendors of identified vulnerabilities
D. Launching a DDoS attack to test system resilience

ZX: D

P RE #149
Which security measure MOST effectively reduces unauthorized access in cloud environments?
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A. Using shared administrator accounts

B. Allowing unrestricted access

C. Enforcing strong access control policies
D. Disabling encryption for performance

ER: C

78 #150

What is a common method to prevent malware spread in an organization?

¢ A. Regularly updating software and systems
¢ B. Conducting annual security audits

¢ (. Restricting physical access to servers

¢ D. Enforcing password complexity

ER: A

R #151
What is a key benefit of conducting penetration testing?

A. Validating compliance with security policies

B. Reducing the need for IT training

C. Increasing the efficiency of IT operations

D. Enhancing the physical security of data centers

ER: A

F /8 #152
Which cloud computing service model provides the user with the highest level of control over the operating systens, applications,
and network?

e A Infrastructure as a Service (IaaS)
¢ B. Function as a Service (FaaS)
e C. Platformas a Service (PaaS)
e D. Software as a Service (SaaS)

ER: A
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