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NEW QUESTION # 89

As an IT manager for a healthcare company, you want to delegate the installation and management of your SD-WAN deployment to
a managed security service provider (MSSP). Each site must maintain direct internet access and ensure that it is secure. You
expected significant traffic flow between the sites and want to delegate as much of the network administration and management as
possible to the MSSP.

‘Which two MSSP deployment blueprints best address the customer's requirements? (Choose two.)

e A. Use a shared hub at the MSSP premises with a dedicated VDOM for the new customer, and install the spokes at the
customer premises.

¢ B. Install the hub and spokes at the customer premises and enable the MSSP to manage the SD- WAN deployment using
FortiManager with a dedicated ADOM.

¢ (. Install a dedicated hub at the MSSP premises for the new customer, and install the spokes at the customer premises.

e D. Use a shared hub at the MSSP premises and a dedicated hub at the customer premises and install the spokes at the
customer premises.

Answer: A,C

Explanation:

Hosting the hub at the MSSP centralizes installation, security, and ongoing management while each site (spoke) keeps local DIA.
This can be done muilti-tenant with a shared hub using a dedicated VDOM or with a fully dedicated hub per custorer for stricter
isolation and control, both meeting the requirement to delegate admmistration to the MSSP and support high inter-site traffic.

NEW QUESTION # 90
Refer to the exhibit.

FortiGate policy route F HTI n ET

branch_fgt # diagnose firewall proute list
list route policy info(vf=root):

id=1(0x01) dscp_tag=0xfc flags=0x0 tos=0x0 tos_mask=0x00 protocol=0 port=src(0->0): dst(0->0)
iif=7 (port5)

path(1l): oif=5(port3) gwy=10.0.1.255

source wildcard(l) : 10.0.1.128/255.255.255.128

destination wildcard(1): 0.0.0.0/0.0.0.0

hit_count=0 rule_last_used=2024-12-13 01:40:44

id=2131427329(0x7£0b0001) vwl_service=1(Critical-DIA), vwl_mbr_seg=2 1 dscp_tag=0xfc Oxfc flags=
0x0 tos=0x0

tos_mask=0x00 protocol=0 port=src(0->0):dst(0->0) iif=0 (any)

path(2): oif=4(port2), oif=3(portl)

source(l) : 10.0.1.0-10.0.1.255

destination wildcard(i): 0.0.0.0/0.0.0.0

application control(2): Salesforce(16920,0) SMTP_Signed.Email (28991,0)

hit_count=732 rule last_used=2024-12-12 (12:30:16

1d=2131427329(0x7£070003) vwl_service=3(Corp), vwl_mbr seq=4 5 6 dscp_tag=0xfc Oxfc flags=0x0
tos=0x0 tos_mask=0x00 _protocol=0-port=src(0->0):dst (0->0) iif=0(any)

path(3): o0if=20(HUB1-VPN1), w©if=21(HUB1-VPN2), o0if=22 (HUB1-VPN3)

source(l) : 10.0.1.0-10.0.1.255

destination (1): 10.0.0.0-10.255.255.255

hit_count=0 rule_last_used=2024-12-12 02:29:25

id=2131165188 (0x7£070004) vwl_service=4 (LAN-to-Corp2), vwl_mbr_seg=l 2 dscp_tag=0xfc Oxfc flags=
0x10 load-balance hash-mode=round-robin tos=0x0 tos_mask=0x00 protocol=0 port=src(0->0) :dst (0->
0) iif=0(any)

path(2): oif=3(portl) num_pass=1, oif=4(port2) num_pass=1

source(l) : 10.0.1.0-10.0.1.255

destination (1): 10.66.0.0-10.66.0.255

hit_count=0 rule_last_used=2024-12-13 01:43:31

What conclusions can you draw about the traffic received by FortiGate originating from the source LAN device 10.0.1.133 and
destined for the company's SMTP mail server at 10.66.0.125?

e A FortiGate steers the traffic fromthe LAN device 10.0.1.133 to the company SMTP mail server 10.66.0.125 through the
SD-WAN member ID 4.
¢ B. FortiGate steers the traffic fromthe LAN device 10.0.1.133 to the company SMTP mail server 10.66 0.125 through



port3.

e C. FortiGate steers the traffic from the LAN device 10.0.1.133 to the SMTP mail server 10.66.0.125 through the SD-WAN
member ID 1 or 2.

¢ D. ForliGate steers the traffic from the LAN device 10.0.1.133 to the company SMTP mail server 10.66.0.125 through
port2.

Answer: C

Explanation:

The policy-route output shows the matching SD-WAN service for destination 10.66.0.0/24 is vwl_service=4 (LAN-to-Corp2) with
wvwl mbr_seq=1 2 and paths 0if=3(portl) and oif=4(port2). Therefore, traffic from 10.0.1.133 to 10.66.0.125 is steered via SD-
WAN member ID 1 or 2.

NEW QUESTION # 91

(Refer to the exhibit.
VIR LD U AL, F HTIHET

and

You update the spokes configuration of an existing auto-discovery VPN (ADVPN) topology by adding the parameters shown in the
exhibit.
Which is a valid objective of those settings? Choose one answer.)

A. Prevent cross-overlay shortcuts.

B. Enable the tunnels as overlay links.

C. Prevent multiple shortcuts from being established over the same overlay.
D. Convert the configuration from ADVPN to ADVPN 2.0.

Answer: A

Explanation:

The exhibit shows the following IPsec phasel-interface configuration applied on spoke tunnels:

set auto-discovery-shortcuts dependent

set network-overlay enable

set network-id <value>

In the FCSS SD-WAN 7.6 ADVPN architecture, the network-overlay and network-id parameters are used to logically group
[Psec tunnels into separate overlays. When network-overlay is enabled, FortiGate treats the tunnel as part of an overlay network
rather than a simple transport tunnel.

The network-id parameter is critical in multi-overlay ADVPN designs. Fortinet documentation specifies that ADVPN shortcuts are
only allowed between tunnels that share the same network-id. This mechanism explicitly prevents cross-overlay shortcuts, ensuring
that shortcuts are formed only within the same logical overlay and not across different overlays that may serve different purposes (for
example, different hubs, regions, or transport groups).

The use of auto-discovery-shortcuts dependent firther enforces correct shortcut behavior by ensuring that shortcut tunnels depend
on the state of the parent overlay tunnel, but it does not by itself prevent multiple shortcuts or convert ADVPN versions.

Why the other options are incorrect:

Option A is incorrect because simply enabling network-overlay does not exist to "enable overlay links" in general; its purpose is to
define overlay membership and control shortcut behavior.

Option B is incorrect because there is no concept of "ADVPN 2.0" conversion using these parameters in FortiOS 7.6.

Option D is incorrect because preventing multiple shortcuts over the same overlay is not controlled by network-id; multiple shortcuts



within the same overlay are allowed when required.
Therefore, the valid objective of these settings is to prevent cross-overlay shortcuts, which corresponds to Option C.

NEW QUESTION # 92

You are planning a new SD-WAN deployment with the following criteria:

- Two regions

- Most of the traffic is expected to remain within its region

- No requirement for inter-region ADVPN

To remain within the recommended best practices, which routing protocol should you select for the overlays?

A. IBGP within each region and between the regions.

B. IBGP with BGP per overlays within each region and IBGP with BGP on loopback between the regions.
C. OSPF for the routing within each region and EBGP between the regions.

D. IBGP with BGP on loopback within each region and EBGP between the regions.

Answer: D

Explanation:

For SD-WAN deployments that span multiple regions-where most traffic is intra-region and there is no requirement for inter-region
ADVPN:-the best practice is to use IBGP with BGP on loopback mterfaces for routing within each region and EBGP between the
regions. This approach ensures robust and scalable routing, isolates regional routing domains, and enables policy control at region
boundaries. BGP on loopback is preferred for its reliability and flexibility, as it enables peering that is not tied to specific physical
mterfaces. EBGP between regions allows each region to maintain independent routing policies and summarization, optimizing
performance and manageability. By separating IBGP (intra-region) and EBGP (inter-region), you create a modular architecture that
scales easily and sinplifies fault isolation and troubleshooting.

Reference:

[FCSS_SDW_AR-7.4 1-0.docx Q10]

Fortinet SD-WAN Reference Architecture Guide 7.4, "Regional Routing Best Practices" FortiOS 7.4 SD-WAN Overlay Design
Guidelines

NEW QUESTION # 93

Refer to the exhibit. The administrator used the SD-WAN overlay template to prepare an IPsec tunnels configuration for a hub-and-
spoke SD-WAN topology. The exhibit shows the FortiManager installation preview for one FortiGate device.

Based on the exhibit, which statement best describes the configuration applied to the FortiGate device?



Install Preview of fgt1 F==RTINET. M x

Assigned Devices fgt1(root) v

config vpn ipsec phasel-interface %
edit “VPN1”
set type dynamic
set interface “portl”
set ike-version 2
set dpd on-idle
set comments “VPN: VPNl [Crested by @IPSEC Template]”
set proposal aes256-sha256
set peertype any
set mode-cfg enable
set dpd-retryinterval 60
set net-device disable
set add-route disable
set auto-discovery-sender enable
set ipvé4-start-ip 10:10.128.1
set ipvé4-end-ips10.10.159.252

set ipv4-netmasky255.255.224.0
set psksecret ENC

Z8Z/bwU2J1HxCFWz0/XkWz1iP/WK4gAGVHES0azICB+iffI2rIYiANSOIAZ
V0SZwM/ThbwéeM
set network-overlay enable
set network-id 5
next

end

config system interface

< >

Download Clo

e A Ttis a spoke device that establishes dynamic [Psec tunnels to the hub It can send ADVPN shortcut requests.

¢ B. It is a spoke device that establishes dynamic IPsec tunnels to the hub. The local subnet range is
10.10.128.0/23.

e C. Itis a hub device. It can send ADVPN shortcut offers.

e D. Itis a hub device. It will automatically discover the spoke devices and add themto the SD-WAN topology.

Answer: C

Explanation:

The phasel-interface shows set type dynamic, set peertype any, and set mode-cfg enablewith an address pool (ipv4-start-ip, ipv4-
end-ip, ipv4-netmask). Those are dial-up server settings-i.e., a hub handing out virtual IPs to spokes. It also has set auto-
discovery-sender enable, allowing the hub to participate in ADVPN shortcut negotiation (sending offers).

NEW QUESTION # 94
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