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Topic Details

¢ Planning of NIS 2 Directive requirements implementation: This domain targets Project Managers and

Implementation Specialists focusing on how to mitiate and plan the rollout of NIS 2 Directive requirements.
Topic 1 It includes using best practices and methodologies to align organizational processes and cybersecurity
programs with the directive’s mandates.

¢ Fundamental concepts and definitions of NIS 2 Directive: This section of the exam measures the skills of
Cybersecurity Professionals and I'T Managers and covers the basic concepts and definitions related to the

Topic 2 NIS 2 Directive. Candidates gain understanding of the directive’s scope, objectives, key terms, and

foundational requirements essential to lead implementation efforts effectively within organizations.

¢ Cybersecurity controls, incident management, and crisis management: This domain focuses on Security

Operations Managers and Incident Response Coordinators and involves implementing cybersecurity
Topic 3 controls, managing incident response activities, and handling crisis situations. It ensures organizations are
prepared to prevent, detect, respond to, and recover from cybersecurity incidents effectively.

¢ Communication and awareness: This section covers skills of Communication Officers and Training

Managers in developing and executing communication strategies and awareness programs. It emphasizes
Topic 4 fostering cybersecurity awareness across the organization and effective internal and external communication
during cybersecurity events or compliance activities.

¢ Testing and monitoring of a cybersecurity program: This domain assesses the abilities of Security Auditors

and Conpliance Officers in testing and monitoring the effectiveness of cybersecurity programs. Candidates
Topic 5 learn to design and conduct audits, continuous monitoring, performance measurement, and apply continual
improvement practices to maintain NIS 2 Directive compliance.

PECB Certified NIS 2 Directive Lead Implementer Sample Questions (Q62-
Q67):

NEW QUESTION # 62
Which of the following entities are excluded from the scope of the NIS 2 Directive?

¢ A. Regulatory entities
¢ B. Public admnistration entities nvolved in law enforcement activities
¢ C. Entities with only marginal relevance to the areas of national security, public security, defense, or law enforcement activities

Answer: B

NEW QUESTION # 63
What is the requirement for Member States regarding resources for competent authorities and single points of contact under Article
8 of the NIS 2 Directive?

¢ A To allocate resources solely for international cooperation
¢ B. To provide unlimited resources for any related tasks
e C. To provide adequate resources for efficient execution of tasks and the Directive's objectives

Answer: C

NEW QUESTION # 64
Should the organization's departments be informed in advance about the internal audit?

¢ A No, it is against audit principles to inform departments in advance about the internal audit
¢ B. Yes, it is crucial to provide prior notification to the departments
¢ C. No, the audit should aim for an accurate assessment of the departments' current status; informng departments may allow



them time to cover issues

Answer: B

NEW QUESTION # 65
According to Article 20 of the NIS 2 Directive, what should members of management bodies of essential and important entities be
trained on?

¢ A Business development strategies
¢ B. Financial accounting principles
e (. Cybersecurity risk management practices

Answer: C

NEW QUESTION # 66

Scenario 4: StellarTech is a technology company that provides innovative solutions for a connected world. Its portfolio includes
groundbreaking Internet of Things (IoT) devices, high-performance software applications, and state-of-the-art communication
systers. In response to the ever-evolving cybersecurity landscape and the need to ensure digital resilience, StellarTech has decided
to establish a cybersecurity program based on the NIS 2 Directive requirements. The company has appointed Nick, an experienced
information security manager, to ensure the successful implementation of these requirements. Nick initiated the implementation
process by thoroughly analyzing StellarTech's organizational structure. He observed that the company has embraced a well-defined
model that enables the allocation of verticals based on specialties or operational fnctions and facilitates distinct role delineation and
clear responsibilities.

To ensure compliance with the NIS 2 Directive requirements, Nick and his team have implemented an asset management system and
established as asset management policy, set objectives, and the processes to achieve those objectives. As part of the asset
management process, the company will identify, record, maintain all assets within the systens scope.

To manage risks effectively, the company has adopted a structured approach involving the definition of the scope and parameters
governing risk management, risk assessments, risk treatment, risk acceptance, risk commumnication, awareness and consulting, and
risk monitoring and review processes. This approach enables the application of cybersecurity practices based on previous and
currently cybersecurity activities, including lessons learned and predictive indicators. StellarTech's organization-wide risk
management program aligns with objectives monitored by senior executives, who treat it like financial risk. The budget is structured
according to the risk landscape, while business units implement executive vision with a strong awareness of system:level risks. The
company shares real-time information, understanding its role within the larger ecosystem and actively contributing to risk
understanding, StellarTech's agile response to evolving threats and emphasis on proactive commumnication showcase its dedication to
cybersecurity excellence and resilience.

Last month, the company conducted a comprehensive risk assessment. During this process, it identified a potential threat associated
with a sophisticated form of cyber intrusion, specifically targeting IoT devices. This threat, although theoretically possible, was
deemed highly unlikely to materialize due to the company's robust security measures, the absence of prior incidents, and its existing
strong cybersecurity practices.

In terms of the NIST Framework, under which implementation tier does StellarTech fall based on the level of implementation of its
risk management measures within the company? Refer to scenario 4.

e A ITier 2: Risk informed
e B. Tier 4: Adaptive
e C. Tier 3: Repeatable

Answer: B

NEW QUESTION # 67
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