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R #45
A customer needs to implement device posture checks for their remote endpoints while accessing the protected server. They also
want the TCP traffic between the remote endpoints and the protected servers to be processed by FortiGate.

In this scenario, which two setups will achieve these requirements? (Choose two answers)

A. Configure private access policies on FortiSASE with ZTNA.

B. Configure FortiGate as a zero trust network access (ZTNA) access proxy.
C. Configure ZTNA tags on FortiGate.

D. Configure ZTNA servers and ZTNA policies on FortiGate.

4. BD

Y.

To mmplement Zero Trust Network Access (ZTNA) where a FortiGate hub enforces device posture and processes traffic directly,
specific architectural and configuration steps are required on the FortiGate appliance.

* ZINA Access Proxy (B): The FortiGate must be configured as a ZTNA access proxy. In this role, the FortiGate acts as a secure
gateway that mediates connections between remote users and internal applications. This setup ensures that all TCP traffic is
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intercepted and processed by the FortiGate, providing a direct, shortest-path connection that bypasses the FortiSASE cloud PoPs
for the data plane.

* ZINA Servers and Policies (C): Within the FortiGate configuration, administrators must define ZTNA servers (which identify the
protected applications or resources) and ZTNA policies. ZTNA policies are the enforcement rules that check for valid client
certificates and specific ZTNA tags (synchronized from FortiSASE) before allowing access to a resource. This configuration allows
the FortiGate to perform continuous posture checks on every session.

* Posture Check Mechanism: While ZTNA tags are used, they are generally synchronized from the FortiSASE Endpoint
Management Service (EMS) rather than manually configured on the FortiGate itself. This synchronization ensures the FortiGate has
real-time visibility into the security posture (e.g., AV compliance, OS version) of the endpoints as reported by FortiClient.

* Analysis of Incorrect Options:

* Option A: Creating ZTNA tags manually on a FortiGate is technically possible but is not the recommended "setup" in a FortiSASE
deployment, as tags are meant to be dynamically assigned by EMS and synced to the fabric.

* Option D: "Private access policies on FortiSASE" refers to the SD-WAN Secure Private Access (SPA) use case. In the SD-
WAN SPA model, traffic is steered through the FortiSASE PoP first, whereas the requirement specifically asks for TCP traffic to be
processed by the FortiGate using ZTNA.

EHE #46
Which two statements about the Hub Selection Method in FortiSASE Secure Private Access (SPA) are correct? (Choose two
answers)

A. When using Hub Health and Priority, FortiSASE selects the highest priority hub that meets the configured SLA thresholds.
B. When using Hub Health and Priority, all hubs with the same priority are always selected regardless of SLA results.

C. When using SLA thresholds, admmistrators can customize latency, jitter, and packet loss for each security POP.

D. When using BGP MED, FortiSASE selects the hub with the lowest MED value only if it also meets the configured SLA
thresholds.

HE: AD

HE:

According to the NSE7 SASE Enterprise Guide (Pages 64 & 153), FortiSASE utilizes an intelligent engine to manage connectivity
to private resources through various selection methods:

* Hub Health and Priority: FortiSASE incorporates a built-in SD-WAN engine for intelligent routing selection among established
IPsec links. The health check IP address periodically receives performance metrics, including jitter, latency, and packet loss, for
each service connection. In this mode, FortiSASE evaluates the available hubs and selects the one with the highest priority (the most
preferred value) within each POP, provided that the hub meets the defined service-level agreement (SLA) requirements. For this
configuration to fimction correctly, both FortiSASE and the SPA hub must use the same Autonomous System Number (ASN).

* BGP Multiple Exit Discrimnator (MED): This method leverages the standard BGP MED attribute, which allows an autonomous
system to signal its preferred entry point to a peer. FortiSASE learns the MED values advertised by the configured hubs. The
architecture is designed so that the lower the MED value, the more preferred the path is to the receiving router. Consistent with the
"Zero Trust" and

"Secure Access" principles, even when using BGP MED, the selection is gated by the health engine; therefore, the hub is only
selected if it also satisfies the configured SLA thresholds.

While SLA thresholds can be configured, the primary logic for hub selection focuses on how priority and dynamic routing attributes
(like MED) interact with the real-time health of the tunnel.

AE #47
An administrator must restrict endpoints from certain countries from connecting to FortiSASE. Which configuration can achieve this?
(Choose one answer)

A. A geography address object as the source for a deny policy

B. Geofencing to restrict access from the required countries

C. A network lockdown policy on the endpoint profiles

D. Source IP anchoring to restrict access from the specified countries

He:. B

Y.
To restrict endpoints from certain countries from connecting to FortiSASE, the administrator should configure Geofencing. This
feature provides granular control over which geographic locations are permitted or denied access to the SASE infrastructure.



Geofencing in FortiSASE

Geofencing is the primary mechanism for controlling remote user connectivity based on their origin.

* Functionality: It uses a geography-to-IP mapping database to identify the location of incoming connection requests.

* Access Modes: Administrators can choose between two main modes:

* Allow: Only users from specified countries can connect; all others are blocked.

* Deny: Users from specified countries are blocked; all others are allowed.

* Configuration Path: In the FortiSASE GUI, navigate to Configuration > Geofencing to enable the feature and add the relevant
countries.

* Enforcement: Once enabled, the system automatically creates "local-in'" policies to drop or permit traffic at the edge of the SASE
PoPs before it can consume resources or attempt authentication.

HEE #48
‘Which authentication method overrides any other previously configured user authentication on FortiSASE?

A. SSO
B. Local
C. MFA
D. RADIUS

2
m

Sd: A

MY

Comprehensive and Detailed Explanation From FortiSASE 24.x/25 x, FortiOS 7.4, FortiAuthenticator

6.5, FortiClient 7.0 and later Exact Extract study guide:

In FortiSASE environments, Single Sign-On (SSO) is prioritized as the primary enterprise authentication mechanism. According to
the FortiSASE Configuration Guide and Security Operations documentation, when you configure SAML SSO (Single Sign-On), it
serves as a global authentication setting that overrides any previously configured local or remote (RADIUS/LDAP) user
authentication methods for the secure web gateway (SWG) and VPN tunnels.

The architectural logic is designed to ensure a seamless "Zero Trust" identity provider (IdP) experience. Once SSO is enabled and
configured (typically using Azure AD, Okta, or FortiAuthenticator as the IdP), FortiSASE redirects authentication requests to the
defined IdP. This effectively supersedes manual local user databases or legacy RADIUS configurations to maintain a single source of
truth for identity management. While MFA is often a component of the authentication process, it is a secondary factor, whereas SSO
is the foundational method that dictates the authentication flow and overrides prior settings.

AR #49

Refer to the exhibits. A FortiSASE administrator has configured FortiSASE as a spoke to a FortiGate hub. The tunnel is up to the
FortiGate hub. However, the remote FortiClient is not able to access the web server hosted behind the FortiGate hub.

Based on the exhibits, what is the reason for the access failure?

A. The hub is not advertising the required routes.

B. A private access policy has denied the traffic because of failed compliance
C. The hub firewall policy does not include the FortiClient address range.

D. The server subnet BGP route was not received on FortiSASE.

He:. D

MY

The FortiSASE BGP learned routes do not include the 10.160.160.0/24 subnet (server network).

Although the FortiGate hub is advertising this route (10.160.160.0/24) to FortiSASE, it is not visible in the FortiSASE BGP route
table - indicating a routing issue. Without this route, FortiSASE cannot forward traffic from FortiClient to the server.

AE #50
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