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WGU Cloud Deployment and Operations Sample Questions (Q28-Q33):
NEW QUESTION # 28 
(An administrator needs to deploy a NAT gateway in an existing VPC subnet. Which two tasks should this administrator perform
during deployment? Choose 2 answers.)

A. Configure the route table associated with the subnet
B. Configure the access control list associated with the subnet
C. Assign a private IP address to the NAT gateway
D. Assign an elastic IP address to the NAT gateway

Answer: A,D

Explanation:
To deploy a NAT gateway in an existing VPC subnet, the administrator must assign an elastic IP address to the NAT gateway for
public internet access and configure the route table associated with the subnet to route traffic through the NAT gateway. The WGU
Cloud Deployment and Operations Study Guide (Section 3.2, NAT Gateway) states, "Deployment of a NAT gateway requires an
elastic IP address for outbound internet connectivity and a route table update to direct private subnet traffic to the NAT gateway
(e.g., 0.0.0.0/0 via NAT)." Private IP assignment and ACL configuration are not required steps.

NEW QUESTION # 29 
(A company is using CloudWatch on its EC2 instances. The company needs to determine the number of bytes received by an
instance on all network interfaces for proper sizing of the instance. Which metric should the company use?)

A. NetworkPacketsOut
B. NetworkOut
C. NetworkPacketsIn
D. NetworkIn

Answer: D

Explanation:
The `NetworkIǹ  metric in Amazon CloudWatch should be used to determine the number of bytes received by an EC2 instance
across all network interfaces, aiding in proper instance sizing based on inbound traffic. The WGU Cloud Deployment and
Operations Study Guide (Section 4.1, CloudWatch Metrics) states, "The
`NetworkIǹ  metric measures the total number of bytes received on all network interfaces of an EC2 instance, providing critical data
for sizing decisions to handle inbound traffic effectively." NetworkPacketsIn, NetworkOut, and NetworkPacketsOut measure
packet counts or outbound data, which are less relevant for this purpose.

NEW QUESTION # 30 
(Which service should be used to schedule the patching of EC2 instances and on-premises servers with security updates?)

A. Systems Manager
B. EventBridge
C. Config
D. App Runner

Answer: A

Explanation:
AWS Systems Manager should be used to schedule the patching of EC2 instances and on-premises servers with security updates,
utilizing features like Patch Manager and maintenance windows. This service supports hybrid environments and automated patch
deployment. The WGU Cloud Deployment and Operations Study Guide (Section 5.2, Systems Manager Patch Manager) states,
"Systems Manager provides Patch Manager to schedule and deploy security updates to EC2 instances and on-premises servers
during maintenance windows, ensuring consistent patching across hybrid environments." EventBridge, Config, and App Runner do
not offer this patching capability.



NEW QUESTION # 31 
(A company uses KMS for key management. The company has a requirement to ensure that cryptographic material is not used
longer than a year. Which solution should be used to meet this requirement with the least amount of effort?)

A. Enable automatic key rotation in KMS
B. Develop a custom key encryption protocol for KMS
C. Move keys from KMS to CloudHSM
D. Write a Lambda function to replace keys in KMS

Answer: A

Explanation:
Enabling automatic key rotation in AWS Key Management Service (KMS) is the least effort solution to ensure cryptographic
material is not used longer than a year. KMS automatically rotates the cryptographic material of symmetric customer master keys
(CMKs) every 365 days, meeting the requirement without manual intervention. The WGU Cloud Deployment and Operations Study
Guide (Section 6.3, KMS) states,
"Automatic key rotation in KMS rotates the backing key material every year for symmetric CMKs, providing a low-effort way to
comply with key usage limits." Moving to CloudHSM, custom protocols, or Lambda functions require more effort and complexity.

NEW QUESTION # 32 
(Which solution should be used to host content to be processed for Amazon Made?)

A. DynamoDB
B. EC2
C. S3
D. DocumentDB

Answer: C

Explanation:
Amazon S3 (Simple Storage Service) should be used to host content to be processed for Amazon Made, as it provides scalable
object storage ideal for storing and retrieving large amounts of data, such as media files or documents, for processing workflows.
The WGU Cloud Deployment and Operations Study Guide (Section
2.1, Amazon S3) states, "S3 is the preferred solution for hosting content to be processed by services like Amazon Made, offering
durable and highly available storage with support for lifecycle policies and integration with other AWS services." DocumentDB,
DynamoDB, and EC2 are not designed for this content hosting purpose.

NEW QUESTION # 33
......
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