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B #90
What is the primary goal of a phishing attack?
Response:

A. Overload an email server with messages

B. Exploit a vulnerability in an email client

C. Spoofan email sender to send legitimate emails

D. Trick recipients into revealing sensitive information or downloading malware

IEf#: D

HH #91

A financial institution experiences a data breach affecting customer data. Which of'the following steps should be taken in the incident
reporting process?

Response:

A. Delete all logs related to the breach

B. Keep the breach secret to avoid reputational damage
C. Notify the affected customers and regulatory authorities
D. Fire the security team immediately
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IEf: C

HF #92

Which attacks target cloud API endpoints?
(Select two.)

Response:

A. API key leakage

B. ARP poisoning

C. Cross-Site Scripting (XSS)
D. Insecure API rate limiting

.EE%: A\ D

HM #93
Which of the following are common cloud attack vectors?

(Select two.)
Response:

A. Watering hole attacks on cloud providers
B. Exploiting misconfigured security groups
C. Server-side request forgery (SSRF)

D. Cloud-based virtual machine tampering

Ef: B. C

HH #94
An organization wants to improve its incident tracking system. Which of the following actions would be most effective?
Response:

¢ A Keeping incident logs in unstructured text files

¢ B. Relying on enployees' memory to recall past incidents

e C. Implementing a ticketing system that tracks status and resolution details
¢ D. Avoiding documentation to minimize effort

IEf: C
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