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Microsoft SC-100 Exam Syllabus Topics:

Section

‘Weight ‘

Objectives

Design security solutions for applications and data (20-
25%)

22.5%

- Design security for applications

¢ 1. Design a strategy for application security testing

e 2. Design a strategy for securing third-party and open-
source dependencies

e 3. Evaluate and design a secure application development
lifecycle

- Design security for data

e 1. Design a data classification and protection strategy

e 2. Design a strategy for securing data in transit, at rest,
and inuse

e 3. Design a data retention and deletion strategy

Design security operations, identity, and compliance
capabilities (30-35%)

32.5%

- Evaluate regulatory compliance

¢ 1. Design infrastructure that complies with security and
compliance requirements

e 2. Interpret compliance requirements and their technical
capabilities

- Design a security operations strategy

e 1. Design a threat detection strategy
e 2. Design a logging and auditing strategy
¢ 3. Design a response strategy

- Design an identity security strategy

1. Design an authorization strategy

2. Design a user and administrator identity strategy
3. Design an authentication strategy

4. Design a workload identity strategy
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Design solutions that align with security best practices and
priorities (20-25%)

22.5%

- Evaluate security operations

¢ 1. Evaluate security posture using Microsoft Intune

e 2. Evaluate security posture using Microsoft Defender
for Cloud

¢ 3. Evaluate security posture using Microsoft Sentinel

e 4. Evaluate security posture using Microsoft 365
Defender

- Design a Zero Trust strategy and architecture

1. Evaluate and design a infrastructure strategy
2. Evaluate and design a application strategy
3. Evaluate and design an identity strategy

4. Evaluate and design a data strategy

5. Evaluate and design a network strategy

Design security solutions for infrastructure (20-25%)

22.5%

- Design security for server and client endpoints

e 1. Specify security baselines for server and client
endpoints

e 2. Specify security for mobile devices and clients

e 3. Specify security for Linux and Windows servers

- Design security for containers

e 1. Evaluate and design security for containerized
workloads

e 2. Evaluate and design security for container
orchestration

- Design security for SaaS, PaaS, and [aaS services

¢ 1. Design security for Azure Kubernetes Service

e 2. Design security for Azure storage, SQL, and Cosmos
DB

e 3. Evaluate security baselines for SaaS, PaaS, and [aaS
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Examd Tests offers highly designed Microsoft SC-100 exam questions and online SC-100 practice test engine to help you
successfully clear the Microsoft exam. Their study materials cover all the basic to advanced required SC-100 Exam Questions
material that you need to know to pass the SC-100 Exam. These two simple, easy, and accessible learning formats will boost your

confidence.

Microsoft Cybersecurity Architect Sample Questions (Q209-Q214):

NEW QUESTION # 209

You have an Azure subscription that has Microsoft Defender for Cloud enabled.
You are evaluating the Azure Security Benchmark V3 report as shown in the following exhibit.
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You need to Venfy whether Microsoft Defender for servers is installed on all the virtual machines that run Windows. Which
compliance control should you evaluate?

e A Asset Management

¢ B. Incident Response

¢ C. Endpoint Security

¢ D. Data Protection

e E. Posture and Vulnerability Management

Answer: C



Explanation:

httpsz/docs.microsoft.com/en-us/security/benchmark/azure/security-controls-v3-endpoint-security

Topic 1, Litware, inc.

Overview

Litware, inc. is a financial services company that has main offices in New York and San Francisco. litware has 30 branch offices and
remote employees across the United States. The remote employees connect to the main offices by using a VPN.

Litware has grown significantly during the last two years due to mergers and acquisitions. The acquisitions include several companies
based in France.

Existing Environment

Litware has an Azure Active Directory (Azure AD) tenant that syncs with an Active Directory Domain Services (AD D%) forest
named Utvvare.comand is linked to 20 Azure subscriptions. Azure AD Connect is used to implement pass-through authentication.
Password hash synchronization is disabled, and password writeback is enabled. All Litware users have Microsoft 365 ES licenses.
The environment also includes several AD DS forests, Azure AD tenants, and hundreds of Azure subscriptions that belong to the
subsidiaries of Litware.

Planned Changes

Litware plans to implement the following changes:

* Create a management group hierarchy for each Azure AD tenant.

* Design a landing zone strategy to refactor the existing Azure environment of Litware and deploy all future Azure workloads.

* Implement Azare AD Application Proxy to provide secure access to internal applications that are currently accessed by using the
VPN.

Business Requirements

Litware identifies the following business requirements:

* Minimize any additional on-premises infrastructure.

* Minimize the operational costs associated with administrative overhead.

Hybrid Requirements

Litware identifies the following hybrid cloud requirements:

* Enable the management of on-premises resources from Azure, including the following:

* Use Azure Policy for enforcement and compliance evaluation.

* Provide change tracking and asset inventory.

* Implement patch management.

* Provide centralized, cross-tenant subscription management without the overhead of maintaining guest accounts.

Microsoft Sentinel Requirements

Litware plans to leverage the security information and event management (SIEM) and security orchestration automated response
(SOAK) capabilities of Microsoft Sentinel. The company wants to centralize Security Operations Center (SOQ by using Microsoft
Sentinel.

Identity Requirements

Litware identifies the following identity requirements:

* Detect brute force attacks that directly target AD DS user accounts.

* Implement leaked credential detection in the Azure AD tenant of Litware.

* Prevent AD DS user accounts from being locked out by brute force attacks that target Azure AD user accounts.

* Implement delegated management of users and groups in the Azure AD tenant of Litware, including support for.

* The management of group properties, membership, and licensing The management of user properties, passwords, and licensing
* The delegation of user management based on business units.

Regulatory Compliance Requirements

Litware identifies the following regulatory compliance requirements:

* insure data residency compliance when collecting logs, telemetry, and data owned by each United States- and France-based
subsidiary.

* Leverage built-in Azure Policy definitions to evaluate regulatory conpliance across the entire managed environment.

* Use the principle of least privilege.

Azure Landing Zone Requirements

Litware identifies the following landing zone requirements:

* Route all internet-bound traffic from landing zones through Azure Firewall in a dedicated Azure subscription.

* Provide a secure score scoped to the landing zone.

* Ensure that the Azure virtual machines in each landing zone communicate with Azure App Service web apps in the same zone over
the Microsoft backbone network, rather than over public endpoints.

* Minimize the possibility of data exfiltration.

* Maximize network bandwidth.

The landing zone architecture will include the dedicated subscription, which will serve as the hub for internet and hybrid connectivity.
Each landing zone will have the following characteristics:

* Be created in a dedicated subscription.

* Use a DN'S namespace of litware.com.



Application Security Requirements

Litware identifies the following application security requirements:

* Identify internal applications that will support single sign-on (SSO) by using Azure AD Application Proxy.
* Monitor and control access to Microsoft SharePoint Online and Exchange Online data in real time.

NEW QUESTION # 210

Your company wants to optimize using Azure to protect its resources from ransonmware.

You need to recommend which capabilities of Azure Backup and Azure Storage provide the strongest protection against
ransomware attacks. The solution must follow Microsoft Security Best Practices.

‘What should you recommend? To answer, select the appropriate options in the answer area.

NOTE: Each correct selection is worth one point.
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Encrypbon by using platform-managed keys
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Answer:

Explanation:
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NEW QUESTION # 211

You are creating an application lifecycle management process based on the Microsoft Security Development Lifecycle (SDL).
Youneed to recommend a security standard for onboarding applications to Azure. The standard will include recommendations for
application design, development, and deployment What should you include during the application design phase?

A. software decomposition by using Microsoft Visual Studio Enterprise
B. dynamic application security testing (DAST) by using Veracode

C. static application security testing (SAST) by using SonarQube

D. threat modeling by using the Microsoft Threat Modeling Tool

Answer: A

NEW QUESTION # 212
You are a security architect in an organization. The chief compliance officer has tasked you to ensure that all new Azure core

services are HIPAA compliant.
‘What operation compliance Azure solution can you use to automate the deployment compliance for Azure core services?



A. Azure Policy

B. Azure Blueprints

C. Desired State Configuration

D. Azure Automation Update Management

Answer: B

Explanation:

Option A is incorrect because Azure Policy assesses resources in Azure by evaluating the properties of those resources to business
policies; these business rules are known as policy definitions.

Option B is correct because the Azure blueprint is correct, as you can use the Azure blueprint to automate deployment to the
desired regulatory target.

Option C is Incorrect because Desired State Configuration is used to automate Linux and Windows operating systems
configurations.

Option D Incorrect is incorrect because Azure Automation Update Management is used for patch management.

Reference:

https:/learn.microsoft.com/en-us/training/modules/evaluate-regulatory-compliance- strategy/2- interpret-compliance-requirements-
their-technical-capabilities

NEW QUESTION # 213

Your company is moving a big data solution to Azure.

The company plans to use the following storage workloads:

* Azure Storage blob containers

* Azure Data Lake Storage Gen2

* Azure Storage file shares

* Azure Disk Storage

Which two storage workloads support authentication by using Azure Active Directory (Azure AD)?
Each correct answer presents a complete solution. NOTE: Each correct selection is worth one point.

A. Azure Storage blob containers
B. Azure Data Lake Storage Gen2
C. Azure Disk Storage

D. Azure Storage file shares

Answer: A,.B

NEW QUESTION # 214
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