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Which of the following is a common method used by threat actors to gain access in an Advanced Persistent Threat (APT)?

A. Social engineering techniques
B. Application vulnerabilities
C. Firewall misconfigurations
D. Distributed Denial of Service (DDoS) attacks

Answer: A

Explanation:
Social engineering techniques, such as phishing, spear phishing, or baiting, are commonly employed by threat actors to gain initial
access in an APT. By tricking individuals or organizations into revealing sensitive information or executing malicious actions,
attackers can bypass traditional security measures and gain a foothold in the target system.

NEW QUESTION # 275 
Which compliance framework lays out guidelines for protecting the privacy of student education records in educational institutions?

A. GDPR
B. FERPA
C. HIPAA
D. PCI-DSS

Answer: B

Explanation:
The Family Educational Rights and Privacy Act (FERPA) is a compliance framework that safeguards the privacy of student
education records in educational institutions. FERPA provides guidelines for the control and release of these records, ensuring that
students' personally identifiable information (PII) is protected and not disclosed without consent.

NEW QUESTION # 276 
What type of security technique involves setting up a decoy system or network to lure and trap potential attackers?

A. DMZ
B. Virtualization
C. Proxy
D. Honeypot

Answer: D

Explanation:
A honeypot is a security technique that involves setting up a decoy system or network to attract potential attackers. The purpose of
a honeypot is to gather information about attackers' tactics, techniques, and intentions, allowing organizations to learn more about the
threats they face and improve their defenses.
By monitoring the activities within a honeypot, organizations can gain valuable insights into emerging attack methods and enhance
their overall cybersecurity strategy.

NEW QUESTION # 277 
You need a software solution that performs the following tasks:
Compiles network data
Logs information from many sources
Provides orchestration in the form of case management
Automates incident response workflows
What product should you use?

A. SOAR
B. NextGen IPS
C. Snort
D. SIEM



Answer: A

Explanation:
The CCST Cybersecurity Study Guide explains that SOAR (Security Orchestration, Automation, and Response) platforms integrate
data from multiple tools and sources, support case management, and automate security workflows for faster incident response.
"SOAR solutions provide orchestration, automation, and response capabilities. They collect security data from multiple systems,
enable analysts to manage incidents, and automate repetitive tasks in the response process." (CCST Cybersecurity, Incident
Handling, Security Automation Tools section, Cisco Networking Academy) A (SIEM) collects and correlates security logs but lacks
full orchestration and automated response capabilities.
B is correct: SOAR adds orchestration, case management, and automated incident response.
C (NextGen IPS) focuses on intrusion prevention, not orchestration.
D (Snort) is an open-source intrusion detection/prevention tool, not an orchestration platform.

NEW QUESTION # 278 
What does "data integrity" refer to in the context of security?

A. Protecting data from unauthorized disclosure
B. Encrypting data during transmission
C. Ensuring data is accurate and reliable
D. Preventing data loss during power outages

Answer: C

Explanation:
Data integrity refers to the accuracy, consistency, and reliability of data throughout its lifecycle. It ensures that data remains
unchanged and uncorrupted, regardless of unauthorized access or system failures.

NEW QUESTION # 279
......
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