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¢ System Configuration: This section assesses the capabilities of network and security analysts in managing
FortiAnalyzer systers. It includes tasks like performing initial configurations, setting up high-availability
systers, and configuring RAID for storage.

¢ Admunistration: This section evaluates the ability of network and security analysts to configure

admunistrative access and manage Administrative Domains (ADOMS). It covers tasks such as setting user
FH 2 permissions, managing backups, and disk quotas, and ensuring secure and efficient management of
admunistrative privileges within FortiAnalyzer systemns.

¢ Logs and Reports Management: This part of the exam measures the candidate's ability to handle log data
and generate reports using FortiAnalyzer. Network and security analysts must show proficiency in

FH 3 managing, analyzing, and reviewing logs to ensure effective system monitoring and auditing processes are in

place.

¢ Device Management: Here, Fortinet network and security analysts are evaluated on their ability to handle
devices linked to FortiAnalyzer. This includes adding new devices, managing them efficiently, and

FX 4 . L
troubleshooting commumication issues.
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(Q69-Q74):

A2 #69
In order for FortiAnalyzer to collect logs from a FortiGate device, what configuration is required? (Choose two.)

A. ADOMs must be enabled

B. Remote logging must be enabled on FortiGate
C. Log encryption must be enabled

D. FortiGate must be registered with FortiAnalyzer

4. BD

M.

Pg 70: "after you add and register a FortiGate device with the FortiAnalyzer unit, you must also ensure that the FortiGate device is
configured to send logs to the FortiAnalyzer unit."

https://docs.fortinet.com/uploaded/files/4614/FortiAnalyzer-5.4.6- Administration%20Guide.pdf Pg 45: "ADOMs must be enabled
to support the logging and reporting of NON-FORTIGATE devices, such as FortiCarrier, FortiClientEMS, FortiMail, FortiWeb,

FortiCache, and FortiSandbox."

HEE#70
Refer to the exhibit.
Create New Network Interface ~ et

MName VLAN100
Alias FartiGate-VLAN
Type Aggregate
VLAN ID 100
Interface port5

What is the purpose of configuring FortiAnalyzer with the settings displayed in the image?

A. To improve security
B. To increase reliability
C. To expand bandwidth
D. To maximize resiliency

HE: A

Y.

The settings displayed in the image show the creation ofa VLAN interface on FortiAnalyzer. The VLAN ID is set to 100, and it is
associated with port 5.

The purpose of configuring a VLAN interface like this is generally: To improve security.

By creating a VLAN, traffic can be segmented into isolated networks, which helps limit access and enhances security by reducing
the broadcast domain and keeping different types of traffic (e.g., management, user, and data traffic) separate.

HE#71
Refer to the exhibit.
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Operation Mode Standalon: High Availability
Preferred Role Secondary
Cluster Virtual IP
IP Address and Inmterface IP Address Interface
192 188 101.222 -y v &
Cluster Settings
Peer IP and Peer SN Peer IP Peer SN
1.0.1.210 FAZ-VMOOD000E 5040 +
Group Name NSE4
Group ID s 1 (1-255)
Password Il I I '™
Heart Beat Interval 10 Seconds

Failover Threshold

Prics

The image displays "he configuration of a FortiAnalyzer the administrator wants to join to an existing HA cluster.
‘What can you conclude from the configuration displayed?

A. This FortiAnalyzer will trigger a failover after losing commumication with its peers for 10 seconds.
B. This FortiAnalyzer will join to the existing HA cluster as the primary.

C. This FortiAnalyzer is configured to receive logs in its portl.

D. After joining to the cluster, this FortiAnalyzer will keep an updated log database.

2
m

8SE: D

ME.

Operation Mode: The mode is set to "High Availability" which indicates that this FortiAnalyzer is intended to be part of an HA
cluster.

Preferred Role: The "Primary" role is selected, meaning this device is configured to act as the primary unit in the HA cluster. This is a
crucial setting as it determines the device's behavior and responsibilities within the cluster.

Cluster Virtual IP: A specific IP address (192.168.101.222) is assigned to be used by devices in the network to communicate with
the cluster. This Virtual IP will be shared between the units in the cluster.

Cluster Settings: These include configurations for heartbeat interval, failover threshold, and priority which are crucial for maintaining
cluster health and managing failover scenarios.

Given these points, the correct conclusion from the options provided is:

C: This FortiAnalyzer will join the existing HA cluster as the primary.

A2 #72

In the FortiAnalyzer FortiView, source and destination IP addresses from FortiGate devices are not resolving to a hostname.
How can you resolve the source and destination IP addresses, without introducing any additional performance impact to
FortiAnalyzer?

A. Configure local DNS servers on FortiAnalyzer

B. Configure # set resolve-ip enable in the system FortiView settings

C. Resolve IP addresses on a per-ADOM basis to reduce delay on FortiView while IPs resolve
D. Resolve IP addresses on FortiGate

He:. D

Y.

https//packetplant.comy/fortigate-and- fortianalyzer-resolve-source-and-destmnation-ip/

"As a best practice, it is recommended to resolve IPs on the FortiGate end. This is because you get both source and destination, and
it offloads the work from FortiAnalyzer. On FortiAnalyzer, this IP resolution does destination IPs only"



EE#73
‘What happens when a log file saved on FortiAnalyzer disks reaches the size specified in the device log settings?

A. The log file rolls over and is archived.

B. The log file is stored as a raw log and is available for analytic support.
C. The log file is purged from the database.

D. The log file is overwritten.

HE: A

Y.

Reference:

81a4-00505692583a/FortiAnalyzer-6.0.5- Administration-Guide. pdf
httpsz/docs.fortinet.conm/document/fortianalyzer/6.2.5/administration- guide/355632/log-browse
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