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ECCouncil Certified Cybersecurity Technician Sample Questions (Q164-
Q169):
NEW QUESTION # 164 
The incident handling and response (IH&R) team of an organization was handling a recent cyberattack on the organization's web
server. Fernando, a member of the IH&P team, was tasked with eliminating the root cause of the incident and closing all attack
vectors to prevent similar incidents in future. For this purpose. Fernando applied the latest patches to the web server and installed
the latest security mechanisms on it. Identify the IH&R step performed by Fernando in this scenario.

A. Containment
B. Notification
C. Eradication
D. Recovery

Answer: C

Explanation:
Eradication is the IH&R step performed by Fernando in this scenario. Eradication is a step in IH&R that involves eliminating the root
cause of the incident and closing all attack vectors to prevent similar incidents in future. Eradication can include applying patches,
installing security mechanisms, removing malware, restoring backups, or reformatting systems.

NEW QUESTION # 165 
An IoT device that has been placed in a hospital for safety measures, it has sent an alert command to the server. The network traffic
has been captured and stored in the Documents folder of the Attacker Machine-1. Analyze the loTdeviceTraffic.pcapng file and
select the appropriate command that was sent by the IoT device over the network.

A. Tempe_Low
B. Temp_High
C. Low_Tempe
D. High_Tempe

Answer: B

NEW QUESTION # 166 
Grace, an online shopping enthusiast, purchased a smart TV using her debit card. During online payment.
Grace's browser redirected her from the e-commerce website to a third-party payment gateway, where she provided her debit card
details and the OTP received on her registered mobile phone. After completing the transaction, Grace logged Into her online bank
account and verified the current balance in her savings account, identify the state of data being processed between the e-commerce
website and payment gateway in the above scenario.

A. Data in transit
B. Data in use
C. Data in inactive
D. Data at rest

Answer: A

Explanation:
Data in transit is the state of data being processed between the e-commerce website and payment gateway in the above scenario.
Data in transit is the data that is moving from one location to another over a network, such as the internet. Data in transit can be
vulnerable to interception, modification, or theft by unauthorized parties.
Therefore, data in transit should be protected using encryption, authentication, and secure protocols2.
References: Data in Transit

NEW QUESTION # 167 
Tenda, a network specialist at an organization, was examining logged data using Windows Event Viewer to identify attempted or
successful unauthorized activities. The logs analyzed by Tenda include events related to Windows security; specifically, log-on/log-



off activities, resource access, and also information based on Windows system's audit policies.
Identify the type of event logs analyzed by Tenda in the above scenario.

A. Setup event log
B. Application event log
C. Security event log
D. System event log

Answer: C

Explanation:
Security event log is the type of event log analyzed by Tenda in the above scenario. Windows Event Viewer is a tool that displays
logged data about various events that occur on a Windows system or network. Windows Event Viewer categorizes event logs into
different types based on their source and purpose. Security event log is the type of event log that records events related to Windows
security; specifically, log-on/log-off activities, resource access, and also information based on Windows system's audit policies .
Security event log can help identify attempted or successful unauthorized activities on a Windows system or network. Application
event log is the type of event log that records events related to applications running on a Windows system, such as errors, warnings,
or information messages. Setup event log is the type of event log that records events related to the installation or removal of software
or hardware components on a Windows system. System event log is the type of event log that records events related to the
operation of a Windows system or its components, such as drivers, services, processes, etc.

NEW QUESTION # 168 
A software company has implemented a wireless technology to track the employees' attendance by recording their in and out
timings. Each employee in the company will have an entry card that is embedded with a tag. Whenever an employee enters the office
premises, he/she is required to swipe the card at the entrance. The wireless technology uses radio-frequency electromagnetic waves
to transfer data for automatic identification and for tracking tags attached to objects. Which of the following technologies has the
software company implemented in the above scenario?

A. Bluetooth
B. RFID
C. Wi-Fi
D. WiMAX

Answer: B

Explanation:
RFID (Radio Frequency Identification) is the wireless technology that the software company has implemented in the above scenario.
RFID uses radio-frequency electromagnetic waves to transfer data for automatic identification and for tracking tags attached to
objects. WiMAX (Worldwide Interoperability for Microwave Access) is a wireless technology that provides high- speed
broadband access over long distances. Bluetooth is a wireless technology that enables short-range data communication between
devices, such as phones, laptops, printers, etc. Wi-Fi (Wireless Fidelity) is a wireless technology that allows devices to connect to a
local area network or the internet using radio waves.

NEW QUESTION # 169
......
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to pass the exam easily. With our study materials, you only need 20-30 hours of study to successfully pass the exam and reach the
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