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IBM Cloud Pak for Integration V2021.2 Administration Sample Questions
(Q17-Q22):

NEW QUESTION # 17
Assuming thai IBM Common Services are installed in the ibm-common-services namespace and the Cloud Pak for Integration is
installed in the cp4i namespace, what is needed for the authentication to the License Service APIs?

A. A password available in platform-auth-idp-credentials in the ibm-common-services namespace.
B. A password available in ibm-entitlement-key key in the cp4i namespace.

C. A token available in bmt-licensing-token secret in the ibm-common-services namespace.

D. A token available in ibm+licensing-token secret in the cp4i namespace.

Answer: C

Explanation:

IBM Cloud Pak for Integration (CP4I) relies on IBM Common Services for authentication, licensing, and other foundational
functionalities. The License Service API is a key component that enables the monitoring and reporting of software license usage
across the cluster.

Authentication to the License Service API

To authenticate to the IBM License Service APISs, a token is required, which is stored in the ibm-licensing-token secret within the
ibm-common-services namespace (where IBM Common Services are installed).

When Cloud Pak for Integration (installed in the cp4i namespace) needs to interact with the License Service APL, it retrieves the
authentication token from this secret in the bm-common-services namespace.

Why is Option D Correct?

The ibmrlicensing-token secret is automatically created in the ibm-common-services namespace when the IBM License Service is
deployed.

This token is required for authentication when querying licensing information via the License Service API.

Since IBM Common Services are installed in bbm-common-services, and the licensing service is part of these foundational services,
authentication tokens are stored in this namespace rather than the cp4i namespace.

Analysis of Other Options:

Option

Correct/Incorrect

Reason

A . A token available in bm-licensing-token secret in the cp4i namespace.

[] Incorrect

The licensing token is stored in the ibm-common-services namespace, not in cp4i.

B. A password available in platform-auth-idp-credentials in the bbm-common-services namespace.

[] Incorrect

This secret is related to authentication for the IBM Identity Provider (OIDC) and is not used for licensing authentication.

C . A password available in ibm-entitlement-key in the cp4i namespace.

[J Incorrect

The ibm-entitlement-key is used for accessing IBM Container Registry to pull images, not for licensing authentication.

D. A token available in bmlicensing-token secret in the ibm-common-services namespace.

[] Correct

This is the correct secret that contains the required token for authentication to the License Service APL.

IBM Cloud Pak for Integration (CP4I) v2021.2 Administration Reference:

IBM Documentation: IBM License Service Authentication and Tokens

IBM Knowledge Center: Managing License Service in OpenShift

IBM Redbooks: IBM Cloud Pak for Integration Deployment Guide

NEW QUESTION # 18
‘What automates permissions-based workload isolation in Foundational Services?

e A. The IAM operator.
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¢ B. Node tants and pod tolerations.
¢ (. The Operand Deployment Lifecycle Manager.
¢ D. The NamespaceScope operator.

Answer: D

Explanation:

The NamespaceScope operator is responsible for managing and automating permissions-based workload isolation in IBM Cloud
Pak for Integration (CP4I) Foundational Services. It allows multiple namespaces to share common resources while maintaining
controlled access, thereby enforcing isolation between workloads.

Key Functions of the NamespaceScope Operator:

Enables namespace scoping, which helps define which namespaces have access to shared services.

Restricts access to specific components within an environment based on namespace policies.

Automates workload isolation by enforcing access permissions across muiltiple namespaces.

Ensures compliance with IBM Cloud security standards by providing a structured approach to multi-tenant deployments.

Why Other Options Are Incorrect:

A . Operand Deployment Lifecycle Manager: Manages lifecycle and deployment of operands in IBM Cloud Paks but does not
specifically handle workload isolation.

C . Node taints and pod tolerations: These are Kubernetes-level mechanisis to control scheduling of pods on nodes but do not
directly automate permissions-based workload isolation.

D . The IAM operator: Manages authentication and authorization but does not specifically focus on namespace-based workload
isolation.

IBM Cloud Pak for Integration (CP4I) v2021.2 Admmistration Reference:

IBM Documentation: NamespaceScope Operator

IBM Cloud Pak for Integration Knowledge Center

IBM Cloud Pak for Integration v2021.2 Administration Guide

NEW QUESTION # 19
Which two statements are true about the Ingress Controller certificate?

A. By default. OpenShift uses an internal self-signed certificate.

B. The administrator can specify a custom certificate at later time.

C. The Ingress Controller does not support the use of custom certificate.

D. By default. OpenShift does not use any certificate if one is not applied during the initial setup.
E. Certificate assignment is only applicable during initial setup.

Answer: A,D

NEW QUESTION # 20
An administrator is looking to install Cloud Pak for Integration on an OpenShift cluster. What is the result of executing the following?

apiVersion: logging.openshift.io/vl

kind: ClusterlLogging
métadata:
name: logging
namespace: openshift-logging

5 rl eC:

YPpes "elas

wlasticBarch:
nodéCount: 1
storage: {)

redundancyPolicy: ZeroRedundancy

A. A single infrastructure node with persisted ElasticSearch.

B. A single node ElasticSearch cluster with no persistent storage.

C. A single node ElasticSearch cluster which auto scales when redundancyPolicy is set to MultiRedundancy.
D. A single node ElasticSearch cluster with default persistent storage.



Answer: B

Explanation:

The given YAML configuration is for ClusterLogging in an OpenShift environment, which is used for centralized logging, The key
part of the specification that determines the behavior of Elasticsearch is:

logStore:

type: "elasticsearch”

elasticsearch:

nodeCount: 1

storage: {}

redundancyPolicy: ZeroRedundancy

Analysis of Key Fields:

nodeCount: 1

This means the Elasticsearch cluster will consist of only one node (single-node deployment).

storage: {}

The empty storage field implies no persistent storage is configured.

This means that if the pod is deleted or restarted, all stored logs will be lost.

redundancyPolicy: ZeroRedundancy

ZeroRedundancy means there is no data replication, making the system vulnerable to data loss if the pod crashes.
In contrast, a redundancy policy like MultiRedundancy ensures high availability by replicating data across muiltiple nodes, but that is
not the case here.

Evaluating Answer Choices:

Option

Explanation:

Correct?

A . A single node ElasticSearch cluster with default persistent storage.

Incorrect, because storage: {} means no persistent storage is configured.

0

B. A single infrastructure node with persisted ElasticSearch.

Incorrect, as this is not configuring an infrastructure node, and storage is not persistent.

0

C . A single node ElasticSearch cluster which auto scales when redundancyPolicy is set to MultiRedundancy.
Incorrect, because setting MultiRedundancy does not automatically enable auto-scaling, Scaling needs manual intervention or
Horizontal Pod Autoscaler (HPA).

N

D. A single node ElasticSearch cluster with no persistent storage.

Correct, because nodeCount: 1 creates a single node, and storage: {} ensures no persistent storage.

0

Final answer:

[ D. A single node ElasticSearch cluster with no persistent storage.

IBM Cloud Pak for Integration (CP4I) v2021.2 Admmnistration Reference:

IBM CP4I Logging and Monitoring Documentation

Red Hat OpenShift Logging Documentation

Elasticsearch Redundancy Policies in OpenShift Logging

NEW QUESTION # 21
When using the Platform Navigator, what permission is required to add users and user groups?

A. Super-user
B. User

C. Administrator
D. root

Answer: C

Explanation:
Explanation
https//www.ibm convdocs/en/cloud-paks/cp-ntegration/202 1.2 ?topic=administration-adding-users-platform-nav



NEW QUESTION # 22
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