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As we all know, the preparation process for an exam is very laborious and time- consuming, We had to spare time to do other
things to prepare for AZ-500 exam, which delayed a lot of important things. If you happen to be facing this problem, you should
choose our AZ-500 Study Materials. With our study materials, only should you take about 20 - 30 hours to preparation can you
attend the exam. The rest of the time you can do anything you want to do to,which can fully reduce your review pressure.

The Microsoft AZ-500 Exam measures the candidate's ability to design and implement security controls, including identity and
access management, network security, and data protection. Candidates must demonstrate proficiency in using Azure Security
Center, Azure Sentinel, and Azure Monitor to monitor and respond to security incidents. They must also be able to configure and
manage Azure Active Directory, Azure Key Vault, and Azure Information Protection to protect sensitive data.

Microsoft Azure Security Technologies Sample Questions (Q50-Q55):

NEW QUESTION # 50

You need to ensure that the Azure AD application registration and consent configurations meet the identity and access requirements.
‘What should you use in the Azure portal? To answer, select the appropriate options in the answer area.

NOTE: Each correct selection is worth one point.

To configure the registration settings: J 4 v
Azure A= User settings

Azure AD— App registrations settings
Enterprise Applications — User settings

To configure the consent settings: v
Azure AD - User settings

Azure AD — App registrations settings
Enterprise Applications — User settings
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Answer:

Explanation:

To configure the registration settings:

To configure the consent settings:

Reference:

Azure AD —User settings

Azure-AD.= App registrations settings
Enterprise Applications — User settings

v

Azure AD - User settings
|Azure ADAppegistrations settings

‘|Enterprise Applications — User settings

httpsz/docs.microsoft.conven-us/azure/active-directory/manage-apps/configure-user-consent

NEW QUESTION # 51
You work at a company named Contoso, Ltd. that has the offices shown in the following table.

IP adufess space

Name
Boston 180:15.10.0/24
Seattle 132.32.15.0/24

Name User device Last sign-in During last sign-in, user selected
Don’t ask again for 14 days
Userl Devicel Junel Yes
User2 Device2 fune3 No Microsoftt

The muilti-factor settings for contoso.com are configured as shown in the following exhibit.

Contoso has an Azure Active Directory (Azure AD) tenant named contoso.com. All contoso.comusers have Azure Multi- Factor
Authentication (MFA) enabled. The tenant contains the users shown in the following table.



multi-factor authentication

users  service settings

app passowrds {learn more)

® Allow users to create app paswords to sign in to non-browser apps

Do not allow users to create app passwords to sign in to non-browser apps.

trUStEd |p5 (learn more)

Skip multi-factor authentication for requests from federated users on my intranet
Skip multi-factor authentication for requests from following range of IP address subnets

1180.15.10.0/24

verification options qearn more)

* Methods available to users:
call to phone
' Text message 1o phone
Notification through mobile app
Verification code from mobile app or hardware token

remember multi-factor authentication (eam more)

Allow users to remember multi-factor authentication on devices they trust
Days before a device must re-authenticate (1-60): | 14

For each of the following statements, select Yes if the statement is true. Otherwise, select No.
NOTE: Each correct selection is worth one point.

WHEFDsof t -

When User1 signs in to Devicel from the Seattle office
onJune 10, the user will be prompte{i 1‘65 . O
.

When User2 signs in m the Boston office
on June 5, thM rompted for MFA. O

When Userl signs in to to a new device from the Seattle
office on June 7, the user will be prompted for MFA. O

Answer:
Explanation:
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When Userl signs in to Devicel from the Seattle office
on June 10, the user will be prompted for MFA.

When User2 signs in to Device2 from the Boston office
on June 5, the user will be prompted for MFA.

When User1 signs in to to a new device from the Seattle
office on June 7, the user will be prompted for MFA.

NEW QUESTION # 52

You need to configure an access review. The review will be assigned to a new collection of reviews and reviewed by resource
owners.

Which three actions should you perform in sequence? To answer, move the appropriate actions from the list of actions to the answer
area and arrange them in the correct order.

Actions Answer Area

Create an access review program.

Set Reviewers to Selected users.

Create an access review audit. @

Create an access review control.

®
©

Set Reviewers to Group.Owners.

Set Reviewers to Members. M | Cros Oft

Answer:

Explanation:



Actions Answer Area

| = | F e m—— — ._.. - -
|Create an access review program.| | Create arfaceess review program. | |

-t e e

________________ = Lo o e e e o e e = =

| Create an access review audit I@i o PR e g e g e e e @
s e i [ I
| Create an access review controk @ “““““““““ @

e

fSet Reviewers to Group owrers:

ﬂ__S_et Reviewers to Members.

Explanation
Answer Area

Create an access review-program.
1 - |

WHCTOS0O

Create anatcess review control.

, Set Reviewers to Group owners.

Step 1: Create an access review program

Step 2: Create an access review control

Step 3: Set Reviewers to Group owners

In the Reviewers section, select either one or more people to review all the users in scope. Or you can select to have the members
review their own access. If'the resource is a group, you can ask the group owners to review.

Reviewers
Gy == Microsof
Group cwmners |
Programs Selected uters
Members. (sedf)
References:

httpsz//docs.microsoft.com/en-us/azure/active-directory/governance/create-access-review
httpsz/docs.microsoft.con/en-us/azure/active-directory/governance/manage-programs-controls

NEW QUESTION # 53

You create a new Azure subscription that is associated to a new Azure Active Directory (Azure AD) tenant.

You create one active conditional access policy named Portal Policy. Portal Policy is used to provide access to the Microsoft Azure
Management cloud app.

The Conditions settings for Portal Policy are configured as shown in the Conditions exhibit. (Click the Conditions tab.)



Portal Policy .X ' Mnnd itions f Locations X
@ info [ Delete - llc roso t Control user access based on their
i physical location. Learn more
Fime o ] Device platforms @
| Portal Policy | Not configured Configure @
. Locations O | | ves LN
ASEghEnnEs lincluded A Indlude  Exclude
:IT:;::: groups O Client apps (preview) 0 ) Any location
Not configured All trusted locations
i a_pps ° Device state (preview) @ ® Selected locations
1 app included Not configured
Conditions @ Select
1 condition selected Contoso
] Contoso
’
Acces controls }
Grant @
2 controls selected
session 0
0 controls selected
The Grant settings for Portal Policy are configured as shown in the Grant exhibit. (Click the Grant tab.)
Portal Policy ><=’ GRtICrosoTt 0O X
0 1ok T Delete Select the controls to be enforced.
Block acoess
*Name
__“Dorlill Do_lq- — & Grant access
' Regquire multi-factor authentication )
Assignments Reguire deviee to be marked as comglunt
::r:s:: o | Require Hybfid Azurg AD jointed device i)
Cloud 2095 © I3 Requivé spproved cientapp @
1 app included See list of approved client apps
Conditions @ o ¥ For multiple controks
1 condition m . Require all the selected controks
® Require one of the selected controls
Acces controls
Grant @
2 controls selected
Session
0 controls selected
For each of the following statements, select Yes if the statement is true. Otherwise, select No.
NOTE: Each correct selection is worth one point.
Statements Yes No
Users from the Contoso named location must use multi-factor O O
authentication (MFA) to access the Azure portal.
Users from the Contoso named location must use multi-factor O O

authentication (MFA) to access the web.sérvices hosted in the Azure

subscription.

Users external to the Contoso
authentication (MFA) to access

Answer:

ed Mﬁ@mlgﬁtulti-factor O

Azure portal.




Explanation:

Statements

Users from the Contoso named location must use multi-factor
authentication (MFA) to access the Azure portall

Users from the Contoso named location must use multi-factor
authentication (MFA) to access the web services hosted in the Azure
subscription.

Users external to the CM&‘:@@?@*T must use multi-factor
ss the AZure p

authentication (MFA) to acce ortal.
Explanation

Box 1:No

The Contoso location is excluded

Box2:NO

Box 3:NO

Reference:

https:/docs.microsoft.com/en-us/azure/active-directory/conditional-access/location-condition

NEW QUESTION # 54

You have an Azure key vault named KeyVault] that contains the items shown in the following table.

" HagE ‘Miqrosoff __ Type
Item 1 Key

[ tem2 Secret
|LPolicy1 Access policy

In KeyVautt, the following events occur in sequence:
Iteml is deleted

Administrator enables soft delete

Item?2 and Policyl are deleted.

For each of the following statements, select Yes if the statement is true. Otherwise, select No.

NOTE: Each correct selection is worth one point.

Statements

You can recover Policy1.

You can add a new key named ltem1.

You can add a new secret named ltem2.

Microsoft
Yes

O

O

O

No

Answer:

Explanation:




Statements Yes No

You can recover Policy1. O )
You can add a new key named ltem1. O O
You can add a new secret named ltem?2. O @)
NEW QUESTION # 55
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