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Broadcom Symantec ZTNA Complete R1 Technical Specialist Sample
Questions (Q49-Q54):

NEW QUESTION # 49
The Connector Firewall Whitelist is primarily used to:

A. Block mbound ICMP to reduce noise

B. Permit outbound TCP 443 and UDP 123 to Symantec PoPs
C. Enable ESMTP enmil relay

D. Establish GRE tunnels to SASE core

Answer: B

Explanation:
Outbound control traffic must reach Symantec infrastructure.

NEW QUESTION # 50
Under what circunstance would you disable TLS inspection for a subset of traffic in ZTNA?

A. To comply with privacy regulations protecting financial data sessions
B. To increase throughput for low-risk static content

C. To sinplify IDP integration

D. To enable discoverable mode on new apps

Answer: A

Explanation:
Regulations may prohibit decrypting protected data.

NEW QUESTION # 51
Why should you test Access Policies using non-production user groups first?

A. Reduces gzip archive size

B. Prevents accidental lockouts and verifies policy logic
C. Accelerates Connector patch cycles

D. Avoids DLP false negatives

Answer: B

Explanation:
Controlled testing ensures safety.

NEW QUESTION # 52
A Tenant Admin wants to verify that delegated admin scopes cannot edit global authentication.
Which test confirns this?

A. Tmpersonate a scoped admin and attempt to change IDP settings
B. Create a DNS record for test.local

C. Delete an unused Site

D. Review DLP incident logs

Answer: A

Explanation:
Attenmpting unauthorized edit validates scope enforcement.



NEW QUESTION # 53
What attribute found in a SAML assertion is used by ZTNA Policies to apply group-based decisions?

A. InResponseTo reference ID

B. Audience value of the assertion

C. NotBefore timestanp

D. memberOf or equivalent custom group claim

Answer: D

Explanation:

Group claims map users to Policy collections; other attributes serve protocol mechanics.

NEW QUESTION # 54
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