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Broadcom Symantec Endpoint Security Complete Admin R1.4 Technical
Specialist Sample Questions (Q90-Q95):
NEW QUESTION # 90 
Your company has recently deployed Symantec SES Complete, including the Threat Defense for Active Directory module. During
an internal audit, security analysts identify a pattern of service account enumeration and repeated login failures from one
administrative subnet.
What actions should the security team take using the capabilities provided by Threat Defense for Active Directory? (Choose three)

A. Validate the login attempts through the ICDm console's forensic timeline.
B. Create a rule that alerts and isolates endpoints exhibiting repeated enumeration patterns.
C. Use real-time analysis to detect whether the activity is consistent with Kerberoasting behavior.
D. Immediately remove all users from the Domain Admins group to prevent escalation.
E. Configure the SES policy to temporarily lock all user accounts.

Answer: A,B,C

NEW QUESTION # 91 
What is the recommended first step for an administrator to perform when beginning a discover and deploy campaign?

A. Configure the SES policies and Groups
B. Install the first SES agent in the subnet
C. Configure the registry
D. Disable the Windows firewall

Answer: B

NEW QUESTION # 92 
What update type is delivered to endpoints to ensure the latest threat intelligence is applied?

A. OS Patch
B. Content Update
C. Policy Bundle
D. Feature Release

Answer: B

NEW QUESTION # 93 
You are investigating a suspicious activity alert raised by EDR for a key endpoint within your organization. The alert shows a
sequence of unknown processes, unexpected network connections, and unauthorized registry changes.
As the assigned security analyst, what actions should you perform using the EDR tools in ICDm to thoroughly investigate and
respond? (Choose three)

A. Submit all involved files for malware analysis using File Submission
B. Restart the endpoint and disable further recording
C. Move the endpoint to the marketing department's VLAN
D. Use the Endpoint Activity Recorder to map the timeline of suspicious events
E. Launch LiveShell to examine running processes and kill any malicious tasks

Answer: A,D,E

NEW QUESTION # 94 
Why is it important to configure real-time threat identification in ICDm?

A. To reduce licensing costs



B. To enable proactive detection and response
C. To accelerate OS patch deployment
D. To improve email deliverability

Answer: B

NEW QUESTION # 95
......
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