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HP Aruba Certified Campus Access Professional Exam Sample Questions
(Q30-Q35):
NEW QUESTION # 30 
A customer is using stacked Aruba CX 6200 and CX 6300 switches for access and a VSX pair of Aruba CX 8325 as a collapsed
core 802 1X is implemented for authentication. Due to the lack of cabling, some unmanaged switches are still in use Sometimes
devices behind these switches cause network outages The switch should send a warning to the helpdesk when the problem occurs
You have been asked to implement an effective solution to the problem What is the solution for this?

A. Configure spanning tree on the Aruba CX 8325 switches Set the trap-option
B. Configure spanning tree on the Aruba CX 6200 and CX 6300 switches No trap option is needed
C. Configure loop protection on all edge ports of the Aruba CX 6200 and CX 6300 switches Set up the trap-option
D. Configure loop protection on all edge ports of the Aruba CX 6200 and CX 6300 switches No trap option is needed

Answer: C

Explanation:
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This is the correct solution to the problem of devices behind unmanaged switches causing network outages due to loops. Loop
protection is a feature that allows an Aruba CX switch to detect and prevent loops by sending loop protection packets on each port,
LAG, or VLAN on which loop protection is enabled. If a loop protection packet is received by the same switch that sent it, it
indicates a loop exists and an action is taken based on the configuration. Loop protection should be configured on all edge ports of
the Aruba CX 6200 and CX 6300 switches, which are the ports that connect to end devices or unmanaged switches. The trap-
option should be set up to send a warning to the helpdesk when a loop is detected. The other options are incorrect because they
either do not configure loop protection or do not set up the trap-option. Reference:
https://www.arubanetworks.com/techdocs/AOS-CX/10.05/HTML/5200-7540/GUID-99A8B276-0DA3-4458-AFD8-
42BFEC29D4F5.html https://www.arubanetworks.com/techdocs/AOS-CX/10.05/HTML/5200-7540/GUID-D8613BDE-CD21-
4B83-8561-17DB0311ED8F.html

NEW QUESTION # 31 
A large retail client is looking to generate a rich set of contextual data based on the location information of wireless clients in their
stores Which standard uses Round Trip Time (RTT) and Fine Time Measurements (FTM) to calculate the distance a client is from
an AP?

A. 802.11mc
B. 802.11ah
C. 802.11V
D. 802.11be

Answer: A

Explanation:
802.11mc is a standard that uses Round Trip Time (RTT) and Fine Time Measurements (FTM) to calculate the distance a client is
from an AP. 802.11mc defines a protocol for exchanging FTM frames between an AP and a client, which contain timestamps that
indicate when the frames were transmitted and received. By measuring the RTT of these frames, the AP or the client can estimate
their distance based on the speed of light. The other options are incorrect because they either do not use RTT or FTM or do not
exist as standards.
References: https://www.arubanetworks.com/assets/wp/WP_WiFi6.pdf
https://www.arubanetworks.com/assets/ds/DS_AP510Series.pdf

NEW QUESTION # 32 
Your customer has four (4) Aruba 7200 Series Gateways and two (2) 7000 Series Gateways. The customer wants to form a cluster
with these Gateways. What design consideration would prevent you from using all of those Gateways?

A. A heterogeneous cluster is not supported in AOS 10.x.
B. A combination of 7200 series and 7000 series gateways supports up to 4 nodes
C. The AP load should be lowest value of worst-case scenario load.
D. Multiple versions between Gateways in the same cluster profile are not allowed AOS 10.x.

Answer: D

Explanation:
The reason is that AOS 10.x does not support clustering gateways with different versions in the same cluster profile. A cluster profile
defines the configuration settings for a group of gateways that are managed by Aruba Central.
According to the Aruba documentation2, "You can combine 7200 Series and 7000 Series gateways in the same cluster with a
maximum size of four devices with reduced AP client capacity on 7000 Series gateways."

NEW QUESTION # 33 
You are working on a network where the customer has a dedicated router with redundant Internet connections Tor outbound high-
importance real-time audio streams from their datacenter All of this traffic.
* originates from a single subnet
* uses a unique range of UDP ports
* is required to be routed to the dedicated router
All other traffic should route normally The SVI for the subnet containing the servers originating the traffic is located on the core
routing switch in the datacenter What should be configured?



A. Configure a dedicated VRF on the core routing switch and make the dedicated router the default route.
B. Configure a new OSPF area including both the core routing switch and the dedicated router
C. Configure a BGP link between the core routing switch and the dedicated router and route filtering.
D. Configure Policy Based Routing (PBR) on the core routing switch for the VRF with the servers' SVI

Answer: D

Explanation:
The reason is that PBR allows you to route packets based on policies that match certain criteria, such as source or destination IP
addresses, ports, protocols, etc. PBR can also be used to set metrics, next-hop addresses, or tag traffic for different routes.

NEW QUESTION # 34 
A network engineer recently identified that a wired device connected to a CX Switch is misbehaving on the network To address this
issue, a new ClearPass policy has been put in place to prevent this device from connecting to the network again.
Which steps need to be implemented to allow ClearPass to perform a CoA and change the access for this wired device? (Select
two.)

A. Configure dynamic authorization on the switch.
B. Confirm that NTP is configured on the switch and ClearPass
C. Bounce the switchport
D. Use Dynamic Segmentation.
E. Configure dynamic authorization on the switchport

Answer: A,B

Explanation:
To allow ClearPass to perform a CoA and change the access for a wired device, the following steps need to be implemented:
* Confirm that NTP is configured on the switch and ClearPass. NTP is required to synchronize the time between the switch and
ClearPass, which is essential for CoA messages to be processed correctly.
* Configure dynamic authorization on the switch. Dynamic authorization is a feature that enables the switch to accept CoA messages
from a RADIUS server and apply them to existing sessions.
Dynamic authorization can be enabled globally or per port on the switch.
* Optionally, configure dynamic authorization on the switchport. This step is not required, but it can provide more granular control
over which ports can accept CoA messages from a RADIUS server. Bouncing the switchport or using Dynamic Segmentation are
not necessary steps for allowing ClearPass to perform a CoA and change the access for a wired device.

NEW QUESTION # 35
......
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