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Fortinet EMEA Advanced Support Exam Sample Questions (Q36-Q41):

NEW QUESTION # 36
‘What tool would you use to verify a certificate?

A. OpenSSL
B. Certtester

C. Hping
D. Nessus

Answer: A

Explanation:

OpenSSL is a widely used command-line tool for verifying certificates, checking validity, chains, and details like subject, issuer, and
expiration. It is supported in Fortinet troubleshooting and certificate management.

Nessus is for vulnerability scanning, Hping for packet crafting, Certtester is not standard. Exact extract:

Description. This article describes how to verify by OpenSSL if the format of the certificate is correct when getting an error message
like ... How to verifying the Certificate by CA Certificate on openssl command. You can verify the certificate's validity by CA
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certificate. Example 1: ... Navigate to System -> Certificate -> Create/Import. Select Import Certificate -> Select Type Certificate.
Upload server.pem Upload ca.key.

Description, This article describes how to sign and generate certificates using OpenSSL in Windows OS that can be used for SSL
VPN and IPSec VPN ... This section discusses the following tasks you can perform on the System> Certificate > Manage
Certificates page.

NEW QUESTION # 37
In a FortiGate high availability (HA) cluster, what happens if the primary unit fails?

A. A secondary unit takes over as the primary unit
B. The cluster is disabled, and traffic stops

C. Traffic is rerouted through an external gateway
D. The cluster switches to active-passive mode

Answer: A

Explanation:

In a FortiGate HA cluster (active-active or active-passive), if the primary unit fails, a secondary unit automatically takes over as the
primary, ensuring continuity of traffic with minimal disruption. Option A is incorrect as traffic continues, C is incorrect as the mode
doesn't change post-failure, and D is unrelated. Exact extract: "In a FortiGate HA cluster, if the primary unit fails, a secondary unit is
elected as the new primary, taking over all roles to maintain traffic flow and session continuity."

NEW QUESTION # 38
Which of the following protocols would you expect a typical switch to support?

A.SIP

B. OSPF
C.STP
D. VLAN

Answer: C,D

Explanation:

Typical Layer 2 switches support STP (Spanning Tree Protocol) to prevent loops in redundant networks and VLANs (Virtual Local
Area Networks) to segment traffic logically. OSPF is a Layer 3 routing protocol typically on routers, and SIP is for VoIP session
initiation, not core switch functions. FortiSwitch supports STP variants like MSTP and VLLAN tagging, Exact extract: MSTP
supports multiple spanning tree instances, where each instance carries traffic for one or more VLANS (the mapping of VLANs to
instances is configurable). These protocols include the Spanning Tree Protocol (STP), Multiple Spanning Tree Protocol (MSTP),
and Per-VLAN Rapid Spanning Tree Protocol ( ... FortiSwitch supports Spanning Tree Protocol (STP), Multiple Spanning Tree
Protocol (MSTP), and Per-VLAN Rapid Spanning Tree Protocol (RSTP).

Spanning Tree Protocol (STP) is a link-management protocol to enable a layer 2 loop-free topology. STP enables a network to
have redundant paths for fault ... Go to WiFi & Switch Controller > FortiSwitch Ports.

Click a port row. Click the Native VLAN column in one of the selected entries to change the native VLAN.

NEW QUESTION # 39
Which FortiGate feature supports load balancing across multiple WAN links?

A. Virtual Routing

B. Link Aggregation
C. Mutti-Path Routing
D. SD-WAN

Answer: D

Explanation:

FortiGate's SD-WAN feature enables load balancing and intelligent traffic steering across multiple WAN links based on criteria like
bandwidth, latency, or application. Link Aggregation (B) bonds interfaces, Virtual Routing (C) is VRF, and Multi-Path Routing (D)
is not a standard term. Exact extract: "SD-WAN enables load balancing and traffic steering across multiple WAN links, optimizing



performance and reliability based on configured rules and metrics."

NEW QUESTION # 40
Firewall is performing stateful inspection for TCP traffic between Client 10.0.0.21 and Server 172.16.1.200.
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A. Three way handshake was not completed

B. Traffic is Asymmetric and not allowed by the Firewall

C. Traffic should be allowed

D. The ACK was not supposed to be sent to client 10.0.0.21

Answer: A

Explanation:

Stateful inspection requires a complete TCP three-way handshake (SYN, SYN-ACK, ACK) to establish a session in the firewall's
state table. If the handshake is incomplete (e.g., missing ACK), the session is not established, and traffic is dropped. The question
implies a stateful firewall scenario where traffic is blocked, likely due to an incomplete handshake. Asymmetric traffic (B) or
incorrect ACK (A) are not indicated without further context, and C is incorrect if the handshake fails. Exact extract: "Stateful
inspection ensures that a TCP three-way handshake is conpleted before allowing traffic... If the handshake is not completed,
FortiGate drops the packets as invalid."
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