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¢ Detecting, Remediating, and Monitoring OCI Resources: This section of the exam measures the skills of
OCI Administrators and emphasizes monitoring and maintaining security posture across cloud resources. It
focuses on the use of Cloud Guard, security zones, and the Security Advisor. Candidates also need to
understand how to identify rogue users with threat intelligence, as well as use monitoring, logging, and event
services for continuous visibility into performance and security.

feEY 71

¢ Inplementing Identity and Access Management (IAM): This section of the exam measures skills of OCI

Administrators and focuses on identity and access controls. It covers IAM domains, users, groups, and
FEy 22 compartments, as well as the use of TAM policies to manage access to resources. Candidates are also
tested on configuring dynamic groups, network sources, and tag-based access control, along with
managing MFA, sign-on policies, and activity monitoring,

¢ Protecting Data: This section of the exam measures the skills of Cloud Security Professionals and highlights

data security practices in OCI. It tests knowledge of using the Key Management Service for encryption
FEY 73 keys, managing secrets in the OCI Vault, and applying features of OCI Data Safe to ensure sensitive data
remains protected.
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In Oracle Cloud Infrastructure (OCI), bare metal instances provide customers with direct access to the underlying hardware. To
mitigate security risks when a customer terminates a bare metal instance, OCI utilizes Root-of-Trust hardware.

What is the primary finction of the Root-of-Trust hardware in this context?

A. Tt automatically encrypts data at rest on the bare metal instance.

B. It guarantees complete isolation between customer workloads on different instances.

C. It ensures all non-volatile memory on the terminated instance is securely wiped before reuse.
D. It elimnates the need for hypervisors, reducing the potential attack surface.

EfE: C

B #25
Within OCI IAM identity domains, the AD Bridge component serves a critical role. How does the AD Bridge functionality
specifically enhance Identity and Access Management (IAM) practices?

e A It strengthens access security by providing an additional layer of authentication through AD integration.

e B. It simplifies user provisioning by enabling automated synchronization of user accounts and group memberships froman
existing Microsoft Active Directory (AD) environment.

e (. It directly integrates with OCI MFA providers, allowing for seamless enforcement of MFA for users authenticated through
AD credentials.

e D. It facilitates delegated administration, allowing authorized AD users to manage specific resources within the OCI identity
domain.

IEf#: B
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You're managing an Oracle Cloud Infrastructure (OCI) environment where a public website hosts downloadable assets stored in
Object Storage buckets. These buckets need to be publicly accessible for website visitors, but Cloud Guard keeps flagging them as
security risks.

How can Cloud Guard be configured to ignore problemns specific to public buckets while still ensuring security checks are applied to
other resources that require them?

A. Resolve or remediate the problems by making the buckets private.

B. Dismiss problens associated with those resources.

C. A public bucket is a security risk, so Cloud Guard will keep detecting it.
D. Fix the baseline by configuring the Conditional groups for the detector.

IEf@E: D

B #27
According to the Oracle Cloud Infrastructure (OCI) Shared Responsibility Model, which statement accurately reflects OCI's

responsibility for security?

e A, OCI is responsible for securing the underlying infrastructure but not customer data.
e B. OCI has no security responsibilities; customers need to secure their resources.
e (. Customers are responsible for securing both infrastructure and data.
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¢ D. OCI provides security only for free-tier services; customers secure everything else.

EfE: A
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An E-commerce company running on Oracle Cloud Infrastructure (OCI) wants to prevent accidental misconfigurations that could
expose sensitive data. They need an OCI service that can enforce predefined security rules when creating or modifying cloud
resources.

Which OCI service should they use?

A. OCI Certificates

B. OCI Security Zone

C. OCI Web Application Firewall (WAF)

D. OCI Identity and Access Management (IAM)
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