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R #19
Which feature within Strata Cloud Manager (SCM) allows an operations team to view applications, threats, and user insights for
branch locations for both NGFW and Prisma Access simultaneously?

A. Log Viewer

B. Branch Site Monitor

C. SASE Health Dashboard
D. Command Center

Ef#: D

TR

TheCommand CenterwithinStrata Cloud Manager (SCM)provides acentralized view of applications, threats, and user insightsacross
bothNGFW (Next-Generation Firewall) and Prisma Access simultaneously. This feature enables theoperations teamto
monitorbranch locations, analyzesecurity events, and detect anomalies in real time, offering acomprehensive visibility and threat
ntelligence interfacefor proactive network and security management.

HM #20
Which advanced Al-powered fimctionality does Strata Copilot provide to enhance the capabilities of Prisma Access security teans?

A. Initial configuration of Prisma Access using a natural language interface

B. Real-time traffic analysis for autormated threat prevention

C. Customized guidance for resolving issues through recommended next steps
D. Automated remediation of misconfigured security policies

Ef#: C
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Strata Copilotenhances the capabilities ofPrisma Access security teamsby providingAl-powered insights and recommendationsto
help resolve security issues efficiently. It analyzessecurity events, misconfigurations, and alertsand offerscontextual
guidancewithrecommended next stepsfor troubleshooting and improving security posture. This assists teams inquickly identifying and
addressing security challengeswithout requiring deep manual investigation.

R #21
‘What must be configured to accurately report an application's availability when onboarding a discovered application for ZTNA
Connector?

* A https ping
¢ B. tcp ping

e C. icmp ping
e D. udp ping

Ef#: B
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‘When onboarding a discovered application forZTNA Comnector, configuring aTCP pingallows Prisma Access to accurately report
the application'savailability. TCP ping(also known as aTCP comnection check) verifies whether the application's service port isopen
and responsive, ensuring that the application is reachable before allowing user connections. This method is more reliable thanlCMP
ping, as many cloud and SaaS applicationsblock ICMP trafficfor security reasons.

HP #22

Strata Logging Service is configured to forward logs to an external syslog server; however, a month later, there is a disruption on the
syslog server.

Which action will send the missing logs to the external syslog server?

A. Delete the affected syslog server profile and create a new one.

B. Configure a replay profile with the affected time range and associate it with the affected syslog server profile.
C. Configure a log filter under the syslog server profile with the affected time range.

D. Export the logs from Strata Logging Service, and then manually import them to the syslog server.

IEf#: B

fi .-

TheStrata Logging Serviceallowslog replay, which enables resending logs that were not successfully forwarded to an external syslog
server due to disruptions. By configuring areplay profilewith the affected time range and associating it with thesyslog server profile,
Prisma Access will resend the missing logs, ensuring that all relevant data is restored in the external logging system. This approach is
the most efficient and autormated way to recover missing logs.

ER#23
What is the flow impact of updating the Cloud Services plugin on existing traffic flows in Prisma Access?

A. They will automatically terminate when the upgrade begins.

B. They willexperience latency during the plugin upgrade process.

C. They will be unaffected only if Panorama is deployed in high availability (HA) mode.
D. They will be unaffected because the plugin upgrade is transparent to users.

IEf@E: D
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Updating theCloud Services plugininPrisma Accessdoes not disrupt existing traffic flows because the upgrade process is designed to
beseamless and transparent. Prisma Access ensures high availability by maintainingactive sessions and policieswhile applying the
update in the background. This allows ongoing connections to continue without interruptions, minimizing impact on user experience.
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