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Fortinet NSE4_FGT_AD-7.6 Exam Syllabus Topics:

Topic Details

Topic 1
Routing: This domain covers configuring static routes for packet forwarding and implementing SD-WAN to
load balance traffic across multiple WAN links.

Topic 2
Deployment and System Configuration: This domain covers initial FortiGate setup, logging configuration
and troubleshooting, FGCP HA cluster configuration, resource and connectivity diagnostics, FortiGate
cloud deployments (CNF and VM), and FortiSASE administration with user onboarding.
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Topic 3
Firewall Policies and Authentication: This domain focuses on creating firewall policies, configuring SNAT
and DNAT for address translation, implementing various authentication methods, and deploying FSSO for
user identification.

Topic 4
VPN: This domain focuses on implementing meshed or partially redundant IPsec VPN topologies for
secure connections.

Topic 5
Content Inspection: This domain addresses inspecting encrypted traffic using certificates, understanding
inspection modes and web filtering, configuring application control, deploying antivirus scanning modes,
and implementing IPS for threat protection.

Fortinet NSE 4 - FortiOS 7.6 Administrator Sample Questions (Q72-Q77):
NEW QUESTION # 72 
Refer to the exhibits.



The exhibits show a diagram of a FortiGate device connected to the network, as well as the firewall policy and IP pool configuration
on the FortiGate device.
Two PCs, PC1 and PC2, are connected behind FortiGate and can access the internet successfully. However, when the
administrator adds a third PC to the network (PC3), the PC cannot connect to the internet.
Based on the information shown in the exhibit, which two configuration options can the administrator use to fix the connectivity issue
for PC3? (Choose two.)

A. In the IP pool configuration, set typeto overload.
B. In the firewall policy configuration, add 10.0.1.3as an address object in the source field.
C. In the IP pool configuration, set endipto 192.2.0.12.
D. Configure another firewall policy that matches only the address of PC3 as source, and then place the policy on top of the
list.

Answer: A,C

Explanation:
With IP pool type set to One-to-One, only as many internal hosts as there are public IPs in the pool (192.2.0.10-192.2.0.11) can
use NAT. Changing the type to overload allows all internal hosts (including PC3) to share the available public IPs, so PC3 can reach
the internet.
Alternatively, keeping One-to-One but extending the pool to 192.2.0.10-192.2.0.12 adds another public IP, allowing a third internal
host (PC3) to be mapped and gain internet access.



NEW QUESTION # 73 
Refer to the exhibits. The exhibits show a diagram of a FortiGate device connected to the network, as well as the IP pool
configuration and firewall policy objects.
The WAN (port1) interface has the IP address 10.200.1.1/24. The LAN (port3) interface has the IPaddress 10.0.1.254/24.
Which IP address will be used to source NAT (SNAT) the traffic, if the user on Local-Client (10.0.1.10) pings the IP address of
Remote-FortiGate (10.200.3.1)?

A. 10.200.1.1
B. 10.200.1.149
C. 10.200.1.49
D. 10.200.1.99

Answer: D

Explanation:
All_TCP doesn't include ICMP. So you would match rule ID 2, in which uses IP Poop remote 1.

NEW QUESTION # 74 
Refer to the exhibits. An administrator has observed the performance status outputs on an HA cluster for 55 seconds.



Which FortiGate is the primary?

A. HQ-NGFW-1 with the parameter memory-failover-flip-timeout setting
B. HQ-NGFW-1 with the parameter override setting
C. HQ-NGFW-2 with the parameter memory-failover-threshold setting
D. HQ-NGFW-2 with the parameter priority setting

Answer: C

Explanation:
The configured memory failover threshold is 70%, and FW-1 is running at 90%. The monitored period is set to 50 seconds, while
the question states that the admin observed the output for 55 seconds. This means FW-1 has remained above the 70% threshold for
more than the configured monitoring period, while the memory usage on FW-2 is below 70%.

NEW QUESTION # 75 
A network administrator wants to set up redundant IPsec VPN tunnels on FortiGate by using two IPsec VPN tunnels and static



routes.
All traffic must be routed through the primary tunnel when both tunnels are up. The secondary tunnel must be used only if the primary
tunnel goes down. In addition, FortiGate should be able to detect a dead tunnel to speed up tunnel failover.
Which two key configuration changes must the administrator make on FortiGate to meet the requirements? (Choose two.)

A. Configure a lower distance on the static route for the primary tunnel, and a higher distance on the static route for the
secondary tunnel.
B. Use the VPN wizard to create an IPsec template for a redundant IPsec VPN tunnel.
C. Enable Dead Peer Detection.
D. In the phase1-interface, enable npu-offload to detect a dead tunnel.

Answer: A,C

Explanation:
Configure a lower distance on the static route for the primary tunnel, and a higher distance on the static route for the secondary
tunnel → This ensures that the primary tunnel is always preferred, and the secondary is only used when the primary route is
unavailable.
Enable Dead Peer Detection → DPD allows FortiGate to quickly detect when the primary tunnel is down, enabling faster failover to
the backup tunnel.

NEW QUESTION # 76 
Which two statements about equal-cost multi-path (ECMP) configuration on FortiGate are true?
(Choose two.)

A. If SD-WAN is enabled, you control the load balancing algorithm with the parameter load-balance- mode.
B. If SD-WAN is enabled, you can configure routes with unequal distance and priority values to be part of ECMP.
C. If SD-WAN is disabled, you can configure the parameter v4-ecmp-mode to volume-based.
D. If SD-WAN is disabled, you configure the load balancing algorithm in config system settings.

Answer: A,D

Explanation:
SD-WAN is enabled: v4-ecmp-mode is hide and you control the ECMP algorithm with the load- balance-mode setting.
SD-WAN is disabled: ECMP algorithm is set on the CLI: config system settings.
https://docs.fortinet.com/document/fortigate/7.4.6/administration-guide/25967/equal-cost-multi- path

NEW QUESTION # 77
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