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NEW QUESTION # 173
What type of software utilizes a comimercial software license?

e A. Open Source
¢ B. Public Domain
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e C. Proprietary
e D. Shareware

Answer: C

Explanation:

* Proprietary softwareis a type of software that is owned by an individual or a company.

* It is usually sold commercially and comes with acommercial software license.

* This type of license typically restricts the ways in which the software can be used, modified, and distributed.

* Users must agree to the terms of the license, which often include restrictions on copying, sharing, and modifying the software.
* Example:Microsoft Windows and Adobe Photoshop are proprietary software products.

References:

* "The Cathedral and the Bazaar" by Eric S. Raymond.

* "Understanding Open Source and Free Software Licensing by Andrew M. St. Laurent.

NEW QUESTION # 174

An IT organization has recently implemented a hybrid cloud deployment. The server teamis deploying a new set of domain-joined
Windows servers on cloud-based virtual machines. Users must be able to use their Active Directory credentials to sign in to
applications regardless of whether they are running on Windows servers in the cloud or on-premises.

A. Identity federation

B. Challenge-Handshake Authentication Protocol (CHAP)
C. Two-step verification

D. Privileged identity management

Answer: A

Explanation:

Identity federationallows authentication credentials to be used across multiple systens or domains- includingon-premises and cloud
platforms-without duplicating user databases.

NIST SP 800-63C (Federated Identity Guidelines):

"Federation enables users to access multiple, disparate services using a single digital identity that can be shared securely across
organizational boundaries." This approach is essential in hybrid architectures where cloud VMs and on-prem servers must recognize
acentralized identity providerlike Active Directory.

#WGU Course Alignment:

Domain:Access Control and Identity Management

TopicImplement federated identity in hybrid and multi-cloud environments

NEW QUESTION # 175
A company recently updated its disaster recovery plan (DRP) to ensure business continuity in the event of a disruptive incident.
Which step will ensure the effectiveness of the DRP?

A. Performing a risk assessment of the company's information assets

B. Training employees on their roles and responsibilities during a disaster
C. Developing and implementing a testing plan for the DRP

D. Reviewing and updating the DRP regularly to ensure it remains relevant

Answer: C

Explanation:

The correct answer is A - Developing and implementing a testing plan for the DRP.

According to WGU Cybersecurity Architecture and Engineering (KFO1 / D488), testing the disaster recovery plan is critical to
ensuring that it is flimctional and effective when an actual disruptive event occurs. Regularly scheduled DRP testing validates that
recovery processes work as intended and that personnel are familiar with their responsibilities.

Reviewing (B) and training (D) are important but are supplementary activities. Risk assessment (C) is important for planning but does
not test the DRP.

Reference Extract fiom Study Guide:

"Testing and exercising disaster recovery plans ensure operational readiness and reveal gaps or weaknesses that can be corrected
before an actual event occurs."



- WGU Cybersecurity Architecture and Engineering (KFO1 / D488), Disaster Recovery Testing and Validation

NEW QUESTION # 176
An IT team must allow on-premises users to log in to the Azure portal using their corporate credentials.
Which strategy should be used to enable identity federation in this scenario?

A. Configuring third-party authentication with Security Assertion Markup Language (SAML)
B. Integrating with lightweight directory access protocol (LDAP)

C. Encrypting with Transport Layer Security (TLS)

D. Deploying a hardware-based two-factor authentication (2FA) solution

Answer: A

NEW QUESTION # 177
Which type of commumnications media uses light waves to transmit data?

A. Coaxial

B. Radio towers
C. Twisted pair
D. Fiber optic

Answer: D

Explanation:

* Fiber optic communications use light waves to transmit data.

* This method allows for high-speed and long-distance data transmission.

* The other options:

* Radio towers use radio waves.

* Twisted pair uses electrical signals.

* Coaxial also uses electrical signals.

* Therefore, the correct communication medium that uses light waves is fiber optic.

References:

* "Fiber-Optic Communication Systems" by Govind P. Agrawal, which details how fiber optics use light for data transmission.
* "Communication Networks" by Alberto Leon-Garcia and Indra Widjaja, which explains various commumnication media.

NEW QUESTION # 178
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