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¢ General Security Concepts: This topic covers various types of security controls, fundamental security
T | concepts, the importance of change management processes in security, and the significance of using
suitable cryptographic solutions.

o Security Operations: This topic delves into applying common security techniques to computing resources,
addressing security implications of proper hardware, software, and data asset management, managing

EN D) vulnerabilities effectively, and explaining security alerting and monitoring concepts. It also discusses

enhancing enterprise capabilities for security, implementing identity and access management, and utilizing

automation and orchestration for secure operations.

e Security Architecture: Here, you'll learn about security implications across different architecture models,

applying security principles to secure enterprise infrastructure in scenarios, and comparing data protection
F&E3 concepts and strategies. The topic also delves into the importance of resilience and recovery in security
architecture.

¢ Security Program Management and Oversight: Finally, this topic discusses elements of effective security

governance, the risk management process, third-party risk assessment, and management processes.
FE 4 Additionally, the topic focuses on security compliance requirements, types and purposes of audits and
assessments, and implementing security awareness practices in various scenarios.
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o Threats, Vulnerabilities, and Mitigations: In this topic, you'll find discussions comparing threat actors and

motivations, explaining common threat vectors and attack surfaces, and outlining different types of
FES wulnerabilities. Moreover, the topic focuses on analyzing indicators of malicious activity in scenarios and
exploring mitigation techniques used to secure enterprises against threats.
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The security team notices that the Always On VPN solution sometimes fails to connect. This leaves remote users unprotected
because they cannot connect to the on-premises web proxy. Which of the following changes will best provide web protection in this
scenario?

A. Implerent network access control.

B. Create a public NAT to the on-premises proxy.
C. Install a host-based content filtering solution.

D. Configure the local gateway to point to the VPN.

ER: C

i RE R «

Installing a host-based content filtering solution on the endpoints ensures that web traffic is filtered locally even when the VPN
connection to the on-premises proxy fails, maintaining protection for remote users.

Network access control (A) manages device network access, local gateway configuration (B) does not solve protection if VPN
fails, and public NAT (C) exposes internal resources and increases risk.

Endpoint filtering complements VPN for resilient web security, covered in Security Architecture and Operations#6:Chapter 11
CompTIA Security+ Study Guide#.

i =8 #1096
An organization wants to hire a third-party company to perform a vulnerability assessment on the organization's internal systers.
Which of the following will best ensure confidentiality of the results and provide a legally binding document?

A. SLA

B. MSA
C.NDA
D. MOU

ER: C
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A non-disclosure agreement legally binds the third party to protect the confidentiality of sensitive information, including assessment
results.

R #1097
A software development manager wants to ensure the authenticity of the code created by the company. Which of the following
options is the most appropriate?
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A. Testing input validation on the user input fields

B. Ensuring secure cookies are use

C. Performing static code analysis on the software

D. Performing code signing on company-developed software

EX: D
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Explanation

Code signing is a technique that uses cryptography to verify the authenticity and integrity of the code created by the company. Code
signing involves applying a digital signature to the code using a private key that only the company possesses. The digital signature can
be verified by anyone who has the corresponding public key, which can be distributed through a trusted certificate authority. Code
signing can prevent unauthorized modifications, tampering, or malware injection into the code, and it can also assure the users that
the code is froma legitimate source. References = CompTIA Security+ Study Guide with over 500 Practice Test Questions: Exam
SY0-701, 9th Edition, Chapter 2, page 74. CompTIA Security+ (SY0-701) Certification Exam Objectives, Domain 3.2, page 11.
Application Security - SY0-601 CompTIA Security+ : 3.2

i =8 #1098
Which of'the following is a risk for a company using end-of-life applications on its network?

A. Vulnerable software
B. Open service ports
C. Insecure networks
D. Default credentials

ER: A
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A vendor needs to remotely and securely transfer files from one server to another using the command line. Which of the following
protocols should be Implemented to allow for this type of access? (Select two).

A. SNMP
B. SMTP
C.RDP

D. SMIME
E. SSH

F. SFTP

Z%X: EF
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Secure Shell (SSH) is a protocol used for secure command-line access to remote systems, while Secure File Transfer Protocol
(SFTP) is an extension of SSH used specifically for securely transferring files. Both SSH and SFTP ensure that data is encrypted
during transmission, protecting it from interception or tampering,

Reference =

CompTIA Security+ SY0-701 Course Content: Domain 03 Security Architecture.

CompTIA Security+ SY0-601 Study Guide: Chapter on Secure Protocols and Encryption.
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