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CompTIA SecAI+ Certification Exam Sample Questions (Q96-Q101):
NEW QUESTION # 96 
A machine learning (ML) engineer is working with a security engineer to identify the best practices for securing a system with various
AI models.
Which of the following actions should the engineers suggest?

A. Implementing comprehensive security architecture
B. Conducting guardrail testing and security validation
C. Using a secure software development life cycle (SDLC)
D. Following a secure model development life cycle (MDLC)

Answer: D

Explanation:
A secure MDLC is tailored to AI and ML systems, ensuring security is integrated throughout the model's design, training, validation,
deployment, and monitoring phases. This directly addresses best practices for securing systems with AI models.

NEW QUESTION # 97 
A security analyst is aware of an active penetration test in the environment. The analyst examines security information and event
management (SIEM) log data and notices the following output from the AI system:
Which of the following is the vulnerability that has occurred and the control the analyst should implement?

A. The vulnerability is sensitive information disclosure, and the analyst should employ masking.
B. The vulnerability is prompt injection, and the analyst should use endpoint detection response (EDR).
C. The vulnerability is role impersonation, and the analyst should use validation.
D. The vulnerability is model hallucinations, and the analyst should develop output validations.
E. The vulnerability is jailbreaking, and the analyst should utilize role-based access control.

Answer: A

Explanation:
The log data reveals personally identifiable information (PII) such as name, address, and a full credit card number. This represents a
sensitive information disclosure vulnerability. The appropriate control is data masking, which protects sensitive data in logs and
outputs while still allowing necessary system monitoring.

NEW QUESTION # 98 
A security architect performs threat modeling of an AI system. The architect needs to determine which attacks can be performed
against the system.
Which of the following actions should the architect take next?

A. Analyze MITRE Adversarial Threat Landscape for AI Systems (ATLAS) for tactics, techniques, and procedures (TTPs).
B. Identify trust boundaries and perform threat modeling with Open Worldwide Application Security Project (OWASP) Top
10.
C. Leverage a large language model (LLM) to map likely attack paths based on the code base.
D. Quantify the risk of known vulnerabilities identified in the AI system.

Answer: B

Explanation:
MITRE ATLAS is specifically designed to catalog adversarial TTPs targeting AI systems. By analyzing ATLAS, the architect can
determine which types of attacks are possible against the AI system, making it the most appropriate resource for threat modeling in
this context.

NEW QUESTION # 99 
A manufacturing company wants to use AI within its operations to improve the efficiency and accuracy of its processes. Which of
the following should the organization do first to enable adoption and achieve the business objectives?



A. Introduce a generative adversarial network (GAN).
B. Hire a data and AI architect.
C. Achieve International Organization for Standardization (ISO) 42001 certification.
D. Select a large language model (LLM).

Answer: B

Explanation:
The first step in adopting AI to meet business objectives is to establish the right expertise. A data and AI architect can design the
overall strategy, infrastructure, and data pipelines needed for effective AI integration, ensuring alignment with operational goals
before selecting specific models or certifications.

NEW QUESTION # 100 
Faculty members at a university are concerned about potential inherent bias and inconsistency in one department's AI plagiarism
detection service.
Which of the following principles will most likely to address their concerns?

A. Consistency
B. Accountability
C. Explainability
D. Transparency

Answer: A

Explanation:
Consistency ensures that an AI system applies rules and produces results in a uniform manner across all cases. This principle directly
addresses concerns about bias and irregular outcomes in the plagiarism detection service.
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