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CompTIA Cybersecurity Analyst (CySA+) Certification Exam 58 5 CS0-003
A BB (Q610-Q615):

H #610
Approximately 100 employees at your company have received a Phishing email. AS a security analyst. you have been tasked with
handling this Situation.

Review the information provided and determine the following;

1. HOW many employees Clicked on the link in the Phishing email?
2. on how many workstations was the malware installed?

3. what is the executable file name of the matware?

Ef#:
A -

see the answer in explanation for this task.
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Explanation:

1. How many employees clicked on the link in the phishing email?

According to the email server logs, 25 employees clicked on the link in the phishing email.
2. On how many workstations was the malware installed?

According to the file server logs, the malware was installed on 15 workstations.
3. What is the executable file name of the malware?

The executable file name of the malware is svchost. EXE.

Answers

*1.25

*2.15

* 3. svchost. EXE

HRH #611
An analyst is examining events in multiple systems but is having difficulty correlating data points. Which of the following is most likely
the issue with the system?

e A Network segmentation
¢ B. Time synchronization
e C. Access rights

¢ D. Invalid playbook

Ef#: B

A -

Time synchronization is the process of ensuring that all systems in a network have the same accurate time, which is essential for
correlating data points from different sources. If the system has an issue with time synchronization, the analyst may have difficulty
matching events that occurred at the same time or in a specific order. Access rights, network segmentation, and mvalid playbook are
not directly related to the issue of correlating data points. Verified Reference: [CompTIA CySA+ CS0-002 Certification Study
Guide], page 23

I #612

A recent zero-day vulnerability is being actively exploited, requires no user interaction or privilege escalation, and has a significant
impact to confidentiality and integrity but not to availability. Which of the following CVE metrics would be most accurate for this
zero-day threat?

A. CVSS: 31/AV: N/AC: L/PR: N/UIL: N/S: U/C: H/1: K/A: L
B. CVSS:31/AVK/ACL/PRH/ULR/S:C/CHTH/ALL

C. CVSS:31/AVI/AC.L/PRR/ULR/S:.U/CHTIL/AH

D. CVSS31/AVIN/AC.L/PRN/ULH/S:U/C.L/IN/AH

EfE: A

R -

This answer matches the description of the zero-day threat. The attack vector is network (AV:N), the attack complexity is low
(AC:L), no privileges are required (PR:N), no user interaction is required (UL:N), the scope is unchanged (S:U), the confidentiality
and integrity impacts are high (C:H/I:H), and the availability impact is low (A:L). Official References: https:/nvd.nist.gov/vuln-
metrics/cvss

HH #613
A security analyst is developing a script to filter firewall vulnerabilities. The script will impact the integrity of data hosted on devices
connected to networks. Which of'the following is a CVSS v4.0 that the analyst can use to test a true positive for the script?

A. AVI/JACHATN/PRL/VIH/VCH/VA:H/SC:N/SIN/SAN
B. AVP/ACL/ATN/PRH/VIL/VCIL/VAL/SC:N/SIN/SANN

C. AVA/ACL/ATN/PRH/VIN/VCL/VAL/SCN/SIN/SAH
D. AVN/AC.L/ATN/PRN/VIN/VC:N/VAN/SC:N/SIH/SALL

EfE: A



fiR .-

This CVSS v4.0 vector reflects a local attack (AV:L) requiring low privileges (PR:L) and has a high impact on integrity (VI:H) and
high impact on confidentiality and availability (VC:H, VA:H). This matches the scenario where the script impacts data integrity on
connected devices - indicating a valid true positive test case.

ZM #614

Approximately 100 employees at your company have received a Phishing email. AS a security analyst. you have been tasked with
handling this Situation.

Review the information provided and determine the following;

1. HOW many employees Clicked on the link in the Phishing email?

2. on how many workstations was the malware installed?
3. what is the executable file name of the malware?

Ef#:
iRt aL.:

see the answer in explanation for this task.

Explanation:

1. How many employees clicked on the link in the phishing email?

According to the email server logs, 25 employees clicked on the link in the phishing email.
2. On how many workstations was the malware installed?

According to the file server logs, the malware was installed on 15 workstations.
3. What is the executable file name of the malware?

The executable file name of the malware is svchost. EXE.

Answers

1.25

2.15

3. svchost. EXE
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