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M #253
An administrator configures three subnets to the corporate network. All servers should communicate with the main corporate

network and access the internet. The administrator creates the following configurations:

Network Subnet
Corporate Network 192.168.0.0/24
Network 2 192.168.10.0/24
Network 3 192:168.11.0/24
Network 4 192:168.12.0/24

Routing Table:

Source Destination

192.168.10.0/24 192.168.0.0/24
192.168.11.0/24 192.168.0.0/24
192.168.12.0/24 192.168.1.0/24
192.168.13.0/24 192.168.1,0724

After configuring the networks, the administrator recognizes an issue with the configuration. Which of'the following can the
administrator change in one step to accomplish the goal?

¢ A Replace destination 192.168.1.0/24 with destination 192.168.0.0/24.

¢ B. Reconfigure Network 4 to 192.168.13.0/24.

e (. Add source 192.168.12.0/24 and destination 192.168.0.0/24 to the routing table.

e D. Remove source 192.168.12.0/24 and destination 192.168.1.0/24 from the routing table.

EfE: A

il

A . Remove 192.168.12.0/24 and 192.168.1.0/24: This would cause connectivity issues for Network 4.

B. Replace 192.168.1.0/24 with 192.168.0.0/24: Corrects the incorrect destination for Network 4, aligning it with the corporate
network subnet.

C . Add 192.168.12.0/24 and 192.168.0.0/24: Duplicates an existing configuration and doesn't solve the issue.

D . Reconfigure Network 4 to 192.168.13.0/24: Alters the network unnecessarily and doesn't resolve the destination routing issue.
Reference:

CompTIA Cloud+ CV0-004 Study Guide, Objective 2.2: Configure routing tables to ensure proper network communication.

R #254
A system administrator has provisioned a new web server. Which of the following, in combination, form the best practice to secure
the server's OS? (Choose three.)

A. Disable TLS 1.0/1.1 and SSL.

B. Restrict access on port 22 to the IP address of the administrator's workstation.
C. Enable SSH key access only.

D. Disable password authentication.

E. Forward port 80 traffic to port 443.

F. Install TLS certificates on the server.

G. Provision the server in a separate VPC.

H. Disable the superuser/administrator account.

iFf#: C. D. F
"

These three measures help to secure the web server by implementing encryption and securing the authentication process. By
disabling password authentication and enabling SSH key access only, the server is less vulnerable to brute-force attacks. Installing



TLS certificates on the server helps to encrypt communications, preventing data interception and tampering.

H A #255
A company experienced a data leak through its website. A security engineer, who is investigating the issue, runs a vulnerability scan
against the website and receives the following output:

Nmap scan report for www.example.com (93.184.216.34)
Host L = 1f (U, = aCency) .

prnetgameg
1935/tcp cl ed rtmp

Which of'the following is the most likely cause of this leak?

e A Privilege escalation
¢ B. Insecure protocol
e C. RTMP port open
¢ D. SQL mjection

Ef#: B

fEL:

The data leak is most likely caused by the use of an insecure protocol. The vulnerability scan output shows that port 21/tcp for FTP
(File Transfer Protocol) is open. FTP is known for transmitting data unencrypted, which could allow sensitive data to be ntercepted
during transfer.

The security risks associated with the use of insecure or unencrypted protocols are covered under cloud security best practices in
the CompTIA Cloud+ curriculum

H R #256

A developer is building an application that has multiple microservices that need to communicate with each other. The developer
currently manually updates the TP address of each service. Which of the following best resolves the communication issue and
automates the process?

A. Managed container services
B. Service discovery

C. Fan-out

D. DNS

IEf#: B
R e«

Service discovery is a key component in microservices architectures, allowing services to dynamically discover and communicate
with each other. By inplementing service discovery, the developer can automate the process of updating service addresses,
resolving the commumication issue without manual updates to IP addresses, thus ensuring seamless interaction between the
IMICrOServices.

H A #257
A cloud service provider requires users to migrate to a new type of VM within three months. Which of'the following is the best
justification for this requirement?

A. Updates could affect the current state of the VM.

B. The cloud provider will be performing maintenance of the infrastructure.
C. Security flaws need to be patched.

D. The equipment is reaching end of life and end of support.



IEf#: D

A -

The best justification for a cloud service provider requiring users to migrate to a new type of VM within a specific time frame is that
the equipment is reaching end of life and end of support (EOL/EOS). This means that the older type of VM will no longer receive
updates or support, which could include important security patches, so it is necessary to move to newer VM types to maintain
security and performance. Reference: CompTIA Cloud+ Study Guide (Exam CV0-004) by Todd Montgomery and Stephen Olson
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