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¢ Search Tools: This domain covers utilizing User Search, IP Search, Hash Search, Host Search, and Bulk
e 71 Domin Search to gather intelligence during investigations.

¢ Detection Analysis: This domain covers analyzing and triaging detections in Falcon, including interpreting
FEy 22 dashboards, endpoint detections, contextual data, process views, prevalence, IOCs, and implementing

hash management actions like blocking, allowlisting, and exclusions.

e Event Search: This domain focuses on performing advanced event searches from detections, refining
bEY 73 searches using event actions, and distinguishing between commonly used event types.

¢ Event Investigation: This domain covers analyzing Process and Host Tinelines, pivoting to Process
hEY 74 Timeline or Process Explorer, and analyzing process relationships using Full Detection Details.
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M #108
You notice that taskeng.exe is one of the processes involved in a detection. What activity should you investigate next?

A. Pivot to a Hash search for taskeng.exe

B. User logons after the detection

C. Scheduled tasks registered prior to the detection
D. Executions of schtasks.exe after the detection

EfE: C

M #109
The Process Activity View provides a rows-and-colunms style view of the events generated in a detection.

‘Why might this be helpful?

e A The Process Activity View only creates a summary of Dynamic Link Libraries (DLLs) loaded by a process

¢ B. The Process Activity View creates a consolidated view of all detection events for that process that can be exported for
further analysis

e C. The Process Activity View will show the Detection time of the earliest recorded activity which might indicate first affected
machine

¢ D. The Process Activity View creates a count of event types only, which can be useful when scoping the event

IEf#: B

HM #110
Which of the following statements about the 'Detection Activity' report is FALSE?

A. Tt provides a summary of all alerts over a selected time period.

B. Clicking on a ProcessID value within the report pivots to a pre-populated Event Search.
C. The report can be exported to a CSV file.

D. It can be filtered by host name or severity.

IEf#: B

B #111
What are Event Actions?

A. Raw Falcon event data

B. Pivotable hyperlinks available in a Host Search

C. Customevent data queries bookmarked by the currently signed in Falcon user

D. Automated searches that can be used to pivot between related events and searches

F
R

: D

HA #112
Which of the following statements about the "Hash Search' (Single Search) is TRUE?
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A. Tt identifies the geographical location of the file's creator.

B. It is primarily used to isolate a host from the network.

C. The 'Hash Written History' section is only available for SHA256 hashes.
D. It can search for both files and registry keys simultaneously.

Ef: C
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