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HM #16
Which audit activity related to ISO/IEC 27001 may be carried out by a practitioner?

e A. Conduct an audit of a Certification Body

e B. Conduct a surveillance audit of their own area of the organization
e (. Conduct an internal audit of the organization

e D. Conduct an audit of an Accredited Training Organization

EfE: C

R

ISO/IEC 27001 requires internal audits and sets out how they must be conducted: "The organization shall conduct internal audits at
planned intervals..." (9.2.1) and "plan, establish, implement and maintain an audit programme(s)... [and] select auditors and conduct
audits that ensure objectivity and the impartiality of the audit process" (9.2.2). These extracts confirm that practitioners (internal to
the organization) can conduct internal audits provided objectivity and impartiality are ensured (e.g,, they do not audit their own
work). Surveillance audits (option A) and audits of Accredited Training Organizations or Certification Bodies (options C, D) are
third-party activities outside the remit of an internal practitioner under ISO/IEC 27001; the standard's audit requirement is focused
on the organization's own internal audit programme. Therefore, conducting an internal audit (B) is the correct practitioner activity per
Clause 9.2.

HE#17
‘What international standard provides guidance on the integration of ISO/IEC 27001 and the IT Service Management standard?

A. ISO/IEC 20000-1
B. ISO/IEC 27013
C. ISO/IEC 27002
D. None ofthe above
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Comprehensive and Detailed Explanation From Exact Extract ISO/IEC 27013 standards:

ISO/IEC 27013 is titled:

"Information technology - Security techniques - Guidance on the integrated implementation of ISO

/IEC 27001 and ISO/IEC 20000-1."

This standard provides organizations with specific advice on how to integrate an Information Security Management System (ISMS)
with an IT Service Management System (ITSMS). ISO/IEC 20000-1 is the IT Service Management requirements standard, but
integration guidance is provided in 27013. ISO/IEC 27002 (A) is guidance for controls, not integration. Option D is incorrect since
ISO/IEC 27013 explicitly exists for this purpose.

Therefore, the correct verified answer isB: ISO/IEC 27013.

HM #18

Identify the missing word(s) in the following control relating to the Policies for information security control.

"Information security policy and topic-specific policies should be defined, approved by management, [ ? | and acknowledged by
relevant personnel and relevant interested parties, and reviewed at planned intervals and if significant changes occur."”

A. communicated to

B. established and maintained
C. published

D. published, commumicated to

Ef#: D
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Comprehensive and Detailed Explanation From Exact Extract ISO/IEC 27002:2022 standards:

Annex A.5.1 (Policies for information security) states:

"Information security policy and topic-specific policies should be defined, approved by management, published, communicated to
and acknowledged by relevant personnel and relevant interested parties, and reviewed at planned intervals and if significant changes
occur." This confirms that the missing words are"published, commumnicated to."The control emphasizes not just defining and
approving policies but ensuring they are actively distributed and communicated so that relevant stakeholders are aware of and
acknowledge them. Options A, B, and D are partial but inconplete.

Thus, the correct answer isC.

R #19
What activity is done first when preparing for an initial certification audit?

A. Provide evidence that nonconformities from an internal audit have been actioned
B. Provide records to the Certification Body auditor for the Stage 2 audit

C. Provide documents to the Certification Body auditor for the Stage 1 audit

D. Agree the scope of the ISMS with the Certification Body auditor

1IEf#: D
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Comprehensive and Detailed Explanation From Exact Extract ISO/IEC 27001:2022 standards and certification guidance:

Before a certification audit can begin, thescope of the ISMSmust be clearly defined and agreed with the Certification Body.
ISO/IEC 27001 Clause 4.3 requires: "The scope shall be available as documented nformation." Certification Bodies require this
scope statement to plan audit duration, resources, and coverage. Only after the scope is agreed does the Stage 1 audit begin, which
reviews documented information and readiness. Stage

2 focuses on implementation and effectiveness. Evidence of corrective actions (C) is checked at Stage 2 if issues were identified
earlier. Records provision (D) occurs during Stage 2, not first.

Thus, the first step in preparing for certification isA: Agreeing the scope of the ISMS with the Certification Body auditor.

B #20
‘Which statement describes Annex A of ISO/IEC 27001?



A. Defines a mandatory list of controls that shall be implemented

B. Provides a reference list of information security controls and their requirements
C. Defines the criteria for accepting risks

D. Provides measures to determine risk treatment effectiveness

IEf#: B
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Annex A of ISO/IEC 27001:2022 is titled:

"Reference control objectives and controls." It provides areference list of information security controls, structured into 4 themes:
organizational, people, physical, and technological.

The standard explicitly states in Clause 6.1.3: "Organizations can design controls as required or identify them from any source.
Annex A contains a list of possible information security controls." This means controls in Annex A are not mandatory (elimmnating
option C). Risk acceptance criteria (A) are defined in Clause 6.1.2, not Annex A. Annex A also does not provide measures for
treatment effectiveness (D).

Thus, Annex A is best described as areference list of information security controls. Correct answer:B.
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