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HA #122

A company implements a data mesh that has a central governance account. The company needs to catalog all data in the governance
account. The governance account uses AWS Lake Formation to centrally share data and grant access permissions.

The company has created a new data product that includes a group of Amazon Redshift Serverless tables. A data engneer needs to

share the data product with a marketing team. The marketing team must have access to only a subset of columns. The data engineer

needs to share the same data product with a compliance team.

The compliance team must have access to a different subset of columns than the marketing team needs access to.

‘Which combination of steps should the data engineer take to meet these requirements? (Select TWO.)
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A. Share the Amazon Redshift data share to the Amazon Redshift Serverless workgroup in the marketing tean's account.

B. Create views of the tables that need to be shared. Include only the required columns.

C. Share the Amazon Redshift data share to the Lake Formation catalog in the governance account.

D. Create an Amazon Redshift data than that includes the tables that need to be shared.

E. Create an Amazon Redshift managed VPC endpoint in the marketing team's account. Grant the marketing team access to
the views.

Eﬁ: A\ B

RN -

The company is using a data mesh architecture with AWS Lake Formation for governance and needs to share specific subsets of
data with different teams (marketing and compliance) using Amazon Redshift Serverless.

* Option A: Create views of the tables that need to be shared. Include only the required columns.

Creating views in Amazon Redshift that include only the necessary columns allows for fine-grained access control. This method
ensures that each team has access to only the data they are authorized to view.

* Option E: Share the Amazon Redshift data share to the Amazon Redshift Serverless workgroup in the marketing team's

account. Amazon Redshift data sharing enables live access to data across Redshift clusters or Serverless workgroups. By sharing
data with specific workgroups, you can ensure that the marketing team and compliance team each access the relevant subset of data
based on the views created.

* Option B (creating a Redshift data share) is close but does not address the fine-grained colunmn-level access.

* Option C (creating a managed VPC endpoint) is unnecessary for sharing data with specific teans.

* Option D (sharing with the Lake Formation catalog) is incorrect because Redshift data shares do not integrate directly with Lake
Formation catalogs; they are specific to Redshift workgroups.

References:

* Amazon Redshift Data Sharing

* AWS Lake Formation Documentation
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A company stores daily records of the financial performance of mvestment portfolios in .csv format in an Amazon S3 bucket. A data
engineer uses AWS Glue crawlers to crawl the S3 data.

The data engineer must make the S3 data accessible daily in the AWS Glue Data Catalog,

Which solution will meet these requirements?

e A Create an IAM role that includes the AmazonS3FullAccess policy. Associate the role with the crawler.
Specify the S3 bucket path of the source data as the crawler's data store. Create a daily schedule to run the crawler.
Configure the output destination to a new path in the existing S3 bucket.

¢ B. Create an IAM role that includes the AWSGlueServiceRole policy. Associate the role with the crawler.
Specify the S3 bucket path of the source data as the crawler's data store. Allocate data processing units (DPUs) to run the
crawler every day. Configure the output destination to a new path in the existing S3 bucket.

e C. Create an IAM role that includes the AmazonS3FullAccess policy. Associate the role with the crawler.
Specify the S3 bucket path of the source data as the crawler's data store. Allocate data processing units (DPUs) to run the
crawler every day. Specify a database name for the output.

e D. Create an IAM role that includes the AWSGlueServiceRole policy. Associate the role with the crawler.
Specify the S3 bucket path of the source data as the crawler's data store. Create a daily schedule to run the crawler. Specify
a database name for the output.

IEfE: D
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To make the S3 data accessible daily in the AWS Glue Data Catalog, the data engineer needs to create a crawler that can crawl the
S3 data and write the metadata to the Data Catalog. The crawler also needs to run on a daily schedule to keep the Data Catalog
updated with the latest data. Therefore, the solution must include the following steps:

* Create an JAM role that has the necessary permissions to access the S3 data and the Data Catalog. The AWSGlueServiceRole
policy is a managed policy that grants these permissions].

* Associate the role with the crawler.

* Specify the S3 bucket path of the source data as the crawler's data store. The crawler will scan the data and infer the schema and
format2.

* Create a daily schedule to run the crawler. The crawler will run at the specified time every day and update the Data Catalog with
any changes in the data3.

* Specify a database name for the output. The crawler will create or update a table in the Data Catalog under the specified



database. The table will contain the metadata about the data in the S3 bucket, such as the location, schema, and classification.
Option B is the only solution that includes all these steps. Therefore, option B is the correct answer.

Option A is incorrect because it configures the output destination to a new path in the existing S3 bucket. This is unnecessary and
may cause confusion, as the crawler does not write any data to the S3 bucket, only metadata to the Data Catalog.

Option C is incorrect because it allocates data processing units (DPUs) to run the crawler every day. This is also unnecessary, as
DPUs are only used for AWS Glue ETL jobs, not crawlers.

Option D is incorrect because it combines the errors of option A and C. It configures the output destination to a new path in the
existing S3 bucket and allocates DPUs to run the crawler every day, both of which are irrelevant for the crawler.

References:

*1: AWS managed (predefined) policies for AWS Glue - AWS Glue

* 2: Data Catalog and crawlers in AWS Glue - AWS Glue

* 3: Scheduling an AWS Glue crawler - AWS Glue

* [4]: Parameters set on Data Catalog tables by crawler - AWS Glue

*[5]: AWS Glue pricing - Amazon Web Services (AWS)
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A company has a frontend React]JS website that uses Amazon API Gateway to invoke REST APIs. The APIs perform the
functionality of the website. A data engineer needs to write a Python script that can be occasionally invoked through API Gateway.
The code must return results to API Gateway.

Which solution will meet these requirerments with the LEAST operational overhead?

e A Create an AWS Lambda fimction. Ensure that the fimction is warm byscheduling an Amazon EventBridge rule to nvoke
the Lambda finction every 5 minutes by usingmock events.

¢ B. Deploy a custom Python script on an Amazon Elastic Container Service (Amazon ECS) cluster.

¢ C. Create an AWS Lambda Python function with provisioned concurrency.

¢ D. Deploy a custom Python script that can integrate with API Gateway on Amazon Elastic Kubernetes Service (Amazon
EKS).

Ef#: C

A :

AWS Lambda is a serverless compute service that lets you run code without provisioning or managing servers.

You can use Lambda to create functions that perform custom logic and integrate with other AWS services, such as API Gateway.
Lambda automatically scales your application by running code in response to each trigger. You pay only for the compute time you
consuel.

Amazon ECS is a fully managed container orchestration service that allows you to run and scale containerized applications on AWS.
You can use ECS to deploy, manage, and scale Docker containers using either Amazon EC2 instances or AWS Fargate, a
serverless compute engine for containers2.

Amazon EKS is a fully managed Kubernetes service that allows you to run Kubernetes clusters on AWS without needing to install,
operate, or maintain your own Kubernetes control plane. You can use EKS to deploy, manage, and scale containerized applications
using Kubernetes on AWS3.

The solution that meets the requirements with the least operational overhead is to create an AWS Lambda Python function with
provisioned concurrency. This solution has the following advantages:

It does not require you to provision, manage, or scale any servers or clusters, as Lambda handles all the infrastructure for you. This
reduces the operational complexity and cost of running your code.

It allows you to write your Python script as a Lambda function and integrate it with API Gateway using a simple configuration. API
Gateway can invoke your Lambda function synchronously or asynchronously, and return the results to the frontend website.

It ensures that your Lambda finction is ready to respond to API requests without any cold start delays, by using provisioned
concurrency. Provisioned concurrency is a feature that keeps your fimction initialized and hyper-ready to respond in double-digit
milliseconds. You can specify the number of concurrent executions that you want to provision for your finction.

Option A is incorrect because it requires you to deploy a custom Python script on an Amazon ECS cluster.

This solution has the following disadvantages:

It requires you to provision, manage, and scale your own ECS cluster, either using EC2 instances or Fargate. This increases the
operational conplexity and cost of running your code.

It requires you to package your Python script as a Docker container image and store it in a container registry, such as Amazon ECR
or Docker Hub. This adds an extra step to your deployment process.

It requires you to configure your ECS cluster to integrate with API Gateway, either using an Application Load Balancer or a
Network Load Balancer. This adds another layer of complexity to your architecture.

Option C is incorrect because it requires you to deploy a custom Python script that can integrate with API Gateway on Amazon
EKS. This solution has the following disadvantages:



It requires you to provision, manage, and scale your own EKS cluster, either using EC2 instances or Fargate. This increases the
operational complexity and cost of running your code.

It requires you to package your Python script as a Docker container image and store it in a container registry, such as Amazon ECR
or Docker Hub. This adds an extra step to your deployment process.

It requires you to configure your EKS cluster to integrate with API Gateway, either using an Application Load Balancer, a Network
Load Balancer, or a service of type LoadBalancer. This adds another layer of complexity to your architecture.

Option D is incorrect because it requires you to create an AWS Lambda function and ensure that the finction is warm by scheduling
an Amazon EventBridge rule to invoke the Lambda finction every 5 minutes by using mock events. This solution has the following
disadvantages:

It does not guarantee that your Lambda fimction will always be warm, as Lambda may scale down your function if it does not
receive any requests for a long period of time. This may cause cold start delays when your function is invoked by API Gateway.

It incurs unnecessary costs, as you pay for the compute time of your Lambda function every time it is invoked by the EventBridge
rule, even if it does not perform any useful work 1.

References:

1: AWS Lammbda - Features

2: Amazon Elastic Container Service - Features

3: Amazon Elastic Kubernetes Service - Features

[4]: Building API Gateway REST API with Lambda integration - Amazon API Gateway

[5]: Improving latency with Provisioned Concurrency - AWS Lambda

Integrating Amazon ECS with Amazon API Gateway - Amazon Elastic Container Service

Integrating Amazon EKS with Amazon API Gateway - Amazon Elastic Kubernetes Service

1:
JE
1:
[8]: Managing concurrency for a Lambda fimction - AWS Lambda
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A company needs to set up a data catalog and metadata management for data sources that run in the AWS Cloud. The company
will use the data catalog to maintain the metadata of all the objects that are in a set of data stores. The data stores include structured
sources such as Amazon RDS and Amazon Redshift. The data stores also include semistructured sources such as JSON files and
xml files that are stored in Amazon S3.

The company needs a solution that will update the data catalog on a regular basis. The solution also must detect changes to the
source metadata.

Which solution will meet these requirements with the LEAST operational overhead?

e A Use the AWS Glue Data Catalog as the central metadata repository. Extract the schema for Amazon RDS and Amazon
Redshift sources, and build the Data Catalog. Use AWS Glue crawlers for data that is in Amazon S3 to infer the schema and
to automatically update the Data Catalog,

e B. Use Amazon Aurora as the data catalog. Create AWS Lambda functions that will connect to the data catalog. Configure
the Lambda functions to gather the metadata information from multiple sources and to update the Aurora data catalog,
Schedule the Lambda functions to run periodically.

¢ C. Use Amazon DynamoDB as the data catalog, Create AWS Lambda functions that will connect to the data catalog,
Configure the Lambda functions to gather the metadata information from multiple sources and to update the DynamoDB data
catalog, Schedule the Lambda functions to run periodically.

e D. Use the AWS Glue Data Catalog as the central metadata repository. Use AWS Glue crawlers to connect to multiple data
stores and to update the Data Catalog with metadata changes. Schedule the crawlers to run periodically to update the
metadata catalog,

IEf#: D

AR

This solution will meet the requirements with the least operational overhead because it uses the AWS Glue Data Catalog as the
central metadata reposttory for data sources that run in the AWS Cloud. The AWS Glue Data Catalog is a fully managed service
that provides a unified view of your data assets across AWS and on-premises data sources. It stores the metadata of your data in
tables, partitions, and columns, and enables you to access and query your data using various AWS services, such as Amazon
Athena, Amazon EMR, and Amazon Redshift Spectrum. You can use AWS Glue crawlers to connect to multiple data stores, such
as Amazon RDS, Amazon Redshift, and Amazon S3, and to update the Data Catalog with metadata changes.

AWS Glue crawlers can automatically discover the schema and partition structure of your data, and create or update the
corresponding tables in the Data Catalog. You can schedule the crawlers to run periodically to update the metadata catalog, and
configure them to detect changes to the source metadata, such as new columns, tables, or partitions12.

The other options are not optimal for the following reasons:

A: Use Amazon Aurora as the data catalog. Create AWS Lambda functions that will connect to the data catalog. Configure the
Lambda finctions to gather the metadata information from multiple sources and to update the Aurora data catalog. Schedule the



Lambda fimctions to run periodically. This option is not recommended, as it would require more operational overhead to create and
manage an Amazon Aurora database as the data catalog, and to write and maintain AWS Lambda finctions to gather and update
the metadata information from multiple sources. Moreover, this option would not leverage the benefits of the AWS Glue Data
Catalog, such as data cataloging, data transformation, and data governance.

C: Use Amazon DynamoDB as the data catalog. Create AWS Lambda finctions that will connect to the data catalog. Configure the
Lambda functions to gather the metadata information from multiple sources and to update the DynamoDB data catalog. Schedule the
Lambda fimctions to run periodically. This option is also not recommended, as it would require more operational overhead to create
and manage an Amazon DynamoDB table as the data catalog, and to write and maintain AWS Lambda finctions to gather and
update the metadata information from multiple sources. Moreover, this option would not leverage the benefits of the AWS Glue
Data Catalog, such as data cataloging, data transformation, and data governance.

D: Use the AWS Glue Data Catalog as the central metadata repository. Extract the schema for Amazon RDS and Amazon Redshift
sources, and build the Data Catalog. Use AWS Glue crawlers for data that is in Amazon S3 to infer the schema and to automatically
update the Data Catalog. This option is not optimal, as it would require more manual effort to extract the schema for Amazon RDS
and Amazon Redshift sources, and to build the Data Catalog. This option would not take advantage of the AWS Glue crawlers'
ability to automatically discover the schema and partition structure of your data from various data sources, and to create or update
the corresponding tables in the Data Catalog,

References:

1: AWS Glue Data Catalog

2: AWS Glue Crawlers

3: Amazon Aurora

4: AWS Lambda

5: Amazon DynamoDB
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A company plans to use Amazon Kinesis Data Firehose to store data in Amazon S3. The source data consists of 2 MB csv files.
The company nust convert the .csv files to JSON format. The company must store the files in Apache Parquet format.

‘Which solution will meet these requirements with the LEAST development effort?

e A Use Kinesis Data Firehose to invoke an AWS Lambda finction that transforns the .csv files to JSON. Use Kinesis Data
Firehose to store the files in Parquet format.

¢ B. Use Kinesis Data Firehose to invoke an AWS Lambda function that transforns the .csv files to JSON and stores the files
in Parquet format.

e C. Use Kinesis Data Firehose to convert the csv files to JSON. Use an AWS Lambda finction to store the files in Parquet
format.

e D. Use Kinesis Data Firehose to convert the csv files to JSON and to store the files in Parquet format.

IEf#: D

fiR .-

The company wants to use Amazon Kinesis Data Firehose to transform CSV files into JSON format and store the files in Apache
Parquet format with the least development effort.

Option B: Use Kinesis Data Firehose to convert the CSV files to JSON and to store the files in Parquet format.

Kinesis Data Firehose supports data format conversion natively, including converting incoming CSV data to JSON format and
storing the resulting files in Parquet format in Amazon S3. This solution requires the least development effort because it uses built-in
transformation features of Kinesis Data Firehose.

Other options (A, C, D) nvolve invoking AWS Lambda finctions, which would introduce additional complexity and development
effort compared to Kinesis Data Firehose's native format conversion capabilities.

Reference:

Amazon Kinesis Data Firehose Documentation
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