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R #234
What is known as the interface used to connect with the metastructure and configure the cloud environment?

A. Management plane

B. Cloud dashboard

C. Identity and Access Management
D. Single sign-on

E. Administrative access

IEf#: A

HR #235
What is the primary objective of posture management in a cloud environment?

A. Automating incident response procedures
B. Optimizing cloud cost efficiency

C. Continuous monitoring of configurations
D. Managing user access pernmissions

IEfE: C
R -

The primary objective of posture management in a cloud environment is to ensure that cloud configurations are continuously
monitored to ensure compliance with security policies, best practices, and regulatory requirements. Posture management involves
assessing and maintaining the security posture by identifying misconfigurations, vulnerabilities, or non-compliant resources, and
ensuring that the cloud environment remains secure and aligned with organizational policies.

Automating incident response procedures is important but is not the primary focus of posture management, which focuses more on
proactive configuration and security monitoring. Optimizing cloud cost efficiency is a key concern in cloud management, but it is not
the main focus of posture management, which deals with security and compliance. Managing user access permissions is related to
Identity and Access Management (IAM), which is a separate aspect of cloud security from posture management.

H A #236

John's Laptop was stolen. He had saved all his passwords in a text file stored in his laptop. Adversary used the passwords from the
text file and gained access to company's network and sensitive databases, of which John was the data base administrator. It resulted
in theft of thousands of customer information. This incident could have been prevented by?

¢ A. Web Application Firewall

¢ B. Monitoring through SIEM device

¢ C. Data Loss Prevention Implementation
¢ D. Using multi-factor authentication

Ef#: D

R -
Use of muiltifactor authentication would have prevented adversary from logging in to the system. Other mechanisis would not help
as they will see traffic coming from legimitate user.

H #237
What is the most significant security difference between traditional infrastructure and cloud computing?

A. Management plane

B. Intrusion detection options

C. Network access points

D. Secondary authentication factors



¢ E. Mobile security configuration options
EE: A

H I #238
‘What is the characteristic that allows the cloud provider to meet various demands from customers while remaining financially viable?

A. Resource pooling

B. Measured service

C. Broad network access
D. Rapid elasticit

Ef#: A

A -
Resource pooling is characteristic that allows the cloud provider to meet various demands from customers while remaining financially
viable.
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