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PR #209
Which of the following vulnerabilities is MOST effectively mitigated by enforcing multi-factor authentication to obtain access to
personal information?

e A. End users forgetting their passwords

e B. Organizations using weak encryption to transmit data
e (. Vulnerabilities existing in authentication pages

e D. End users using weak passwords
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R #210
‘Which of the following should be the FIRST consideration when selecting a data sanitization method?


https://drive.google.com/open?id=1hPuIajnatXEhJIZOPvW0UcU0MnTyvkcQ
https://tw.fast2test.com/CDPSE-practice-test.html
https://www.pdfexamdumps.com/CDPSE_valid-braindumps.html
https://www.kaoguti.com/CDPSE_exam-pdf.html
https://www.newdumpspdf.com/CDPSE-practice-test.html

A. Risk tolerance

B. Implementation cost
C. Industry standards
D. Storage type
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The first consideration when selecting a data sanitization method is the type of storage device that holds the data to be sanitized.
Different types of storage devices have different characteristics and limitations that affect the effectiveness and feasibility of data
sanitization methods. For example, magnetic media, such as hard disk drives (HDDs), can be sanitized by data degaussing, which is
wiping data permanently by weakening the magnetic field1. However, data degaussing is not applicable to devices that use solid
state drive (SSD) technology, since SSDs do not store data magnetically2. Therefore, the storage type determines which data
sanitization methods are suitable and available for the data disposal process.

Reference:

ISACA, Why (and How to) Dispose of Digital Data, Data Degaussing]l

ISACA, Best Practices for Data Hygiene, Data Hygiene Practices3

TechReset, Data Sanitization and Methods, Cryptographic Erasure2

Imperva, What is Data Sanitization?4

R #211
Which of the following should an organization do FIRST to ensure it can respond to all data subject access requests in a timely
manner?

A. Invest in a platform to autormate data review
B. Create a policy for handling access request
C. Confirm what is required for disclosure.

D. Understand the data in its possession.
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Explanation

Before an organization can respond to data subject access requests (DSARs), it needs to have a clear understanding of the data in
its possession, such as what types of personal data are collected, where they are stored, how they are processed, who has access to
them, and how long they are retained. This will help the organization to locate and retrieve the relevant data for each DSAR, and to
ensure that the data are accurate, complete and up to date. Understanding the data in its possession will also help the organization to
comply with other data protection principles and obligations, such as data minimization, purpose limitation, security and
accountability.

The other options are less important or irrelevant to do first. Investing in a platform to automate data review may help to speed up
the response process, but it does not guarantee that the organization has identified all the data sources and categories that are subject
to DSARs. Confirming what is required for disclosure is also important, but it depends on the specific request and the applicable law
or regulation. Creating a policy for handling access requests is a good practice, but it should be based on a thorough understanding
of'the data in its possession.

References:

Practical Data Security and Privacy for GDPR and CCPA - ISACA, section 2: "It is important to understand what personal
mformation is collected and processed by an organization." Introduction to Data Subject Access Requests - Everlaw, section 3: "The
first step in responding to a DSAR is identifying where the relevant personal data reside within your organization." Guidelines
01/2022 on data subject rights - Right of access Version 1, section 2.1: "The controller should have a clear overview of all
processing activities involving personal data."
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‘When using anonymization techniques to prevent unauthorized access to personal data, which of the following is the MOST
important consideration to ensure the data is adequately protected?

A. The data must be protected by multi-factor authentication.

B. The key must be a combination of alpha and numeric characters.

C. The key must be kept separate and distinct from the data it protects.

D. The data must be stored in locations protected by data loss prevention (DLP) technology.
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Explanation

Anonymization is a technique that removes or modifies personal data in such a way that it can no longer be attributed to a specific
data subject. Anonymization can be achieved by various methods, such as encryption, pseudonymization, aggregation,
generalization, etc. When using anonymization techniques to prevent unauthorized access to personal data, the most important
consideration to ensure the data is adequately protected is that the key must be kept separate and distinct from the data it protects.
The key is a piece of information that is used to reverse the anonymization process and restore the original personal data. The key
nmust be stored and managed in a secure location that is different from where the anonymized data is stored and processed. This
way, even if the anonymized data is compromised, the key cannot be accessed or used to re-identify the data subjects. References: :
CDPSE Review Manual (Digital Version), page 29

8 #213
Of'the following, who should be PRIMARILY accountable for creating an organization's privacy management strategy?

A. Information security steering committee
B. Privacy steering committee

C. Chief data officer (CDO)

D. Chief privacy officer (CPO)
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Explanation

Some organizations, typically those that manage large amounts of personal information related to employees, customers, or
constituents, will employ a chief privacy officer (CPO). Some organizations have a CPO because applicable regulations such as the
Gramm Leach-Bliley Act (GLBA) require it. Other regulations such as the Health Information Portability and Accountability Act
(HIPAA), the Fair Credit Reporting Act (FCRA), and the GLBA place a slate of responsibilities upon an organization that compels
them to hire an executive responsible for overseeing compliance.

The chief privacy officer (CPO) is the senior executive who is responsible for establishing and maintaining the organization's privacy
vision, strategy, and program. The CPO oversees the development and implementation of privacy policies, procedures, standards,
and controls, and ensures that they align with the organization's business objectives and legal obligations. The CPO also leads the
privacy governance structure, such as the privacy steering committee, and coordinates with other stakeholders, such as the chief data
officer (CDO), the information security steering committee, and the legal counsel, to ensure that privacy is integrated into all aspects
of the organization's operations. References: : CDPSE Review Manual (Digital Version), page 21
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