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R #79
Which two zone types are valid when configuring a new security zone? (Choose two.)

A. Virtual Wire
B. Intrazone

C. Tunnel

D. Internal
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‘When configuring a new security zone on a Palo Alto Networks firewall, the two valid zone types are:

Tunnel: A Tunnel zone is used for traffic that is associated with a VPN tunnel, such as IPSec tunnels. Traffic passing through a tunnel
mterface is classified into this zone.

Virtual Wire: A Virtual Wire zone is used when a firewall operates in transparent mode (also known as Layer

2 mode). In this configuration, the firewall can inspect traffic without modifying the IP address structure of the network.

ER #80
An organization requires a single security platform that integrates firewalling, VPN, intrusion prevention, and malware protection to

simplify operations.
‘Which security concept BEST describes this approach?

¢ A Defense in depth

¢ B. Unified Threat Management / NGFW
¢ (. Network micro-segmentation

e D. Zero Trust Architecture

E&: B
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NGFWs and UTM platforms combine multiple security functions into a single device, reducing complexity and improving
manageability.

HM #81

A security engineer creates a policy allowing only members of the Finance?
Active Directory group to access a cloud-based accounting application.
Which NGFW capability makes this policy possible?

e A. NAT policy

¢ B. User-1D / identity integration

¢ C. Dynamic routing protocols

¢ D. High availability clustering
Ef#: B

fERL:
User-1D integration maps [P addresses to authenticated users or groups, allowing identity-based security policies.
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P #82
Which two actions in the IKE Gateways will allow implementation of post-quantum cryptography when building VPNs between
multiple Palo Alto Networks NGFWs? (Choose two.)

e A Select IKE v2, enable the Advanced Options - PQ KEM, then create an IKE Crypto Profile with Advanced Options
adding one or more "Rounds."

¢ B. Ensure Authentication is set to "certificate," then import a post-quantum derived certificate.

e C. Select IKE v2 Preferred, enable the Advanced Options - PQ KEM, then add one or more
"Rounds."

e D. Select IKE v2, enable the Advanced Options - PQ PPK, then set a 64+ character string for the post-quantum pre shared
key.

.EE%: A\ C
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To implement post-quantum cryptography (PQC) in VPN between Palo Alto Networks NGFWs, you would enable the PQ KEM
(Post-Quantum Key Encapsulation Mechanism) in the IKE gateway configuration. This enables the firewall to use quantum-resistant
encryption for key exchange, which is an essential part of securing commumications against the potential future threats posed by
quantum computing,

By selecting IKE v2 Preferred and enabling the PQ KEM option under Advanced Options, you can add specific Rounds for the
post-quantum cryptography process, which will help in implementing quantum-resistant key exchange methods.

This option similarly selects IKE v2 and enables PQ KEM while also creating a dedicated IKE Crypto Profile with the necessary
Rounds configured for post-quantum cryptography.

HH #83
‘Which configuration in the LACP tab will enable pre-negotiation for an Aggregate Ethernet (AE) nterface on a Palo Alto Networks
high availability (HA) active/passive pair?

e A Set passive link state to "Auto."

e B. Set LACP mode to "Active."

e C. Set "Enable in HA Passive State."
e D. Set Transmission Rate to "fast."

IEf#: B
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On a Palo Alto Networks firewall, LACP pre-negotiation means the interface actively sends LACP packets to negotiate the
aggregate link instead of waiting for the peer.

LACP mode = Active — The device initiates LACP negotiations by sending LACP PDUs.

LACP mode = Passive — The device waits for the peer to initiate, so no pre-negotiation occurs.
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