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M #88
Which architecture deliverable identifies the organization's tolerance to security issues and how the organization plans to react if a
security issue occurs?

A. Risk Mitigation Plan

B. Business Requirements

C. Policy Compliance Analysis
D. Threat Modeling Artifacts

Ef#: A

HM #89

The product team has been tasked with updating the user interface (UI). They will change the layout and also add restrictions to field
lengths and what data will be accepted.

Which secure coding practice is this?

A. Input validation
B. Data protection
C. Commumication security
D. Access control

Ef: A

A :
Comprehensive and Detailed Explanation From Exact Extract:
This is an example of Input validation, which involves ensuring all user inputs conformto expected formats, lengths, and content
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before processing. Restricting field lengths and validating accepted data types prevents injection attacks, buffer overflows, and
improper data handling. Access control (B) restricts user permissions, communication security (C) protects data in transit, and data
protection (D) focuses on confidentiality and integrity of stored data. OWASP Secure Coding Practices and Microsoft SDL
emphasize rigorous input validation as a first line of defense against many vulnerabilities.

References:

OWASP Secure Coding Practices - Input Validation

Microsoft SDL Secure Coding Guidelines

NIST SP 800-53: Security and Privacy Controls for Information Systems

HMA #90

The software security group is conducting a maturity assessment using the Building Security in Maturity Model (BSIMM). They are
currently focused on reviewing attack models created during recently completed initiatives.

‘Which BSIMM domain is being assessed?

A. Intelligence

B. Software security development life cycle (SSDL) touchpoints
C. Deployment

D. Governance

EfE: A

A -

The Intelligence domain in the Building Security in Maturity Model (BSIMM) focuses on gathering and using information about
software security. This includes understanding the types of attacks that are possible against the software being developed, which is
why reviewing attack models falls under this domain. The BSIMM domain of Intelligence involves creating models of potential
attacks on software (attack models), analyzing actual attacks that have occurred (attack intelligence), and sharing this information to
improve security measures. By reviewing attack models, the software security group is essentially assessing the organization's ability
to anticipate and understand potential security threats, which is a key aspect of the Intelligence domain.

References: The references used to verify this answer include the official BSIMM documentation and related resources that describe
the various domains and their activities within the BSIMM framework12345.

H #91

Using a web-based common vulnerabilityscoringsystem (CVSS) calculator, a security response team member performed an
assessment on a reported vulnerability in the company's clains intake component. The base score of the vulnerability was 3.5 and
changed to 5.9 after adjusting temporal andenvironmental metrics.

Which rating would CVSS assign this vulnerability?

A. High severity

B. Critical severity
C. Medum severity
D. Low severity

IEf#: A

AR :

The Common Vulnerability Scoring System (CVSS) uses the following ranges to determine the severity rating of a vulnerability:
*0.1 - 3.9: Low severity

*4.0 - 6.9: Medium severity

*7.0 - 8.9: High severity

*9.0 - 10.0: Critical severity

Since the adjusted score for the vulnerability is 5.9, it falls within theHigh severityrange.

References:

* CVSS v3.1 Specification Document - FIRST: https://www.first.org/cvss/specification-document

* National Vulnerability Database (NVD) - NIST: https://nvd.nist.gov/vuln-metrics/cvss

HR #92

Which secure software design principle assumes attackers have the source code and specifications of the product?



H
B

A. Total Mediation

B. Open Design

C. Separation of Privileges

D. Psychological Acceptability

: B
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