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in cloud computing or for individuals who work with AWS Cloud services.

Amazon AWS Certified Cloud Practitioner Sample Questions (Q116-Q121):
NEW QUESTION # 116 
Which AWS service helps identify malicious or unauthorized activities in AWS accounts and workloads?

A. AWS Trusted Advisor
B. Amazon GuardDuty
C. Amazon CloudWatch
D. Amazon Rekognition

Answer: B

NEW QUESTION # 117 
A company is moving an on-premises data center to the AWS Cloud. The company must migrate 50 petabytes of file storage data
to AWS with the least possible operational overhead.
Which AWS service or resource should the company use to meet these requirements?

A. AWS Database Migration Service (AWS DMS)
B. AWS Data Exchange
C. AWS Snowball Edge
D. AWS Snowmobile

Answer: D

Explanation:
The AWS service that the company should use to meet these requirements is A. AWS Snowmobile.
AWS Snowmobile is a service that allows you to migrate large amounts of data to AWS using a 45-foot long ruggedized shipping
container that can store up to 100 petabytes of data. AWS Snowmobile is designed for situations where you need to move massive
amounts of data to the cloud in a fast, secure, and cost-effective way. AWS Snowmobile has the least possible operational overhead
because it eliminates the need to buy, configure, or manage hundreds or thousands of storage devices12.
AWS Snowball Edge is a service that allows you to migrate data to AWS using a physical device that can store up to 80 terabytes
of data and has compute and storage capabilities to run applications on the device.
AWS Snowball Edge is suitable for situations where you have limited or intermittent network connectivity, or where bandwidth costs
are high. However, AWS Snowball Edge has more operational overhead than AWS Snowmobile because you need to request
multiple devices and transfer your data onto them using the client3.
AWS Data Exchange is a service that allows you to find, subscribe to, and use third-party data in the cloud.
AWS Data Exchange is not a data migration service, but rather a data marketplace that enables data providers and data consumers
to exchange data sets securely and efficiently4.
AWS Database Migration Service (AWS DMS) is a service that helps migrate databases to AWS. AWS DMS does not migrate
file storage data, but rather supports various database platforms and engines as sources and targets5.
References:
1: AWS Snowmobile - Move Exabytes of Data to the Cloud in Weeks 2: AWS Snowmobile - Amazon Web Services 3:
Automated Software Vulnerability Management - Amazon Inspector - AWS 4: AWS Data Exchange - Find, subscribe to, and use
third-party data in ... 5: AWS Database Migration Service - Amazon Web Services

NEW QUESTION # 118 
Which architectural principle is used when deploying an Amazon Relational Database Service (Amazon RDS) instance in Multiple
Availability Zone mode?

A. Design for failure.
B. Automate everything that can be automated.
C. Implement loose coupling.
D. Use services, not servers.

Answer: A

Explanation:



Explanation
Amazon RDS Multi-AZ deployments provide enhanced availability and durability for Database (DB) Instances, making them a
natural fit for production database workloads. When you provision a Multi-AZ DB Instance, Amazon RDS automatically creates a
primary DB Instance and synchronously replicates the data to a standby instance in a different Availability Zone (AZ). Each AZ runs
on its own physically distinct, independent infrastructure, and is engineered to be highly reliable. In case of an infrastructure failure,
Amazon RDS performs an automatic failover to the standby (or toa read replica in the case of Amazon Aurora), so that you can
resume database operations as soon as the failover is complete. Since the endpoint for your DB Instance remains the same after a
failover, your application can resume database operation withoutthe need for manual administrative intervention.
Reference: https://aws.amazon.com/rds/details/multi-az/

NEW QUESTION # 119 
Which AWS service or feature can be used to monitor CPU usage?

A. Amazon CloudWatch
B. AWS CloudTrail
C. AWS Config
D. VPC Flow Logs

Answer: A

Explanation:
Explanation
Amazon CloudWatch is a monitoring service for AWS cloud resources and the applications you run on AWS. You can use Amazon
CloudWatch to collect and track metrics, collect and monitor log files, and set alarms.

NEW QUESTION # 120 
A company wants to securely store Amazon RDS database credentials and automatically rotate user passwords periodically.
Which AWS service or capability will meet these requirements?

A. AWS CloudTrail
B. AWS Secrets Manager
C. Amazon S3
D. AWS Systems Manager Parameter Store

Answer: B

Explanation:
AWS Secrets Manager is a service that helps you protect access to your applications, services, and IT resources. This service
enables you to easily rotate, manage, and retrieve database credentials, API keys, and other secrets throughout their lifecycle1.
Amazon S3 is a storage service that does not offer automatic rotation of credentials. AWS Systems Manager Parameter Store is a
service that provides secure, hierarchical storage for configuration data management and secrets management2, but it does not offer
automatic rotation of credentials. AWS CloudTrail is a service that enables governance, compliance, operational auditing, and risk
auditing of your AWS account3, but it does not store or rotate credentials.

NEW QUESTION # 121
......
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