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¢ Validate and Optimize the WLAN: This section of the exam measures the skills of a WLAN Optimization
Specialist and assesses the ability to test, validate, and fine-tune wireless networks post-deployment. Key
tasks include RF validation surveys, performance testing, troubleshooting connectivity and security issues,
Thema 1 and applying appropriate physical or RF adjustments. It also involves client testing and final project
handover, including documentation, knowledge transfer, and meetings to ensure long-term WLAN
success.

¢ Design the WLAN: This section of the exam measures the skills of a WLAN Design Engineer and covers
the process of selecting configurations, architecture types, and wireless components to meet business and
technical requirements. It includes using design software, selecting access points and antennas, and

Thema 2 applying methodologies such as predictive or measured design. Candidates must demonstrate the ability to

produce effective documentation and configure features like QoS, roaming security, and network services

for different types of client devices and applications.

¢ Define Specifications for the WLAN: This section of the exam measures the skills of a Wireless Network
Planner and focuses on gathering business and technical requirements needed for designing wireless LANSs.
It includes understanding user needs, regulatory and safety constraints, and environmental factors.

Thermma 3 Candidates are expected to identify critical elements such as coverage, capacity, security, and device

compatibility, and to analyse existing infrastructure and documentation to ensure a successful design

strategy.

¢ Deploy the WLAN: This section of the exam measures the skills ofa WLAN Implementation Specialist
and mvolves overseeing the deployment phase of wireless networks. It focuses on understanding
deployment procedures for various WLAN architectures, configuring supporting infrastructure, and
verifying proper installation. The section also addresses physical installation checks, documentation
handover, and quality assurance practices during ongoing installations.

Thema 4

CWNP Certified Wireless Design Professional CWDP-305 Priifungsfragen
mit Losungen (Q197-Q202):

197. Frage
When a WLAN controller sends an 802.11 frame to a lightweight AP for transmission on the wireless medium, how does it mark
the frame for 802.11 QoS priority?

A. The WLAN controller does not mark the 802.11 frames with priority values; only the Layer 3 switches can do this.

B. The WLAN controller does not mark the 802.11 frames with priority values; only the Layer 3 routers can do this.

C. The WLAN controller does not mark 802.11 frames with priority values; only the APs can do this.

D. The WLAN controller will place the user priority (UP) value in the QoS Control field of the 802.11 frame header before
passing it to the lightweight AP.

Antwort: D

Begriindung;

Comprehensive and Detailed Explanation:

In a centralized WLAN architecture, the WLAN controller is responsible for managing QoS (Quality of Service) settings. When
sending an 802.11 frame to a lightweight AP, the controller places the User Priority (UP) value in the QoS Control field of the
802.11 frame header. This ensures that the frame is transmitted with the appropriate priority over the wireless medium, maintaining
QoS for applications such as voice and video.

Reference: CWDP-305 Official Study Guide, Chapter on Infrastructure Design

198. Frage

Switches and APs have already been chosen by your customer. All switches support 802.3bz MultiGig interfaces, and APs are
4x4:4 802.11ac wave 2 capable of using dual-5GHz and have one MultiGig interface.

Some cable drops for the APs will run for more than 180.5 feet (or 55 meters). To support MultiGig, what is the best choice of
cabling?



A. Cat-6a
B. Cat-6
C. Cat-5
D. Cat-5e

Antwort: A

Begriindung;

For cable runs exceeding 55 meters (180.5 feet) and to support 802.3bz MultiGig speeds (2.5GBASE-T and

SGBASE-T), it's recommended to use Cat-6a cabling. Cat-6a cables are designed to handle higher frequencies and provide better
performance over longer distances compared to Cat-5e or Cat-6, making them suitable for MultiGig applications.

The CWDP-305 Official Study and Reference Guide highlights the importance of selecting appropriate cabling to support higher
data rates:

"When deploying MultiGig Ethernet, especially for cable lengths exceeding 55 meters, Cat-6a cabling is recommended to ensure
reliable performance and compliance with standards." Reference: CWDP-305 Official Study and Reference Guide, Chapter on
Infrastructure Design

199. Frage

Your custorer is using PSK as their only authentication. They have an industry requirement to move to a stronger solution. Your
recommendation is to move to a certificate-based type of authentication where both the client and server require certificates. Which
EAP type would be the best fit?

A. EAP-TTLS
B. EAP-TLS
C. EAP-FAST
D. PEAP

Antwort: B

Begrindung;

EAP-TLS (Extensible Authentication Protocol - Transport Layer Security) is the most secure EAP type that utilizes certificates for
nmutual authentication between the client and the server.In this method, both the client and the server present certificates to
authenticate each other, eliminating the need for passwords and providing strong security against various attacks.

The CWDP-305 Official Study and Reference Guide emphasizes the importance of using EAP-TLS in environments where strong
security is required:

"EAP-TLS is considered one of the most secure EAP types because it uses certificates for both client and server authentication. It
provides mutual authentication and is widely supported." Therefore, for organizations seeking to enhance their WLAN security by
moving away from PSK and implementing certificate-based authentication, EAP-TLS is the recommended choice.

Reference: CWDP-305 Official Study and Reference Guide, Chapter on Wireless Design Process

200. Frage
After designing a WLAN infrastructure using predictive design software. What's the best way to validate the predictive design in the
physical space before deployment, if time and budget allow for it?

A. Deploy all of the APs as they're shown in the predictive design and perform an active site survey.

B. Use a client device positioned where the APs will be installed and measure the signal from the client device.

C. Perform an AP-on-a-Stick survey using AP locations based upon the predictive design to confirm each AP's placement.
D. Deploy all of the APs as they're shown in the predictive design and performa passive site survey.

Antwort: C

Begriindung;

An AP-on-a-Stick survey is a method of validating a predictive design by placing an AP at each proposed location and measuring
the signal coverage and performance. This allows the designer to verify the accuracy of the predictive design and make any
adjustments if needed. An AP-on-a-Stick survey is more cost-effective and time-efficient than deploying all the APs and performing
a passive or active site survey, which would require installing the APs, cabling, power, and network infrastructure. Using a client
device to measure the signal from the APlocations is not a reliable way of validating the design, as it does not account for the
nterference, noise, and multipath effects that may affect the actual AP performance. References: 1: CWDP Certified Wireless
Design Professional Official Study Guide: Exam PWO0-304, Chapter 5, page 163.



201. Frage
A wireless network with fewer APs at higher power levels to cover a large area is said to be which of the following?
Response:

A. Capacity based

B. Coverage based
C. Destined for failure
D. Ideal for roaming

Antwort: B

202. Frage
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