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R #23
You have muittiple networking clients running on an endpoint and client connectivity is a concern. You are configuring co-existence
with a VPN solution in this scenario, what is recommended to prevent potential routing issues?

e A, Modify the VPN to operate in full tunnel mode at Layer 3. so that the Netskope agent will always see the traffic first.

e B. Configure the VPN to full tunnel traffic and add an SSL Do Not Decrypt policy to the VPN configuration for all Netskope
traffic.

e (. Configure a Network Location with the VPN IP ranges and add it as a Steering Configuration exception.

e D. Configure the VPN to split tunnel traffic by adding the Netskope IP and Google DN'S ranges and set to Exclude in the
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VPN configuration.
EE: A
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To prevent potential routing issues and ensure that the Netskope agent consistently sees the traffic first, it is recommended to modify
the VPN to operate in full tunnel mode at Layer 3.

In full tunnel mode, all traffic from the endpoint is routed through the VPN, including traffic destined for Netskope. This ensures that

the Netskope agent can inspect and apply policies to all traffic, regardless of the destination.

Layer 3 full tunnel mode provides better visibility and control over the traffic flow, reducing the risk of routing conflicts or bypassing

the Netskope inspection. Reference:

The answer is based on general knowledge of VPN configurations and their impact on traffic routing,

HA #24
Your company just had a new Netskope tenant provisioned and you are asked to create a secure tenant configuration. In this

scenario, which two default settings should you change? {Choose two.)

A. Change Safe Search to Disabled

B. Change Untrusted Root Certificate to Block.

C. Change the No SNI setting to Block.

D. Change "Disallow concurrent logins by an Admin" to Enabled.

Ef#: B. D
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For a new Netskope tenant provisioned, to create a secure tenant configuration, you should consider changing the following default
settings:

B . Change Untrusted Root Certificate to Block: This setting will ensure that any traffic coming from an untrusted root certificate is
blocked, which is a critical security measure to prevent man-in-the-middle attacks and other types of cyber threats1.

D . Change "Disallow concurrent logins by an Admin" to Enabled: This setting will prevent multiple concurrent logins by the same
admin account, which is an important security control to mitigate the risk of unauthorized access. If an admin's credentials are
compromised, this setting will help limit the potential damage by ensuring that only one session can be active at a timel.

These changes are part of the recommended security hardening guidelines for Netskope tenants to enhance the overall security
posture of the tenant environment.

H #25

You deployed IPsec tunnels to steer on-premises traffic to Netskope. You are now experiencing problems with an application that
had previously been working, In an attempt to solve the issue, you create a Steering Exception in the Netskope tenant tor that
application: however, the problens are still occurring Which statement is correct in this scenario?

A. Exceptions only work with IP address destinations

B. Steering bypasses for [Psec tunnels nuist be applied at your edge network device.

C. You must create a private application to steer Web application traffic to Netskope over an IPsec tunnel.
D. You must deploy a PAC file to ensure the traffic is bypassed pre-tunnel

EfE: B
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In the scenario where you have deployed IPsec tunnels to steer on-premises traffic to Netskope and are experiencing issues with an
application, the correct statement isC: Steering bypasses for [Psec tunnels must be applied at your edge network device. This means
that to effectively bypass the steering for a specific application, the configuration must be done on the network device that is
establishing the [Psec tunnel, such as a firewall or router. This device controls the traffic before it enters the tunnel, so applying the
bypass there ensures that the application's traffic does not get directed through the tunnel and can reach its destination directly.

The solution is based on standard practices for [Psec tunnel configuration and steering exceptions as described in Netskope's
documentation on traffic steering and IPsec configurationl 2.

HR #26

You are asked to create a Real-time Protection policy to inspect outbound e-mail for DLP violations. You nust prevent sensitive e-



mail fiom leaving the corporate mail relay.
In this scenario, which Real-time Protection policy action must be specified?

A. Block

B. Add SMTP Header
C. Alert

D. Forward to Proxy

M
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R #27
You have enabled CASB traffic steering using the Netskope Client, but have not yet enabled a Real-time Protection policy. What is
the default behavior of the traffic in this scenario?

A. Traffic will be allowed and logged.
B. Traffic will be blocked and logged.
C. Traffic will be allowed, but not logged.
D. Traffic will be blocked, but not logged.

IEf#E: A

R -

In the scenario where CASB traffic steering is enabled using the Netskope Client without a Real-time Protection policy being
activated, the default behavior of the traffic is to allow and log it (B). This means that the traffic will not be blocked; instead, it will be
permitted to pass through and will be recorded for monitoring and analysis purposes. This default setting ensures visibility into the
traffic and user activities without immediately enforcing a block, allowing for a period of observation and policy tuning before
potentially more restrictive actions are takenl.

B #28
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