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NEW QUESTION # 50 
When configuring two-factor authentication (2FA) in FortiAuthenticator, which of the following factors can be used together?

A. Something a user knows and something a user has
B. Something a user is and something a user does
C. Something a user has and something a user does
D. Two biometric factors

Answer: A

NEW QUESTION # 51 
Which statement about captive portal policies is true, assuming a single policy has been defined?

A. Conditions in the policy apply only to wireless users.
B. All conditions in the policy must match before a user is presented with the captive portal.
C. Portal policies apply only to authentication requests coming from unknown RADIUS clients
D. Portal policies can be used only for BYODs.

Answer: B

NEW QUESTION # 52 
How does FortiAuthenticator integrate with Active Directory (AD) to detect logon events?

A. By analyzing AD logs to track user logon activities
B. By creating duplicate user accounts in FortiAuthenticator
C. By requiring users to log in twice for enhanced security
D. By syncing user passwords between FortiAuthenticator and AD

Answer: A

NEW QUESTION # 53 
When you are setting up two FortiAuthenticator devices in active-passive HA, which HA role must you select on the primary
FortiAuthenticator?

A. Load balancing primary
B. Standalone primary
C. Cluster member
D. Active-passive primary

Answer: C

NEW QUESTION # 54 
What are three key features of FortiAuthenticator? (Choose three.)

A. Portal services
B. RSSO server
C. Log server
D. Certificate authority
E. Identity management device

Answer: A,D,E

Explanation:
FortiAuthenticator functions as an identity management device, handling user authentication and authorization.
It provides portal services for user self-registration, guest management, and authentication portals.
It acts as a certificate authority, issuing and managing digital certificates for secure authentication.
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