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update of the knowledge about the 300-710 examreference. We give priority to keeping pace with the times and providing the
advanced views to the clients. We keep a close watch at the most advanced social views about the knowledge of the test 300-710
Certification. Our experts will renovate the test bank with the latest 300-710 exam practice question and compile the latest
knowledge and information into the 300-710 exam questions and answers.

Cisco Securing Networks with Cisco Firepower Sample Questions (Q443-
Q448):

NEW QUESTION # 443

A network engineer must provide redundancy between two Cisco FTD devices. The redundancy configuration must include
autormatic configuration, translation, and connection updates. After the initial configuration of the two appliances, which two steps
nust be taken to proceed with the redundancy configuration? (Choose two.)

A. Configure the standby IP addresses.

B. Disable hellos on the inside interface.

C. Configure the virtual MAC address on the failover link.
D. Configure the failover link with stateful properties.

E. Ensure the high availability license is enabled.

Answer: A,D

NEW QUESTION # 444

An engineer nusst configure an ERSPAN passive mterface on a Cisco Secure IPS by using the Cisco Secure Firewall Management
Center. These configurations have been performed already:

* Configure the passive interface.

* Configure the ERSPAN IP address.

Which two additional settings must be configured to complete the configuration? (Choose two.)

A. Destination MAC
B. Bypass Mode

C. TCP Intercept

D. Source IP

E. Flow ID

Answer: C.E

NEW QUESTION # 445

An engineer must performa packet capture on a Cisco Secure Firewall Threat Defense device to confirm the MAC address of the
host using IP address 192.168.100.100 while troubleshooting an ARP issue. What is the correct tcpdump command syntax to
ensure that the MAC address appears in the packet capture output?

A. -w capture.pcap -s 1518 host 192.168.100.100 ether
B. -ne src 192.168.100.100

C. -nmsrc 192.168.100.100

D. -w capture.pcap -s 1518 host 192.168.100.100 mac

Answer: B

Explanation:

To capture packets on a Cisco Secure Firewall Threat Defense (formerly Firepower Threat Defense) device and ensure that the
MAC address appears in the tcpdump output, you need the following;

- Use the -n option to prevent name resolution (makes output clearer).

- Use the -e option to include the link-layer header in the output, which shows MAC addresses.

- Filter by the source IP address (or host IP).

So, the correct tepdump command should include -ne and a filter for the IP address.

NEW QUESTION # 446
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A network engineer wants to add a third-party threat feed into the Cisco FMC for enhanced threat detection Which action should
be taken to accomplish this goal?

A. Enable Threat Intelligence Director using STIX and TAXII
B. Enable Threat Intelligence Director using REST APIs

C. Enable Rapid Threat Containment using STIX and TAXII
D. Enable Rapid Threat Containment using REST APIs

Answer: A

Explanation:

Reference:

https//www.cisco.com/c/en/us/td/docs/security/firepower/623/configuration/guide/fpme- config- guide-
vo23/cisco_threat intelligence director tid .html

NEW QUESTION # 447
An engineer must build redundancy into the network and traffic must continuously flow if a redundant switch in front of the firewall
goes down. What must be configured to acconmplish this task?

A. redundant mnterfaces on the firewall noncluster mode and switches
B. vPC on the switches to the interface mode on the firewall duster

C. vPC on the switches to the span EtherChannel on the firewall cluster
D. redundant interfaces on the firewall cluster mode and switches

Answer: C

NEW QUESTION # 448
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