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You plan to create a custom Azure Sentinel query that will track anomalous Azure Active Directory (Azure AD) sign-in activity and
present the activity as a time chart aggregated by day.

You need to create a query that will be used to display the time chart.

‘What should you include in the query?

A. extend

B. workspace
C. bin

D. makeset

Answer: C

Explanation:

Grouping results can also be based on a time column, or another continuous value. Simply summarizing by TimeGenerated, though,
would create groups for every single millisecond over the time range, because these are unique values.

To create groups that are based on continuous values, it's best to break the range into manageable units by using bin.

NEW QUESTION # 217

You have a Microsoft 365 ES subscription that uses Microsoft Defender for Endpoint.

You need to create a query that will link the AlertInfo, AlertEvidence, and DeviceLogonEvents tables. The solution must return all
the rows in the tables.

‘Which operator should you use?
e A search*
¢ B. join kind = imner
e (. evaluate hint.remote =
¢ D. union kind = inner
Answer: D
Explanation:

KQL, union operator

Takes two or more tables and returns the rows of all of them

Syntax

[ T| ] union [ UnionParameters ] [kind= mnerjouter] [withsource= ColumnName] [isfuzzy= true|false] Tables Reference:
https//learn.microsoft.comven-us/azure/data-explorer/kusto/query/unionoperator

NEW QUESTION # 218

Your company deploys Azure Sentinel.

You plan to delegate the administration of Azure Sentinel to various groups.

You need to delegate the following tasks:

Create and run playbooks

Create workbooks and analytic rules.

The solution must use the principle of least privilege.

Which role should you assign for each task? To answer, drag the appropriate roles to the correct tasks. Each role may be used
once, more than once, or not at all. You may need to drag the split bar between panes or scroll to view content.

NOTE: Each correct selection is worth one point.

Azure Sentinel Contributor
Azure Sentinel Responder | Create and run playbiooks

Azure Sentinel Reader Create workbooks and analytic rules:

Logic App Contributor

Answer:

Explanation:



\Azure Sentinel Contrtbutor\ o

“m

Azure Sentinel Responder| Create and run playbiookKs: Logic App Contributor

Azure Sentinel Reader Create workbooks and analytic rules:

Logic App Contributor

Reference:
httpsz/docs.microsoft.com/en-us/azure/sentinel/roles

NEW QUESTION # 219
The issue for which team can be resolved by using Microsoft Defender for Endpoint?

e A. executive
e B.sales
e C. marketing

Answer: B

Explanation:

Section: [none]

Explanation/Reference:
httpsz//docs.microsoft.com/en-us/windows/security/threat-protection/microsoft-defender-atp/microsoft-defender-atp-ios

Case study

This is a case study. Case studies are not timed separately. You can use as much exam time as you would like to complete each
case. However, there may be additional case studies and sections on this exam.

You must manage your time to ensure that you are able to complete all questions included on this exam in the time provided.

To answer the questions included in a case study, you will need to reference information that is provided in the case study. Case
studies might contain exhibits and other resources that provide more information about the scenario that is described in the case
study. Each question is independent of the other questions in this case study.

At the end of this case study, a review screen will appear. This screen allows you to review your answers and to make changes
before you move to the next section of the exam. After you begin a new section, you cannot return to this section.

To start the case study

To display the first question in this case study, click the Next button. Use the buttons in the left pane to explore the content of the
case study before you answer the questions. Clicking these buttons displays information such as business requirements, existing
environment, and problem statements. If the case study has an All Information tab, note that the information displayed is identical to
the information displayed on the subsequent tabs. When you are ready to answer a question, click the Question button to return to
the question.

Overview

A company named Contoso Ltd. has a main office and five branch offices located throughout North America.

The main office is in Seattle. The branch offices are in Toronto, Miami, Houston, Los Angeles, and Vancouver.

Contoso has a subsidiary named Fabrikam, Ltd. that has offices in New York and San Francisco.

Existing Environment

End-User Environment

All users at Contoso use Windows 10 devices. Each user is licensed for Microsoft 365. In addition, 10S devices are distributed to
the members of the sales team at Contoso.

Cloud and Hybrid Infrastructure

All Contoso applications are deployed to Azure.

You enable Microsoft Cloud App Security.

Contoso and Fabrikam have different Azure Active Directory (Azure AD) tenants. Fabrikam recently purchased an Azure
subscription and enabled Azure Defender for all supported resource types.

Current Problers

The security team at Contoso receives a large number of cybersecurity alerts. The security team spends too much time identifying
which cybersecurity alerts are legitimate threats, and which are not.

The Contoso sales teamuses only iOS devices. The sales team members exchange files with customers by using a variety of third-
party tools. In the past, the sales team experienced various attacks on their devices.

The marketing team at Contoso has several Microsoft SharePoint Online sites for collaborating with external vendors. The marketing
team has had several incidents in which vendors uploaded files that contain malware.



The executive team at Contoso suspects a security breach. The executive team requests that you identify which files had more than
five activities during the past 48 hours, including data access, download, or deletion for Microsoft Cloud App Security-protected
applications.

Requirements

Planned Changes

Contoso plans to integrate the security operations of both companies and manage all security operations centrally.

Technical Requirements

Contoso identifies the following technical requirements:

* Receive alerts if an Azure virtual machine is under brute force attack.

* Use Azure Sentinel to reduce organizational risk by rapidly remediating active attacks on the environment.

* Tmplement Azure Sentinel queries that correlate data across the Azure AD tenants of Contoso and Fabrikam

* Develop a procedure to remediate Azire Defender for Key Vaullt alerts for Fabrikam in case of external attackers and a potential
compromise of its own Azure AD applications.

* Identify all cases of users who failed to sign in to an Azure resource for the first time froma given country. A junior security
administrator provides you with the following incomplete query.

BehaviorAnalytics

| where ActivityType =— "FailedLogOn"
| where = True

NEW QUESTION # 220

Your network contains an on-premises Active Directory Domain Services (AD DS) domain that syncs with an Azure AD tenant.
You have a Microsoft Sentinel workspace named Sentinell.

You need to enable User and Entity Behavior Analytics (UEBA) for Sentinell and collect security events from the AD DS domain.
Which three actions should you perform in sequence? To answer, move the appropriate actions from the list of actions to the answer
area and arrange them in the correct order.

Actions Answer Area

From Sentinel1, collect the AD DS security events by using the Legacy
Agent connector

For the AD DS domain, configure Windows Event Forwarding @

For Sentinel1, configure the Windows Forwarded Events connector

To the AD DS domain, deploy Microsoft Defender for Identity.
For Sentinel1, {nfigure the Microsoft Defender for Identity conneor

For Sentinel1, enable UEBA.

Answer:

Explanation:
Actions AnNswer Area

From Sentinel, collect the AD DS security events by using the Legacy
| Agent connector
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Explanation:

Actions Answer Area

From Sentinel1, collect the AD DS security events by using the Legacy @ 1 lo the AD DS domain, deploy Microsoft Defender for Identity. @
Agent connector

2| #For Sentinel1, {3nfigure the Microsoft Defender for Identity connector
For the AD DS domain, configure Windows Event Forwarding @

3 For Sentinel1, enable UEBA

For Sentinel. configure the Wind@Ws Forwargled Events connecjog

To enable User and Entity Behavior Analytics (UEBA) in Microsoft Sentinel and collect Active Directory Domain Services (AD
DS) security events, the integration relies on Microsoft Defender for Identity (MDI).

Defender for Identity monitors on-premises domain controllers and provides deep identity-based telemetry that Sentinel consumes
for behavioral analytics and threat detection.



Here's the correct sequence explained step-by-step:

* Deploy Microsoft Defender for Identity on the AD DS domain

* Defender for Identity sensors must be installed on each domain controller (or dedicated server) in your on-premises AD DS
environment.

* This step enables continuous monitoring of AD activities like logons, Kerberos authentications, and LDAP queries.

* Microsoft documentation states:

"To collect and analyze AD DS activities for UEBA, deploy Microsoft Defender for Identity sensors in your domain controllers."
* Configure the Microsoft Defender for Identity connector in Microsoft Sentinel

* In the Sentinel workspace (Sentinell ), go to Data connectors # Microsoft Defender for Identity # Connect.

* This connector ingests identity-related alerts and telemetry from Defender for Identity into Sentinel's Log Analytics workspace.
* Tt allows Sentinel to correlate identity-based security data with other sources for threat detection and investigation.

* Enable UEBA in Microsoft Sentinel

* After integrating MDI, enable UEBA in Sentinel's configuration settings.

* UEBA uses identity data (from MDI and Azure AD) and other logs to build behavioral baselines and detect anomalies such as
lateral movement or privilege escalation.

* Microsoft documentation notes:

"To start analyzing user and entity behaviors, enable UEBA after connecting identity data sources such as Defender for Identity."
Other actions listed (such as using legacy connectors or Windows Event Forwarding) are outdated or unnecessary when using MDI
and Sentinel's built-in connectors.

NEW QUESTION # 221

Actual Microsoft Security Operations Analyst (SC-200) dumps are designed to help applicants crack the Microsoft SC-200 test in
a short time. There are dozens of websites that offer SC-200 exam questions. But all of them are not trustworthy. Some of these
platforms may provide you with Microsoft Security Operations Analyst (SC-200) mnvalid dumps. Upon using outdated Microsoft
SC-200 dumps you fail in the Microsoft Security Operations Analyst (SC-200) test and lose your resources.
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