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¢ Auditing Tools and Techniques: This section of the exam measures the skills of Al auditors and centers on
auditing Al systems using appropriate tools and methods. It includes audit planning and design, sampling

F&E 1 methodologies specific to Al collecting audit evidence, using data analytics for quality assurance, and

producing Al audit outputs and reports, including follow-up and quality control measures.

¢ Al GOVERNANCE AND RISK: It encompasses understanding different Al models and their life cycles,
EN D) guiding Al strategy, defining roles and policies, managing Al-related risks, overseeing data privacy and
governance, and ensuring adherence to ethical practices, standards, and regulations.

e Al Operations: It covers managing Al-specific data needs—including collection, quality, security, and

classification—applying development lifecycle methodologies with privacy and security by design, change
F&E3 and incident management, testing Al solutions, identifying Al-related threats and vulnerabilities, and
supervising Al deployments.
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FIRE #28
Which of'the following would pose the GREATEST risk when reviewing Al acceptable use training content?

A. The content does not cover Al model architectures.

B. The content does not cover required performance metrics.

C. The content does not cover the non-deterministic nature of Al
D. The content does not cover the use of effective prompting.

ZER: C

fE R A -

Thenon-deterministic nature of Alrefers to the fact that modern Al systems-especially generative Al, reinforcement learning, and
probabilistic models-do not always produce the same output even when given identical inputs. According to AAIA's ethical and
operational guidance, understanding non-determinism is essential for:

* Managing expectations of Al behavior

* Preventing overreliance on Al outputs

* Identifying hallucinations or inconsistent outcomes

* Ensuring human oversight remains in place

* Supporting proper audit trails and accountability

* Upholding professional skepticism toward Al-generated outputs

If training doesnotexplain non-determinism, employees may mistakenly believe Al outputs are always authoritative or correct, which
can lead to unsafe reliance, ethical violations, and audit failures.

Other options (A, C, D) are helpful but not foundational. Lack of understanding of non-determinism fundamentally undermines safe
and responsible Al use.

References:

AAIA Domain 5: Ethical and Legal Considerations(Explainability, Output Variability, Responsible Use).

AAIA Domain 3: Oversight and Human-in-the-Loop Principles.
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‘Which of the following correctly summarizes the conclusions of the model card excerpt provided?

Model Card - Electrical Grid Predictive Maintenance Model

Model Information:

Description: Al model designed to predict mantenance needs for electrical grid components, reduce unplanned downtime, and
improve grid reliability.

Inputs: Real-time sensor data, historical maintenance records, and operational logs.

Outputs: Maintenance needs predictions for 60 & 90 days.Evaluation:

Approach: Cross-validation and validation of accuracy, precision, and recall.

Results: Accuracy 72%; Precision 60%; Recall 95%; F1 76%

A. F1 indicates that the model identifies true mamntenance needs 76% of'the time.
B. The Al model correctly predicts maintenance needs 95% of the time.

C. Grid failure is predicted to occur after 90 days.

D. The electrical grid uptime is expected to be 72% of the time.

ER: A

R #30
Which of the following is the MOST important reason to perform regular ethical reviews of Al systems?

A. To improve the accuracy and performance of the systerms

B. To align Al system development with organizational values and principles
C. To ensure the systens align with the preservation of individual rights

D. To identify and mitigate potential data drift within models

ZR: C



FIRE #31

An S auditor is interviewing management about implemented controls around machine learning (ML) models deployed in the
production environment. Which of the following schedules for reviewing the performance of a deployed model would be of
GREATEST concern to the auditor?

A. One time prior to migrating to production

B. On an annual recurring basis

C. After changes to hardware and software platforms
D. After functionality changes

BER: A

i 8 #32
During audit planning, an IS auditor reviews the correlation matrix. Which variable pair from an electrical generation facility has the
MOST significant correlation?

A. Rotational speed and tool wear is 0.56

B. Daily precipitation and generator efficiency is 0.09
C. Temperature and generator effectiveness is -0.85
D. Electricity demand and machine torque is 0.0

ER: C

BB -

A correlation of -0.85 (option C) represents a strong negative correlation, indicating a meaningful inverse relationship. In Al model
development, high-magnitude correlations (positive or negative) strongly influence feature selection and model behavior.
AAIA enphasizes that auditors must understand correlation strength to evaluate:

* Feature relevance

* Model weight justification

* Risk of multicollinearity

* Data quality and representativeness

The other correlations are weak or negligible.

Thus, the pair with -0.85 is the most significant.

References:

AAIA Domain 1: Al Data Relationships

AAIA Domain 2: Data Understanding and Statistical Foundations
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