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¢ ATT&CK Frameworks: This domain covers understanding the MITRE ATT&CK framework and
bEY 71 applying its tactics and techniques within Falcon to provide context to detections.

¢ Real Time Response (RTR): This domain covers RTR technical capabilities, administrative settings,
NEy 22 connecting to hosts, using RTR commands for remediation, utilizing custom scripts, setting up workflows,
and reviewing audit logs.

e Event Search: This domain focuses on performing advanced event searches from detections, refining
bEY 73 searches using event actions, and distinguishing between commonly used event types.

o Search Tools: This domain covers utilizing User Search, IP Search, Hash Search, Host Search, and Bulk
bEY 74 Domain Search to gather intelligence during investigations.

e Event Investigation: This domain covers analyzing Process and Host Tinelines, pivoting to Process
bEYZS Timeline or Process Explorer, and analyzing process relationships using Full Detection Details.
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After rumning an Event Search, you can select many Event Actions depending on your results. Which of the following is NOT an
option for any Event Action?

A. Show a +/- 10-minute window of events

B. Show Associated Event Data (from TargetProcessld_decimal or ContextProcessld _decimal)
C. Draw Process Explorer

D. Show a Process Tineline for the responsible process

Ef#: C

B #58
In the Falcon Overwatch Best Practice workflow, at what specific point is a responder encouraged to utilize OSINT (Open Source

Intelligence) searches?

A. During the 'Understand process(es) involved' phase.

B. After the incident has been fully remediated.

C. During the 'Examine what is normal for the system phase.
D. During the 'Understand the detection’ phase.

EE: A

ER #59
What happens when you create a Sensor Visibility Exclusion for a trusted file path?

A. Tt excludes host information from Detections and Incidents generated within that file path location

B. It prevents file uploads to the CrowdStrike cloud from that file path

C. It excludes sensor monitoring and event collection for the trusted file path

D. It disables detection generation from that path, however the sensor can still perform prevention actions

F
R

: C

HR #60
Depending on the subscription level, "Cloudable Events" (standard telemetry) have a specific retention period. What is the minimum
period of time that these events are retained?

e A.30days
e B.1day
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e C. 14 days
e D.7days

IEf#: D

H #61
‘When a responder chooses to 'Release’ a file from quarantine because it was determined to be a false positive, what type of allowlist
is automatically created in the background?

A. Command-line allowlist
B. Hash-based allowlist

C. Path-based allowlist

D. Filename-based allowlist

Ef#: B
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