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PRI #30
‘Which activity is an operational planning and control requirement?
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A. Review the consequences of unintended changes

B. Perform information security risk assessments at planned intervals
C. Document information security objectives

D. Scheduling of second party audits

BER: A

i RE R -

Clause 8.1 (Operational planning and control) requires organizations to:

"Ensure that changes are controlled. The organization shall review the consequences of unintended changes, taking action to mitigate
any adverse effects, as necessary." This requirement ensures that operational processes are planned, controlled, and adjusted where
unexpected changes occur. Risk assessments (B) are covered in Clause 6.1.2 (Planning), not operations. Scheduling second-party
audits (C) is not an ISMS requirement but part of supplier/customer arrangements. Documenting objectives (D) belongs to Clause
6.2 (Planning).

Thus, the required operational planning and control activity is A: Review the consequences of unintended changes.

8 #31
Which item is required to be considered when defining the scope and boundaries of the information security management system?

A. The regular activities necessary to maintain and improve the ISMS

B. The dependencies between activities performed by the organization

C. The level of quality to which the ISMS must adhere

D. The lessons learned from the information security experiences of other organizations
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Clause 4.3 (Determining the scope of the ISMS) requires consideration of

"the external and internal issues referred to in 4.1; the requirements referred to in 4.2; and interfaces and dependencies between
activities performed by the organization, and those that are performed by other organizations." This confirms that dependencies
between activities are a required factor when defining scope. Options B (quality levels), C (lessons learned), and D (regular activities
for improvement) are not scope requirements, though they may be relevant in planning or improvement processes.

Thus, the verified answer is A: Dependencies between activities performed by the organization.

R RE #32
Which statement about the conduct of audits is true?

A. During Stage 1 of a certification audit, evidence is collected by observing activities

B. One of'the focus areas for a surveillance audit is the output from internal audits and management reviews
C. Third party audits are conducted by a customer of the organization

D. The certificate issued after a successful re-certification audit in typical schemes lasts for one year
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Clause 9.2 (Internal Audit) and Clause 9.3 (Management Review) highlight that audit outputs and management reviews are key
mputs for evaluating ISMS performance. Surveillance audits, conducted by Certification Bodies, check ongoing compliance and
effectiveness. ISO certification schemes (per ISO/IEC

17021) require surveillance audits to verify whether corrective actions and continuous improvements are being made. A critical focus
area is theresults of internal audits and management reviews, ensuring that the organization maintains its ISMS between certification
cycles.

Option A is incorrect - third-party audits are performed by independent Certification Bodies, not customers.

Option B 1s incorrect - certificates are typically valid forthree yearswith annual surveillance. Option D is incorrect - Stage 1 is
primarily adocumentation and readiness review, not evidence observation.

Therefore, the verified correct answer isC.

8 #33
Which is a control title within Annex A of ISO/IEC 27001?



A. Change control

B. Responsibilities and procedures

C. Information security in supplier relationships
D. Protection of documents

ER: C
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Comprehensive and Detailed Explanation From Exact Extract ISO/IEC 27002:2022 standards:

In ISO/IEC 27002:2022, which provides control guidance for Amex A of ISO/IEC 27001, Clause 5.19 is titled:"[nformation

security in supplier relationships." This control requires organizations to ensure that information security is addressed in supplier
agreements and relationships. It is part of theOrganizational Controls theme. The other options are not control titles in Annex A:
* "Responsibilities and procedures” (B) was used in older standards like ISO/IEC 27001:2005 but no longer exists.

* "Protection of documents” (C) relates to document control but is not a specific Annex A control.

* "Change control” (D) is relevant to ITIL/ITSM but not listed as a control title in Annex A.

Therefore, the correct Annex A control title isA: Information security in supplier relationships.

PR #34
Which benefit is NOT relevant by implementing an ISMS for an organization?

e A Information security staff will be qualified to ISO/IEC 27001 Foundation level

¢ B. Information security controls are tailored to suit the organization's specific circumstances
e (. Information security risks are assessed and the probability and/or impact reduced

e D. Information security compliance will increase stakeholder trust in the organization
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The benefits of implementing an ISMS under ISO/IEC 27001 are well established. Clause 0.1 (General) explains that an ISMS
provides asystematic approach to managing sensitive informationand "preserves confidentiality, integrity, and availability of
information by applying a risk management process and gives confidence to interested parties that risks are adequately managed."
Option A is correct as a benefit, since trust and confidence from stakeholders is an outcome of compliance.

Option C is also a benefit, since controls are chosen and tailored based on organizational context and risk assessment (Clause
6.1.3). Option D reflects another real benefit-reducing the probability and/or impact of incidents through effective risk management.
However,staff qualifications (option B)are not guaranteed benefits of implementing an ISMS. While training and competence (Clause
7.2) are required, the standard does not require or provide ISO/IEC 27001 Foundation-level certification for staff. That is an
external training/certification scheme, not an ISMS outcome.

Therefore, the benefitNOT relevantto implementing ISO/IEC 27001 isB.
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